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Vekil (Proxy) Sunucusu

Kablolu/ Kaplosuz Kimlik Denetimi: Captive Portal Sunucusu
6¢dzial {1 YI LIPAPU

IP Telefon Sunucusu
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1Lyt SYRANKOA

Quaggal TNA {1 I Rl &I o6l YPO 2fl Yy
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Quaggd Pl (1l &yl 1 12Rfdz KAHIYISRIf BYSMNEE
uygulamaOSPF,I5S, BGRe RIPgibi temel routing protokollerini

desteklemektedir.
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\ About | News | Contact | Partners | Support | Register | Login |
m VPN Service Access Server Product Hosted Service Community Project

e

Search.

"\J\H WRIERE 11)25)2 ) /o]

‘.1 4@ Use Cases

,/ Demo }

Latest News: Securing Access to VMware View using OpenVPN Access Server

_allOrangeF = 18:01 100% &

DPENVPN

% OpenVPN 2.0.9-gui-1.0.3 Setup

Installing
Please wait whie OpenVPN 2.0.9-gu-1.0.3 is being nstalied.

Previous Service REMOVE (f exists)

[NRBERRRRRRERRRRRRRRNRNNN

TAP-WIN32 REMOYE OLD TAP

No devices removed

tapirstal remove TAP retuned: 0

No devices removed

tapirstal remave TAPDEY returned: 0
TAP-Win32 TALL (tap0ent)

Device node created. Install s complete why
Updating drivers for tap0l from C:\Progra
Drivers updated successfuly
tapirstal install return:
tapirstal cumulstive status: 0
Previous Service REMOVE (F exists)

Web Server :

Liscommect
Shioi Statls

View Log
Edit Config
Change Password

utorvpn

Proxy Settings

About
Exit
¥ 5@, 3:04PM
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erkez b 5. |yt SNRE SUR M 15 A
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Windows
TaAaGSYOA
Linux
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{Yy2NIt A& |y 2LSy &az
prevention and detection system (IDS/IPS)
developed bySourcefire Combining the
benefits of signature, protocol, and anomaly
based inspection, Snort is the most widely
deployed IDS/IPS technology worldwide. Witl
millions of downloads and more than 300,00C
registered users, Snort has become the de
facto standard for IPS.
(kaynak:http://www.snort.ord)

|

{Ff RPNP
5d®gsinpr)\ ¢lSALAG /AKET T
DN} FA1 ! N} &@NINY ! LJ OKS b
(ACIDAnNnalysigConsole for Intrusioatabases

INTERNET 2= &2
= -
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Vekil (Proxy) Sunucusu

Making the Most of Your Iiternet Connection

HTTP, FTBS RAESNJ &l e3Py | dz
LINE 0 2 | 2vell Suhikuluk yagdalilen bir

&8l T Pt PYRPN® {ljdZAR | 8y P
KFroSNI SoYySaa @S 5b{ KI
saklayabilmektedir.
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Please login for Internet access. Hot Spot
U sermame
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Login \]
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System

Dashboard

System Information

Name
Version

Platform
CPU Type
Uptime

DNS
server(s)

Last config
change

State table
size

MBUF Usage

CPU usage

Memory
usage

SWAP usage

Disk usage

CaptivePortal Sunucusu (Tutsak |

Interfaces Firewall

(]

enterprise, heidling.se

1.2.3-RC1
builk on 'Wed Apr 22 15:36:34 EDT 2009
FreeB50 7.1-RELEASE-pS 386

pfaense

Inkel(R} Atam{TH) CPU 330 @ 1.60GHz
1 day, D6:30

192,168.0.5

192.166.0.3

192,168.0.8
192, 1658.0.6

Mon Jun 15 15:46:48 CEST 2009

155/10000
Show states

5192700
|
2%
)

27%
of 2,0GE

—_
0%

|
1%

| IRY T IT 'CY4[5

=

| &Kimlik Denetimi:

oM

enterprise.heidling.se

Services YPN

Status

Diagnostics

Cpu Graphs
0%
%)
1%,
=i
A n A “

Traffic Graphs

Current WAN Traffic

In  S3Kbps
Out == Kbps

A

Wi
3 Mbps

2 Mbps

1 Mbps

/M

Current LAN Traffic

In  =7Kbme
St 57 Kbps

DI { Kl ycTE¥Kb T5.

LL®D |

LAM

B Mbps

4 Mbps

f dza t

—
(-
_O
Q)¢

monowall

webGUI Configuration

() méndwall

System information

Name gateway.geordy.nl
Yersion 1.3b9
built on Tue Jan 15 20:35:19 CET 2005
Platform generic-pc
Uptime 124 days, 15:21

Last config change Wed Jul 2 10:5%:17 CEST 2005

CPU usage wigw graph

Memory usage | — b

Notes F

Save
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IP TelefonSunucusu

~

Latinceasteriscusyani 'l N ceN | "dan Bdlitk P, PY
tipografik birsembol... (kaynak: wikipedia.org)

| &0 SNX &Pt RTPA Y MyAdeA YA Y S 2ty
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IP TelefonSunucusu

| A0SNR&A] OANI {AOAASE &~ t
Private Branch Exchanges). SIP, MGCP ve H.32

arama kontrol protokollari ile IP Telefon | .

sistemlerine sunuculuk yapabilmektedir. .
BununRPO PYRI &aSaftA YSal ¢

L+woAYdSN OGABS 2408 - |
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TEAAERAINIEIFNP FfPYYL éPJ%fNﬂszzymne |
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IP Telefon Sunucusu

Calls & Contacts "0 Detach
v & Avalable

A Contacts ¥

X

Name ¥ -
CounterPath
& Téfany Zinck

& Sytvon Marcotte - ...

& Shnook Fermnando

& Sean ONei - Ide

& Ross Johason

& Ronnde Jencen

& RobRaymend

& Rob Brown - Onth...

& RotimRehmat - 0. =

AL L LV P SN

1asm0ig @ | S|IeD T3 S1EW0Y I

t STA Lt GSEtST2y 2t NI |
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NETFLOW

Elle Edit Miew History Bookmarks ScrapBook Tools Help

€« 520 46 @ v [G~ Y @~
F3smart Bookmarks ¥ * Ulakbim-Stat [8|NFSen FEJGenelv [FEgTeknov [3Guvenlk~ FEINETY

s ws | o |
©| ULAK-CSIRT » Add New Post... £ | |@| ULAK-CSIRT 3£ | [@) NFSEN - Profile Darknet Ma... 3¢ -

Details @ continuous / shadow Bookmark URL Profile:

Profile: Darknet

Profileinfo:

Nfdump - NfSen

Start: Dec 19 2008 - 17:10 EET

TCP uppP ICMP

o W wm © EX e wm =D E EE End: Mar 112009 - 11:20 EET .
Tue Har 10 23:55:00 2009 Flows/s any protocol
20 ; y ' : : tstart 2009-03-10-23-55 N etl | OW M O n Ito r’
tena 2009-03-10-23-55

E 15 Packets 3

é LI

% 10

g s

12:00  44:00 1600 18:00 20000 22: d 2:00  04:00  0S:00 000 10:00

B olmayanaglart @ olnayandglarz O olmayansglars

@®LinScale @ Stacked Graph
Select | single Timeslot|¢ | Display. | 1 day S| << < = >> & OLogScale OLine Graph

Hide stat table Statistics timeslot Mar 10 2009 - 23:55

Channel: collapse Flows: collapse Packets: collapse Traffic:
all:  tep: udp: icmp:other:all:  tep: udp: icmp: other: all: tep: udp: icmp: other:

v OlmayanAglar3 34/s 3.3/s 0.0/s 0/s 0/s 6.0/s 59/s 0.1/s 0/s 0/s 24Kb/s 23kb/s 1424 b/s 0b/s 0b/s
¥ OlmayanAgiar2 3.1/5 3.1/s 0.0/s 0/s 0/s 55/s 55/s 00/s 0/s 0/s 2.1kb/s 2.1kb/s 17.4b/s 0b/s 0bis
I ¥l OlmayanAglar1t 23/s 22/s 0.1/s 0/s 00/s 4.7/s 40/s 08/s 0/s 0.0/s 1.9kb/s 1.5 kb/s 3859 b/s 0 b/s 2.3 b/s

Al || None Display: O Sum @ Rate

Matflawu Bransaccinm
Done
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SNMP

SYSTEM STATISTICS

Network Traffic 2 minutes old - Web Traffic 2 minutes cid
1800.0 K ‘ 10.0 8
13%.0 % e h 3ot 1‘ t 1 13| 75N ¢
* { “
900.0 & M : B ; A 4 3 sonm
£ Sttt :
8 N0k {308 1  p b s £ 3 - 25N 3 1 3
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100.0 720.0
g \ =
g 750 | 540.0
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Z W % 360.0
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8 1
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12 14 16 18 20 4 6 8 10 12 14 12 14 16 18 20 22 0 2 4 6 8 10 12 14
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MULTI ROUTER TRAFFIC GRAPHER g
| 1800.0 £ 750
: 3
312000 3 .0
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00 0.0
12 14 16 18 20 22 0 2 4 6 8 10 12 14 12 14 16 18 20 2 O 8 10 12 14
Disk Usage 2minutes old  Established TCP Connections 2 minutes cid
im0 - 4.0 ~
§ m.o g .0
§ %0 ;g RO
g B0 & 16.0
0.0 0.0
12 14 16 18 20 2 4 6 & 10 12 14 12 14 16 18 20 22 0 2 4 6 8 10 12 14
New TCP Connections 2 minutes old
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T Kritik Baglantilar
~Kritik Baglantilar non-Unicast Tree: Omurga CPU
“Kritik Baglantilar PPS [
KRAL-7600 - CPU Usage 6
2.0
= sehir Karmpuzler é‘\i
- Host: Taskisls -
E
ost: MACKA MERKEZ o 1.0
lost: GUMUSSUYU MERKEZ g
“Host: Kirmys YA_10G_LR-KE
E-sunucuLsr 0.0
Tue 12:08 Tue 18:00 Wed B0:08 ved B6:00
| Host: KELOGLAN-4300 From 03/05/2011 11:20:43 To ©4/05/2011 11:20:43
B CPU Usage Current: 2 Average: 2 Maximum: 2
€
Genel Mudur - Ted/1 - KIMYA 10G_LR-XE 6
I b
Genel Mudur - CPU Usage 6
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© S 200 M
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B CPU Usage Current: 28 Average: 23 Maximum: 38 H Inbound Current: 19.59M Average: 22.77TM  Maximum: 10&.05M
B Outbound Current: 182.64M Average: 119.29M Maximum: 263.77M

Hourly (1 Minute Average)

Y .

Genel Mudur - Ted/1 - KIMYA 10G_LR-XE -
1000
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G600
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H Inbound Current: 19.59M Average: 111.48M Maximum: 464.85M
B Outbound Current: 182.64M Average: 349.78M Maximum: 97&.08M

Daily (5 Minute Average)
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Graphs -= Tree Mode
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RRDtool

logging & graphing

RRDtools theOpenSourcendustry standard, high performance data logging
andgraphing system for time series daRRDtootan be

easily
integratedin shell scriptsperl, python, rubyluaor tcl applications

(Kaynak http://www.mrtg.org/rrdtool/)
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Creating Dynamic Web Pages

O,REILLY. Rasmus Levdorf & Kevtn Tatroe
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1- Telnet
2- SSH

3-SNMP
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Telnetveya SSH

Telnet 192.168.20.2
UserAccess Verification

Username: itu

Password******

ITU MAIN_SWITCH>enable

Password: ***x*x*

ITU_MAIN_SWITCH#show interfaces

GigabitEthernetO/1 is up, line protocol is up (connected)
Hardwarels Gigabit Ethernet, address is 0025.b46d.b501
Description 1.Port_Aciklamasi

DI { KI ycTE ¥kb T5. LLd ! fdzaf I N N} aP mi I NNJI | IPlyPBERE d 2WH NN
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421 ARIIIYYHR 2 dzy ¢S1T 12Y

1- Remote Shell
2-{ {1 ¢S] 12YdzifdzZ] el P

Remote Shellrsh<ip address>%omut$

mNJ/ S |

rsh192.168.20.1'show Y U SNF I OSa v
GigabitEthernetO/1 is up, line protocol is up (connected)
Hardware is Gigabit Ethernet, address is 0025.b46d.b501
Description: 1.Port_Aciklamasi

42FSNA S R2INHzZRFEY OSNR
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w{l mN}YS]T LINRINIYY
<%php

$komut = "rsh 192.168.20.1 'sh interfaces™"
exec ($komut,$cikti);

foreach ($cikti as $yaz){
echo"$yaz <br>";

}

42FSNA S R2INHzZRFEY OSNR
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41 1T NYY {bat

Simple Network management Protocol

1- MIB

/Z\KI-TfI-NRI-y oAfIA | EPYlLoAf SOS]T OS R

| TSEftATEfSNRSY 2t dzoFy O0ANI OSNR Gl ol y
2- Agent

SN
¢

2. KatmaN

Anahtarlar

DI { KI YcTE¥Kb T5.

",‘é' Anahtarlar

3. Katman Tadodl aez2ydz o
Anahtarlar

l\ 3{bat tNRG212fN

I =
2. Katman

4-1' € | YSUOA®

LL® ! fdzaf I NI NI apP mi I NNJI | IPlyPBERE d 2WH NN
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A MIB (Managemeninformationbase)
mNJ/ NHB:
AnahtarOA KA hoRy2 NI AfS AfIAEA ASf SYE SNY

1.3.6.1.2.1.2.2.1.2.101b: inthame

1.3.6.1.2.1.2.2.1.7.10101 : ifadmin status :1 acik 2
1.3.6.1.2.1.2.2.1.8.10101 : link durumu

I1SO (1) Hierarchically
I structured

Organization (3)

Each object uniquely

DOD (6) identified
Internet (1)
Directory (1) Management (2) J Experimental (3) Private (4)

OID for System
1.3.6.1.2.3.1

MIB-2 (1) Enterprise (1)

TCP (6) m
o e e
= oo [weonin —

CMOT (9)

HP (11)
Transmission (10) Unassigned (9118}

DI 1 KI YcTE¥Kb T5. Board (IAB) Administered [k b

Internet Activities

SONGH

Vendor Administered
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YA {bat T+GSy 6dz A5 A

PHP Komudu:
SNMPGET" IP Adresi ", " Sifre "," MIB No");

{bat tNRBINFYPY
<?php

$int_adiE snmpget ("192.168.20.1","itu","1.3.6.1.2.1.2.2.1.2.101p

echo $int_adi;
?>

{bat 4PlUPaPY
STRINGGigabitEthernetO/1
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] AKFETEFNRFE dzZIl F10FYy RSEAG]

SNMPSET 2 YdzRdz AfS OAKIFTfF NRI

{bat tNEBINIYPY
<?php

snmpset("192.168.20.1", "itu","1.3.6.1.2.1.2.2.1.7.10101","","2");
?>

{ bat 47P

' b L Yht ¢
P 2f RdzEdzY L2 NIdz {1

DI { KI ycTE ¥kb T5. LLd ! fdzaf I N N} aP mi I NNJI | IPlyPBERE d 2WH NN
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