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Buyuk Birader seni izliyor....

1984, George Orwell
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Mahremiyet

» Mahremiyet
» TDK : Kisisel Gizlilik

» Degisen dunyada, bireyin sahip oldugu haklarin ve
bilgilerin, daha guclu olan devlete karsi korunmasi
gerekliligi olusmustur.

> Devletin Kendini Korumak Istemesi
» Sahip Olmanin Dayaniimaz Hafifligi
» Demokratik Haklar — Sozde Ozgurlestiriimis Yasalar
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Mahremiyet Ihlalleri

» Olagan Ihlaller
» Siyasi Fisleme
> Polis Devleti
> Korku Imparatorlugu

» Terorizmin EtKisi
» Ulkelerin Havalimani Kurallarinin Degismesi
> Istihbarat Imkanlarinin Arttiriimasi
> Kisisel Mahremiyetin Azaltiimasini Destekleyen Kanunlar
» GoOzaltl, Sorgulama ve Ceza Kavramlarinin Evrimi
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Mahremiyet Ihlalleri

» Dolayl Ihlaller
» Cep/Sabit Telefon Dinleme
» Cep Telefonundan Yer Saptama
> Kameralarla Suirekli izleme
» Parmak izi Temelli Dogrulama
» E-Postalarin Takibi
» Facebook/Myspace/Twitter Etkisi
» Skype/VolP Goértusmelerinin Kaydi

» Dogrudan Ihlaller
» Havalimaninda Tasinabilir Bilgisayarin Analizi
> Servis Saglayici Uzerinden iletisimin Kaydedilmesi
> Internet Icerigine Erisim Kisitlamasi
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Kahrolsun Buyuk Birader !

1984, George Orwell



Veri Depolama Gizliligi E(Df\

» Veri Depolama Gizlilik Gereksinimi
» Havalimani Gegislerinde Tasinabilir Bilgisayar/Disk/Kart
> Olasi Gdzaltinda Kisisel Verilerinizin Ifsasi
» Tasinabilir Bilgisayar/Disk/Kart'in Kaybolmasi veya Calinmasi
» Bir Diskin/Kartin Satilmasi, El Degistirmesi

» Disk Kriptolama
» Bir Diskin/Kartin Kriptolanmasi
> Ozel Bir Dosyanin Kriptolanarak Disk Biciminde Kullaniimasi
» Kripto Cozme Anahtarinin Saklanmasi
> Plausible Deniability
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Disk Kriptolama Yazilimlari KD?\

» Truecrypt - www.truecrypt.org
» Sabit Disk, Sanal Bir Disk Dosyasi, Kart Kriptolama
» AES, Serpent, Twofish Algoritma Destegi
» Windows, Mac, Linux Destedi
> Kriptolama ve Yasal Nedenlerle Ozel Bir Lisans Kullanmaktadir

» FreeOTFE - www.freeotfe.org
» Sabit Disk, Sanal Bir Disk Dosyasi, Kart Kriptolama
» AES, Serpent, Twofish Algoritma Destegi
» Windows, Windows Mobile, Mac, Linux Destegi

» Cryptoloop, dm-crypt, LUKS
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Ekran Goruntuleri

B TrueCrypt Volume Creation Wizard

FreeQTFE Linux Key Entry
Encryption Options Key | Encryption | File optionz | Mount options
~Encryption Algorithm - (=]
[ags | Test K
L=
SES + n 1998) that may be
TFrp:nh agencies to protect
L evel. 256-bit key,
AES-Twofish-Serpent FrEElnT B
Serpent-AES
Serpent-Twofish-AES Benchmark | |
Twofish-Serpent |
—Hash Algorithm — - | |
1SH.-5.-5 12 ~ | Information on hash algorithms
F.ey processing
Help Sead: | L 8)

Mountpaoint:
FreeoTFE storage ‘

Hash | SHASG12 v [H)

Hazh with "A"z, if hazh output iz too short
—
|‘l.5tnrage Card\Test\ViolumeOne.vol ‘

Mounted for:
|Read,|"wﬁte ‘

|Figg;'lz;m5} | ’ Load... ]’ Save... ak

Sector IVs:
|Null v ‘

[ ]w

4]

I hash algorithm:
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Diger Depolama Gereksinimleri ]l(D e

» Kriptolama Destekli Yedekleme ve Arsivieme

» Areca — www.areca-backup.org
> Arsiv (ZIP,ZIP64), AES, Ag Surlcusu, FTP/SSL Destekleri
» Windows, Linux

» PeaZip — peazip.sourceforge.net
» Winzip, 7z Uyumlu AES 256 Bit Kriptolama
» ZIP, DMG, RAR, 7Z, BZIP2 vb.

» KGB Archiver - kgbarchiver.net
> AES 256 Bit Desteqgi

» Guvenli Siime
» Wipe — wipe.sourceforge.net / Linux
» Eraser — eraser.heidi.ie / Windows
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Ekran Goruntuleri

Areca - Target edition [Modified]

Main Files management Encryption
Soiircas || Track directories v Encryption
Compression | Store permissions Algorithm : |AES 128 - Passphrase R
|| Follow subdirectories .
| ~ Foll bl Ik 1| |
Filters || Follow symbalic links
Y Example : MyPassphrase 123!
Pre-processing
Post-processing
Description
File  Fdit  Browser Cmganee Toals  Oghons Help
4 i
2 % 2| v-
Configuration OO0 b P ¥+ Computers oot . o
| | Disable target configuration ba I Fiesstem Meme « Type fizs Free Filesystem
l,_(:“pw_“w @ [C) DATA Lecal disk 635 GB S4IGE NTFE T0% free
2 = (k) ACER Local disk HAEGE GAGE NTFS 18% free
BRDesktop AT ol
I wser's hame il et — sl el = ” 3
| P ‘M.Emﬂoﬂlp.zlp D] = 4% free
b Documents = — -
Hame - Publlic &0t | pe P | 5% free
%Dwumem-l‘ubﬁ: ot | | e

L

© ) Backmers @ Jab successfully completed
Open path

Input: 9.2 ME &8 MB/s

Open archive Dutput: 64 ME 59%) @ B1MB/s  me——
Search and drag here Time: 15 ms
=hE Ok Brplore |
W& ) Selected: 0 dirfz), 0 filefs), 0 B Browsing: LISERL-PC
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Internette Olmak yada Olmamak

» Mahremiyet Sorunlari

» Ziyaret Edilen Sayfalarin Proxy'lerde, Yazismalarin E-Posta
Sunucularinda, VolP Gorusmelerinin Servislerde Kaydedilmesi

» Ziyaret Edilecek Sayfalara Kisitlama veya Engelleme
» Sadece Belirli Uygulamalarin Kullanimina Zorlanma

» Anonim Proxy Kullanimlari

» Tor Projesi — www.torproject.org
» Dagitilmis, Anonim Bir Ag

» Devlet Kuruluslar istihbarat Amacl, Farkh Ulkelerden Geliyormus
Gibi Kullanmaktalar

» Tor'da Olan, Tor'da Kalir
» Windows, Mac, Linux Destegi
» Harici Proxy'ler ile Desteklenmeyen Uygulamalara Arayiliz

» Sinirlandirmalarin Asilmasi, Takibin Zorlasmasi
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Internette Guvenli Gezmek
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» Mozilla Firefox — firefox.org
> Acik Kaynakl I¢i Biliniyor; Kayit, Kopyalama, istatistik
> Gecmis ve Gecici Depolama Yonetimi icin Ozel Secenekler
» Ozel Gezme igin Ayarlar

> Eklenti Destegi
» NoScript
> Privacy+
» ViewCookies
» Oltalama Saldirilarina Koruma

» Hizlh Glncelleme Yonetimi

> Privoxy — www.privoxy.org
» Tor icin Proxy Destegi
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Ekran Goruntuleri

@ Reported Attack Sitel - Mozilla Firefox

Fie Edit WView History Bookmarks Tools Help

] A @ /I]}' macdunyasi.com = - -"]V Google '3':"*';

Reported Attack Sitel

This web site at macdunyasi.com has been reported as an attack site and

has been blocked based on your security preferences.

Aftack sites try to install programs that steal private information, use your

computer to attack others, or damage your system.

Some attack sites intentionally distribute harmful software, but many are

COMpPromis without the kno ge or permission of their o

Get me out of here! Why was this site blocked?

Start Private Browsing

Q Would you like to start Private Browsing?

Firefox will save your current tabs for when you are done with your Private Browsing session.

Do not show this message again
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E-Posta Kriptolanmasi ]_]4<D

» Mozilla Thunderbird - www.mozillamessaging.com/en-US/thunderbird

» Acik Kaynak, Spam/Oltalama Korumasi, Eklenti Destegi
» E-Posta Resmi Gostermeme, Otomatik Glincelleme, Okuma Bilgisi

» GPG - gnupg.org
» Acik Anahtarl Kriptolama Altyapisi
> Simetrik, Asimetrik Kriptolama, Sayisal imzalama
»> Acik Anahtar Yonetme Sunuculari, Bireysel Glven Yonetimi
» Windows, Mac, Linux

> Yaygin E-Posta, Yazisma, Depolama ve liletisim Yazilimlarinin 3.
Parti Eklentiler/Yazilimlar ile Entegrasyonu

» GPG Arayuzleri - gnupg.org/related_software/frontends.en.html
» E-Posta Yazilimlari Entegrasyonu
» Mozilla Thunderbird, Enigmail

» Evolution
» MS Outlook Eklentisi, GPGol, GPGOE
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Ekran Goruntuleri

Version: GnuPG v1.0.4 (GNU/Linux)
Comment: Gnome PGP version 0.4
9ZFgULUtWKXC7Zz0oODxvIQvCUBO+nMUD/lIo4OAPDxWrHKHE7IDhpCBGxal/ja/9fD
XtwrvA===nDBS

g Passwords and Encryption Keys __all | &=
Fie Edit Remote View Help

& Properties "?7" | H"Jl & Filter: |
My Personal Keys | Other Keys

-
| Name | Key ID | Trust |
"'l,' ¢ Fatih Ozavei C4675675 Uttimate
% Fatih Ozawei izfh@ases.comir FFBAE833 Ultimate

Selected 1 key
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- Welcome to Enigmail

Fle Edit View Go Tools

+* . &l v el g [ ¢
-/ QB PR X G
= OpenPGP: Good signature from Patrick Brunschwig

Key ID: 0x1DBOESBO [ Signed on: 31.12.2007
= From: Patrick Brunschwiqg

Message  OpenPGP

Subject:

Enigmail provides end to end security for
Mozilla Thunderbird and SeaMonkey

Evolution Account Editor

Identity | Receiving Mail | Receiving Options | Sending Mail | Defaulls| Security L

Pretty Good Privacy (PGP/GPG)
PGP/GPG Key ID: || |

[] Always sign outgoing messages when using this account
[[] Don't sign meeting requests (for Outlook compatibility)
Always encrypt to myself when sending encrypted mail
[[J Always trust keys in my keyring when encrypting

Secure MIME (S/MIME)
[ Digitally sign outgoing messages (by default)

Signing certificate:

| ‘DSelecl...H

Qlear‘

[ Encrypt outgoing messages (by default)

[J Also encrypt to self when sending encrypted mail

| ‘ [ select... | ‘

Enc n,rgtion certificate: b Clear ‘

EaRra
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Kisisel Sifrelerin Guvenli Depolanmasi
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» Keepass — keepass.info
» AES-256 Bit Kriptolama ile Verilen Saklanmasi
» Windows, Mac, Linux Destegi
> Sifre Uretme, Disariya Aktarma, Eklenti ve Dil Desteklers

» Password Safe — passwordsafe.sourceforge.net
» Bruce Schneier Tarafindan Gelistirildi
> Sifre Uretme, Disariya Aktarma Destekleri
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Ekran Goruntuleri

- - ————
e S e e (@) MyDatabase.kdb - KeePass Passwo
t‘ Password Safe - C:\tmp'demo... | = |_.|:| ﬁ = -
= T = i File Edit “iew Toolz Help
File Edit ¥iew Manage Help
3 { - = | D®D|d§:¢-€é—§|hﬂ%|—g|.|@|58arch -
-a I—-ll L:l' Jﬁ & s =l @ - =- b General Title Uzer Mame Paszsword URL
-l Amazon [BookWorm] ; % Windows : ol e
i Metwork, . =
= ) Banks : terreet tﬁ Sample 3;;3 'a_n,jn_.,.m,:,us uﬁ Copy User Hame to Cllpboald Ctrl+B
i idas] ’Cﬁ ahdail = #Sample #37  Ananymaus i {1 Copy Password to Cliphoard Chel+C
S (| | e LJ2% Homebanking Sample #40  Anonymous *
=5 f."? 0 Group O Sample #43  Anonymous i 9 Open UALE) Cukld
= _] 1 Group ﬂ Sample #46  Anonymous i
B E 3 Group & Sample #51  Anonymous i @ PerfomAuto-Tupe Crl+
. @ 4 Group (L% Sample #54  Anonymous b
v E Group _:_JI Sample #5656 Anonymous * é‘g Add Entry... Crl+y'
' ] Sample HED  Anongmous % o2 EditAview Entiy.. Cel+E
(_})DSample H/5  Anonymous 9 _
GQ Sample H82  Anonpmaus « E= Duplicate Entry Chrl+K,
E - __:_JI Sample #84  Anonymous " ¥ Delete Entry Ctrl+D
Double-Clii Pewd copied 17:52:06 | RfW | 4items 4 * (#) Sample #32  Anonymous i 9 Mass Madify [l Selected)...
Group: Metwork, Title: Sample #3. User Name: Anonymous, Passworc Select Al Chiles
13:47.07, Lagt Modification: 12.10.2007 19:47:.07, Last Access: 12.1 i
Same Notes 1, FindinDatabase... Clrl+F
I [ Find in this Group. ..
Total: 106 groups F 1297 entries 1 o0f 197 selected Re Heanange
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Baglantilar ve Referanslar KDF\

» Taking your laptop into the US? Be sure to hide all your data first
www.guardian.co.uk/technology/2008/may/15/computing.security

» Osalt - Security & Privacy
www.osalt.com/security-and-privacy

» 40 Open Source Tools for Protecting Your Privacy

www.esecurityplanet.com/features/article.php/3788181/40-Open-
Source-Tools-for-Protecting-Your-Privacy.htm

> Plausible Deniability
http://en.wikipedia.org/wiki/Plausible deniability
http://www.truecrypt.org/docs/?s=plausible-deniability
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Tesekkdrler....
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