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VolIP Giivenlik Sorunlari "gamasec

» Kurumlar ucuz i¢ haberlesme amaciyla veri aglari
uzerinden ses iletisimini aktarmaya ihtiya¢c duymaktadir
> VolIP, Veri Aglarindan Ses lletisiminin Genel Adidir
» SIP, H.323, IAX
» Analog Telefon Hatlari ile Beraber Calismalari Gereklidir

» VoIP Yapilarinda Guvenlik Sorunlari
» Kimlik dogrulama ve yetki sorunlari
» Servis engelleme
» Ortadaki adam saldirisi
» Cagr yakalama, yonlendirme
» |IP/Cagr sahteciligi
» Tekrarlama saldirisi
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VolP Denetim Siirec “"gamasec
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VolP Denetim Sureci (SIP Odakl)

Sunuculari Saptama
istemcileri Saptama
Ad1 Kavrama
Bilgi Toplama

Altyapi Kesfi
SSL/TLS Analizi
Paket Yakalama
Cagn Cozumleme
Servis Engelleme

Kimlik Deneme
Yetki Analizi

Ozel Cagrilar
Yazilim Sorunlari
Yonetim Sorunlari
Ozel Testler
Bilinen Aciklar
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Dogrudan Cagri
Yazilim Sorunlari
Yonetim Sorunlari
Ozel Testler
Bilinen Aciklar



VolP Denetiminde Ozgir Yazilimlar "'gamase(;

» Denetim kuruma/sisteme/yazilima 6zel olmalidir, bu nedenle her bir
testin ozellestiriimesi gerekmektedir

» Farkli denetim adimlarinda alinan c¢iktilarin birlestiriimesi ve beraber
degerlendiriimesi gerekmektedir

» Bazi 0zel testlerin tanimlanabilmesi, kullanilabilecek test sekillerinin
dongulere sokulabilmesi gerekmektedir

» Basit, hizli ve amaca hizmet eden yazilimlar denetim surecinin
verimini arttirmaktadir

» Kaynak kodu aclk, yapilan islemin net olarak gorunebilecegi aracglar
tercih edilmelidir

> Ozgur yazilimlar genellikle bu sartlari veya fazlasini sunmaktadir
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Denetim Kapsaminin Belirlenmesi "'gamasec

» Denetim bilgilerinde verilenler her zaman yeterli degildir
» Sunucular (SIP, SIP Proxy, RTP Proxy)
> Istemciler (Yazilim, Ozel Donanim)
» Ag Altyapisinin Yerlesimi

> Denetim Oncesi Gerekli Bilgiler
» Donanim ve Yazilimlarin Turu, Surumu
» Secilen Protokoller ve Secenekler
» Yonetim veya Destek Amaclh Servisler
» SSL/TLS Kullanimi

» Araclar

» Sipvicious, Sipsak, Sip Forum Testing Framework, Nmap,
OpenVAS, Metasploit Framework, Wireshark, Ettercap, Netcat
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Aktif Sistemler ve Bilgi Toplama "gamasec

Sipvicious
» http://sipvicious.org
» Python temelli, cok sayida platformda calisabilir

» Moduller
» Svmap — SIP Servislerini Dogrulama ve Strum Bilgisi Aima
» Svcrack — Kullanici/Sifre Dogrulamasi
» Svwar — SIP Servisindeki Uzantilarin Dogrulanmasi
» Svreport — SIP Analizleri Sonucunda Rapor Olusturma
> Svlearn — SIP Servisi Parmak Izinin Ogretilmesi ve Kaydedilmesi

» Haritalama ve bilgi toplama icin elverisglidir, ancak servis
analizlerinde kullanilamamaktadir

» Servis parmak izi veritabani oldukca genis ve kalitelidir
» Uzanti ve kullani analizleri yapabilmektedir
» Araclarin secenekleri gcok genistir, analiz esnek yapilabilmektedir
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Aktif Sistemler ve Bilgi Toplama "gamasec

Sipsak
» http://sipsak.org
» Linux/Unix/Windows'ta Calisabilmektedir

» Haritalama ve bilgi toplama icin elveriglidir, ayrica 0zel analizler
veya ham iletisimlerin kullanimini desteklemektedir

» SIP istegi ham olarak hazirlanip dogrudan girdi olarak
verilebilmektedir
» Kullanim Amaclari
» SIP Servislerinin Kesfi
» Kullanici / Sifre Denemeleri
» Cagri Yonlendirme
» Uzantilarin Analizi
> Ozel Zaafiyet Analizleri
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Aktif Sistemler ve Bilgi Toplama "gamasec

Nmap

» http://insecure.org/nmap

» Linux/Unix/Windows'ta Calisabilmektedir
» Haritalama ve bilgi toplama icin elveriglidir
Metasploit Framework

» http://www.metasploit.org

» Linux/Unix/Windows'ta Calisabilmektedir

» Yardimci moduller arasinda SIP servisi arama ve uzanti analizi
yer almaktadir, Exploit'lerde ise sipXphone ac¢igi bulunmaktadir

OpenVAS

» http://www.openvas.org

» Linux/Unix'lerde Calisabilmektedir

» Otomatize zaafiyet eklentilerinde SIP analizleri de bulunmaktadir
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Ekran Gériintiler “"gamasec

Sipvicious
# ./svmap.py 192.168.2.0/24
| SIP Device |User Agent| Fingerprint |
|1921682975060|unknown |3CKPhoneSystem/AVM FRITZIBox Fon WLAN 7170 29.0422|
| | | & 2006) / T-Com Speedport WS00V / Firmware vi37 |

I I | MxSFAV32626 I
|I9216821055060| LRSTD XTPBB86 2008.06.05| T-Com Speedport WS0O0V / Firmware vi37
MxSF/v326.26 |

| 9216821045060 | Nortel IP Phone IS35 (0291.0616) | T-Com Speedport W500V / Firmware
vi37 MxSF/v3.2626 |

Sipsak

# sipsak -s sipl000@I92168.21 -vv

message received:

SIP/2.0 200 0K

To: <siplOD0@I92168.2] >tag=472aBB0O0

From: <sip:sipsak@i27.0.11:45431>;tag=2dc0iB4a

Via: SIP/2.0/UDP
127.011:4543branch=2z9hweweG4 bK.65f0Bcbb;rport=4543|received=94.12294.49:alias

Call-ID 767563850@127.0.11
CSeg | OPTIONS

Contact: <sip:192168.215060>
Content-Length: O

** reply received after 38297 ms **
SIP/20 200 0K

final received
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Ag Altyapisi Analizi "gamasec

» SIP Yapisinin Yerlesim Analizi
» Ses ve Veri Agl Ayrigtirmasi
» SIP Sunucusunun Servislerine Erisim Haklari

» Destek Servislerinin Konumlari
» DHCP, DNS, TFTP

» SSL/TLS Kullanimi
> lletisim Analizi
> SIP Istek ve Cevaplari Analizi
» Ortadaki Adam Saldirilari ve Proxy Kullanimi
» Cagri Yakalama, Cozumleme ve Yonlendirme
» Ag Temelli Servis Engelleme
» Araclar
» Ucsniff, Voipong, RTPBreak, VNAK, Wireshark, Ettercap, Nmap
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Paket Yakalama ve Cagri Cézimleme  “gamasec

Ucsniff

» http://ucsniff.sourceforge.net
» Linux/Unix'lerde Calisabilmektedir

» Agda paket yakalama ve iletisimi cozumleme icin kullantlir
» Kullanim Amaclari

» ARP Analizleri, VLAN Atlamalari ve Analizleri
» RTP Ayiklama ve Kayit Etme

» Cagri Kaydi ve Cozumleme (Video: H.264, Ses: G-711 ve G.722)
» SIP, Skinny Destegi

Voipong

» http://www.enderunix.org/voipong

» Linux/Unix'lerde Calisabilmektedir

» Agda paket yakalama ve iletisimi ¢ozumleme icin kullanilir
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Ekran Goruntuleri

Ucsniff

GROUP 1 :

GROUFP 2

Shell -

=

ANY (all the h 5 in the list)

¢ ANY (all the h 5 in the list)

Starting Unified sniffing...

Warning:
Warning:

you are f
to do so befo

Voipong

efe: [voipong]# voipong -d4 -f
EnderUNIX VOIPONG Voice Over IP Sniffer starting...
Release 2.0-DEVEL, running on efe.dev.enderunix.org [FreeB5SD 4.10-STABLE FreeBSD 4.10-STABLE #8: Thu Dec 1386]

(c) Murat Balaban http://www.enderunix.arg/

19/11/04
19/11/04
19/11/04
19/11/04
19/11/04
19/11/04
19/11/04
19/11/04

:10:
:10:
:10:
:10:
:10:
:10:
137
137

EnderUNIX VOIPONG Voice Over IP Sniffer starting...
Release 2.0-DEVEL running on efe.dev.enderunix.org [FreeBSD 4.10-STABLE FreeBSD 4.10-5TABLE
fxp@ has been opened in promisc mode, data link: 14 (192.168.0.0/255.255.255.248)
[8434]) VoIP call detected.
[8434] 10.0.0.49:49606 =--> 10.0.0.90:49604
[8434]) Encoding: ©-PCMU-8KHz
[8434] maximum waiting time [1@ sn] elapsed for this call, call might have been ended.
WAV file [output/20041119/session-enc@-PCMU-8KHz-10.0.0.49,49606-10.0.0.90,49604 .wav] has
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lletisim Analizi "gamasec

SIPProxy

» http://sourceforge.net/projects/sipproxy
» Java Temellidir, Bircok Platformda Calisabilmektedir
> Proxy Ozellikleri ve Istek Analizi Icin Kullanilabilmektedir
> Proxy Ozellikleri
> SIP Cagrisi izleme ve Coziimleme
» Cagrilar Uzerindeki Belirli Bolumleri Suarekli Degistirme

RTPProxy, RedirectRTP
» http://skora.net/uploads/media/

> Perl ve Iptables'a Ihtiyag Duymakta ve Linux'ta Calisabilmektedir

» RTPProxy'ye istekleri yonlendirme ve degistirebilme imkani
sunmaktadir
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Ekran Goruntuleri

SIPProxy

REGISTER sp; 192, 108,00 18 SIF{2.0
SIPF2.0 100 Tryng
SIPF2.0 401 Unsutharizsd
BEGISTER =192 186.0018 SIF{2.0
SIPY2.0 10D Tromg
SIPY2.0 200 0%

S, 168, 0. 155070
SIPF20 481 Callf Trarsschon Cioes hok Exst
INVITE sz S0 152, 68,0, 18 SIRf2.0
SIPF2.0 407 Prooy fusthenticabon Feguined
DT, s D L 52, 180, 18 S8R0
INVITE mp %152, LoB,0, 19 51820
SIPY2.0 10D Trpmg
SIPY2.0 200 0K
DT, s D L 52, L8018 589 2.0
B sipc S0 52, 148.0,19 SIF2.0
SIFY2.0 200 OF

4 bbb bbbttt

.0

NOTIFY mip:12222f192.168.0.19:5070 SIF/2.0

Wia: SIPFZ.0/UDF 19%.168.0.19:5060:branch=z@hd4bK408La87d
Fram: "Unknown® <aip:Unknowal192.168.0. 18> ;rag=aadbiagias
To: <=21p:2222B192.168.0.19:5060>

Contact: <mipsUnknownfl92. 168.0.19>

Call=ID: ObObSIbbS04bTel0d4edascE 490618000192 168.0.19
C3eq: 10Z NOTIFY

User-Agent: Asterisk PRYE

Hax-Forwards: 70

EWEnT? mMEaaags-IUuary

Content-Type: applicationsimple-maassage—aummary
content-Length: 92

Heasagea-Waiting: mno
Heasage-AcGount: aip:asteriak@i19z.168.0.19
Volce-Nemsage: 050 [070)

i Fude Il
fctive | Dyecbon Regular Expression Eeplacement Ecik (- =]
[ |[LENTrapes [MacFonusds:) 1% W1 100 % | =
[F] [CLBENT toPB -~ lser-tgenk: ), %) d1 SIF Frovy Applicabon % ]
[ PEne QLIEMT  [Alew:) %, 1%.7] F1 TNTTE, Ak % T
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SIP Sunucusu Analizi "gamasec

» SIP Sunucu Yaziliminin Analizi
> Isletim Sistemi ve Yazilim Giincellemeleri
> On Tanimli Yapilandirma, Yénetim Servisleri ve Sifreler
» Bilinmeyen Programlama Sorunlari

» SIP Servisi Analizi

» Kullanici Dogrulama ve Sifre Analizi
> Isteklerde ve Dahililerde Yetki Analizi
> Ozel Cagrilar ve Uzantilara Erisim Haklari
> Cagri Sahteciligi, Yoénlendirme ve Posta Kutusu islemlers
> Ozel Testler
» Araclar
» SIPProxy, Sipsak, Sipvicious, OpenVAS, Nmap

8. Linux ve Ozgiir Yazilim Senligi
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SIP Sunucusu Analizi "gamasec

SIPProxy

» http://sourceforge.net/projects/sipproxy

» Java Temellidir, Bircok Platformda Calisabilmektedir
> Ozel Test Destegi
» Hazir Testler

» Dogrulamasiz REGISTER, Dogrudan INVITE, INVITE ile Yetki Analizi
» Servis Engelleme igin Ardisik Paket Destegi
> Ozel Testler Igin Destek

> XML Temelli Test igerigi, Farkli Girdi Turleri, Dongii ve Uyari Destegi
Nmap

» http://insecure.org/nmap

» Linux/Unix ve Windows'larda Calisabilmektedir
» Servis Analizinde ve Cihaz Dogrulamada Kullaniimaktadir

8. Linux ve Ozgiir Yazilim Senligi 18



Ekran Goruntuleri

SIPProxy

<TestCase cycles="I0" initialRequestMessagelD="I" name="Unauthenticated REGISTER

Attempt" xmins:xsi="http://www.w3.orq/200lI/XMLSchema-instance”
¥si:noMames paceSchemalocation ="TestCaseSchemaxsd">

<Variables >
<Var name="attackerNr">
<ClearText> <|[CDATAIINN] > </ClearText>
</Nar>
<Var name="attackerlP">
<ConfigValue paramMame="TestCaseSocketlP"/>
</Nar>
<Var name="attackerPort">
<ConfigValue paramMame ="TestCaseSocketPort"/ >
</NVar>
=Var name="targetlIP">
<ConfigWalue paramName ="TargetIP"/>
<MVar>
=<Var name="call_ID">
<5StringMutationFuzzer length="10">
<CharacterSet> <I[C DATA[a-z,0-9]] > < /CharacterSet>
</StringMutationFuzzer=>

8. Linux ve Ozgiir Yazilim Senligi
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Test Case Report

B WARNING = OlAY W UNKNOWN

Status:

Test Case Name:
Executed Cycles:
Target Address:
Target UA:

Start Time:

End Time:

2

COMPLETED

"TT- OPTS"

1

192.168.2.130:5060

LRSTD XTP8886 2008.06.05
22.08.2008 15:20:32:750
22.08.2008 15:20:35:351
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Ekran Gériintiler “"gamasec

Nmap

# nmap -s5 -sV -0 -F -n -PD I92.168.2104

Starting Nmap 4.62 ( http://nmap.org ) at 2009-03-2 14:22 €ET
Interesting ports on 192.168.2104:

Neot shown: 275 closed ports

PORT STATE SERVICE VERSION

2l'tcp open fip Trollitech Troll-FTPd

23/tcp open telnet MNASLite-SMB/Sveasoft Alchemy firmware telnetd
MAC Address: 00:40.5AI17.DF.49 (Goldstar Information & COMM.)
Device type: switch

Running: Cisco embedded

05 details: Cisco MDS 9216i switch

Uptime: 0.085 days (since Thu Mar 2 2:2LI6 2009)

Network Distance: | hop

Service Info: Host: Igvp: O5: Linux

05 and Service detection performed. Please report any incorrect results at
http://nmap.org/submit/ .

Nmap done: | IP address (| host up) scanned in 1B.623 seconds
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SIP istemcisi Analizi "gamasec

> SIP Istemcisi Analizi
» Sunucu Testlerinin Tamami Uygulanmalidir
» Test Bakis Acllarinda Kuguk Degisiklikler Yapilmalidir

» Dogrudan Cagri — Faturalamanin Ortadan Kalkmasi
» Kayit Destegi Olmasi  — SIP Agina Yonelik Cagri Agabilme
» Sifre Kaydetme — Kullanici Kimlikleri

» On Tanimh Yonetim — Sifreler, TFTP Glncelleme
» Merkezi Glncelleme — Toplu Ele Gegirme
» Gomulu Yazilm — Harici Yazilimlarin Yan Etkileri (Netcat?)
» Araclar
> SIPProxy Testleri Kullaniimali, Bolca Ozel Test Hazirlanmali
» Yonetim/SIP/Destek Servislerine Yonelik Analiz Yapilmali
» SIPProxy, Sipsak, Sipvicious, OpenVAS, Nmap

8. Linux ve Ozgiir Yazilim Senligi
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Diger Yardimci Araclar "gamasec

Ekiga
» http://www.gnomemeeting.org
» Linux/Unix/Windows icin SIP/H.323 Telefonu

» Sunuculara baglanti ve istemci drnekleme igin siklikla ihtiyac
duyulacaktir

AsteriskNOW

» http://www.asterisknow.org
> Asterisk ProjesininKurulum/Kullanimi Kolay Ozel Strimii

> Ornek sunucular olugturmak ve denetim senaryolarini
gerceklemek icin ihtiya¢ duyulacaktir
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Baglantilar ve Referanslar "'gamasec

» VOIPSA

http://www.voipsa.org

» VOIPSA Araclar

http://www.voipsa.org/Resources/tools.php

» OSSTMM - Open Source Security Testing Methodology Manual

http://www.isecom.org/projects/osstmm.htm

» ISSAF Penetration Testing Framework
http://www.oissg.org/wiki/index.php/ISAAF-PENETRATION_TESTING_FRAMEWORK

» How To Set Up a VoIP Lab
http://resources.enablesecurity.com/resources/voiplab.pdf

» Siyah Sapka
http://sivahsapka.blogspot.com

8. Linux ve Ozgiir Yazilim Senligi
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Tesekkdrler....
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