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è5651 bƻΩƭǳ ̧ ŀǎŀ ǾŜ ƛƭƎƛƭƛ ¸ǀƴŜǘƳŜƭƛƪƭŜǊ 

ȩ̀ ŀǎŀ ǾŜ ȅǀƴŜǘƳŜƭƛƪƭŜǊŘŜ ǸƴƛǾŜǊǎƛǘŜƴƛƴ 
yeri 

è«ƴƛǾŜǊǎƛǘŜƴƛƴ ȅǸƪǸƳƭǸƭǸƪƭŜǊƛ 

èLt ¸ǀƴŜǘƛƳ {ƛǎǘŜƳƛ 

èYǳƭƭŀƴƤŎƤ ¢ŜǎǇƛǘƛ 

èLoglama 

èLog imzalama 



èпκрκнллт ¢ŀǊƛƘƭƛ ǾŜ рсрм {ŀȅƤƭƤ TƴǘŜǊƴŜǘ hǊǘŀƳƤƴŘŀ ¸ŀǇƤƭŀƴ ¸ŀȅƤƴƭŀǊƤƴ 
5ǸȊŜƴƭŜƴƳŜǎƛ ǾŜ .ǳ ¸ŀȅƤƴƭŀǊ ¸ƻƭǳȅƭŀ TǒƭŜƴŜƴ {ǳœƭŀǊƭŀ aǸŎŀŘŜƭŜ 
9ŘƛƭƳŜǎƛ IŀƪƪƤƴŘŀ Yŀƴǳƴ 

TƭƎƛƭƛ ¸ǀƴŜǘƳŜƭƛƪƭŜǊΥ 

èнпκмлκнллт ǘŀǊƛƘƭƛ ǾŜ нссул ǎŀȅƤƭƤ wŜǎƳƛ DŀȊŜǘŜŘŜ ȅŀȅƤƳƭŀƴŀƴ 
¢ŜƭŜƪƻƳǸƴƛƪŀǎȅƻƴ YǳǊǳƳǳ ¢ŀǊŀŦƤƴŘŀƴ 9ǊƛǒƛƳ {ŀƐƭŀȅƤŎƤƭŀǊŀ ǾŜ ¸ŜǊ 
{ŀƐƭŀȅƤŎƤƭŀǊŀ CŀŀƭƛȅŜǘ .ŜƭƎŜǎƛ ±ŜǊƛƭƳŜǎƛƴŜ Tƭƛǒƪƛƴ ¦ǎǳƭ ǾŜ 9ǎŀǎƭŀǊ 
IŀƪƪƤƴŘŀ ¸ǀƴŜǘƳŜƭƛƪ  

èлмκммκнллт ǘŀǊƛƘ ǾŜ нссут ǎŀȅƤƭƤ wŜǎƳƛ DŀȊŜǘŜŘŜ ȅŀȅƤƳƭŀƴŀƴ 
TƴǘŜǊƴŜǘ ¢ƻǇƭǳ YǳƭƭŀƴƤƳ {ŀƐƭŀȅƤŎƤƭŀǊƤ IŀƪƪƤƴŘŀ ¸ǀƴŜǘƳŜƭƛƪ  

èолκммκнллт ǘŀǊƛƘƭƛ нстмс ǎŀȅƤƭƤ wŜǎƳƛ DŀȊŜǘŜŘŜ ȅŀȅƤƳƭŀƴŀƴ TƴǘŜǊƴŜǘ 
hǊǘŀƳƤƴŘŀ ¸ŀǇƤƭŀƴ ¸ŀȅƤƴƭŀǊƤƴ 5ǸȊŜƴƭŜƴƳŜǎƛƴŜ 5ŀƛǊ ¦ǎǳƭ ǾŜ 9ǎŀǎƭŀǊ 
IŀƪƪƤƴŘŀ ¸ǀƴŜǘƳŜƭƛƪ 

 



è9ǊƛǒƛƳ ǎŀƐƭŀȅƤŎƤΥ YǳƭƭŀƴƤŎƤƭŀǊƤƴŀ ƛƴǘŜǊƴŜǘ ƻǊǘŀƳƤƴŀ 
ŜǊƛǒƛƳ ƻƭŀƴŀƐƤ ǎŀƐƭŀȅŀƴ ƘŜǊ ǘǸǊƭǸ ƎŜǊœŜƪ ǾŜȅŀ ǘǸȊŜƭ 
ƪƛǒƛƭŜǊƛΣ 

èTœŜǊƛƪ ǎŀƐƭŀȅƤŎƤΥ TƴǘŜǊƴŜǘ ƻǊǘŀƳƤ ǸȊŜǊƛƴŘŜƴ 
ƪǳƭƭŀƴƤŎƤƭŀǊŀ ǎǳƴǳƭŀƴ ƘŜǊ ǘǸǊƭǸ ōƛƭƎƛ ǾŜȅŀ ǾŜǊƛȅƛ 
ǸǊŜǘŜƴΣ ŘŜƐƛǒǘƛǊŜƴ ǾŜ ǎŀƐƭŀȅŀƴ ƎŜǊœŜƪ ǾŜȅŀ ǘǸȊŜƭ 
ƪƛǒƛƭŜǊƛ, 

èTrafik bilgisi: TƴǘŜǊƴŜǘ ƻǊǘŀƳƤƴŘŀ ƎŜǊœŜƪƭŜǒǘƛǊƛƭŜƴ 
ƘŜǊ ǘǸǊƭǸ ŜǊƛǒƛƳŜ ƛƭƛǒƪƛƴ ƻƭŀǊŀƪ ǘŀǊŀŦƭŀǊΣ ȊŀƳŀƴΣ ǎǸǊŜΣ 
ȅŀǊŀǊƭŀƴƤƭŀƴ ƘƛȊƳŜǘƛƴ ǘǸǊǸΣ ŀƪǘŀǊƤƭŀƴ ǾŜǊƛ ƳƛƪǘŀǊƤ ǾŜ 
ōŀƐƭŀƴǘƤ ƴƻƪǘŀƭŀǊƤ Ǝƛōƛ ŘŜƐŜǊƭŜǊƛΣ 



è Faaliyet Belgesi: 9ǊƛǒƛƳ ǎŀƐƭŀȅƤŎƤ ǾŜȅŀ ȅŜǊ ǎŀƐƭŀȅƤŎƤ ƻƭŀǊŀƪ ŦŀŀƭƛȅŜǘǘŜ 
ōǳƭǳƴŀōƛƭƳŜƪ ƛœƛƴ YǳǊǳƳ ǘŀǊŀŦƤƴŘŀƴ verilen 5651 ǎŀȅƤƭƤ Yŀƴǳƴ 
ƪŀǇǎŀƳƤƴŘŀƪƛ ȅŜǘƪƛƭŜƴŘƛǊƳŜȅƛ ƛœŜǊŜƴ ōŜƭƎŜȅƛ, 

è ¢ƛŎŀǊƛ ŀƳŀœƭŀ ƛƴǘŜǊƴŜǘ ǘƻǇƭǳ ƪǳƭƭŀƴƤƳ ǎŀƐƭŀȅƤŎƤΥ TƴǘŜǊƴŜǘ ǎŀƭƻƴǳ ǾŜ ōŜƴȊŜǊƛ 
ǳƳǳƳŀ ŀœƤƪ ȅŜǊƭŜǊŘŜ ōŜƭƛǊƭƛ ōƛǊ ǸŎǊŜǘ ƪŀǊǒƤƭƤƐƤ ƛƴǘŜǊƴŜǘ ǘƻǇƭǳ ƪǳƭƭŀƴƤƳ 
ǎŀƐƭŀȅƤŎƤƭƤƐƤ ƘƛȊƳŜǘƛ ǾŜǊŜƴ ǾŜȅŀ ōǳƴǳƴƭŀ ōŜǊŀōŜǊ ōƛƭƎƛǎŀȅŀǊƭŀǊŘŀ ōƛƭƎƛ ǾŜ 
ōŜŎŜǊƛ ŀǊǘƤǊƤŎƤ ǾŜȅŀ ȊŜƪŃ ƎŜƭƛǒǘƛǊƛŎƛ ƴƛǘŜƭƛƪǘŜƪƛ ƻȅǳƴƭŀǊƤƴ ƻȅƴŀǘƤƭƳŀǎƤƴŀ 
ƛƳƪŃƴ ǎŀƐƭŀȅŀƴƤ, 

è ¸ŜǊ ǎŀƐƭŀȅƤŎƤ ǘǊŀŦƛƪ ōƛƭƎƛǎƛΥ TƴǘŜǊƴŜǘ ƻǊǘŀƳƤƴŘŀƪƛ ƘŜǊ ǘǸǊƭǸ ȅŜǊ ǎŀƐƭŀƳŀȅŀ 
ƛƭƛǒƪƛƴ ƻƭŀǊŀƪΤ ƪŀȅƴŀƪ Lt ŀŘǊŜǎƛΣ ƘŜŘŜŦ IP adresiΣ ōŀƐƭŀƴǘƤ ǘŀǊƛƘ-saat bilgisi, 
ƛǎǘŜƴŜƴ ǎŀȅŦŀ ŀŘǊŜǎƛΣ ƛǒƭŜƳ ōƛƭƎƛǎƛ όD9¢Σ th{¢ ƪƻƳǳǘ ŘŜǘŀȅƭŀǊƤύ ǾŜ ǎƻƴǳœ 
bilgisi gibi bilgileri, 



è9ǊƛǒƛƳ ǎŀƐƭŀȅƤŎƤƴƤƴ ȅǸƪǸƳƭǸƭǸƪƭŜǊƛΤ 

ü9ǊƛǒƛƳ ǎŀƐƭŀȅƤŎƤ ǘǊŀŦƛƪ ōƛƭƎƛǎƛƴƛ ōƛǊ ȅƤƭ ǎŀƪƭŀƳŀƪƭŀΣ ōǳ 
ōƛƭƎƛƭŜǊƛƴ ŘƻƐǊǳƭǳƐǳƴǳΣ ōǸǘǸƴƭǸƐǸƴǸ ƻƭǳǒŀƴ ǾŜǊƛƭŜǊƛƴ 
dosya ōǸǘǸƴƭǸƪ ŘŜƐŜǊƭŜǊƛƴƛ (hashύ ȊŀƳŀƴ ŘŀƳƎŀǎƤ ƛƭŜ 
ōƛǊƭƛƪǘŜ ƳǳƘŀŦŀȊŀ ŜǘƳŜƪ ǾŜ ƎƛȊƭƛƭƛƐƛƴƛ ǘŜƳƛƴ ŜǘƳŜƪƭŜ, 

è¸ŜǊ ǎŀƐƭŀȅƤŎƤƴƤƴ ȅǸƪǸƳƭǸƭǸƪƭŜǊƛΤ 

üCŀŀƭƛȅŜǘ .ŜƭƎŜǎƛ ŀƭƤƴŀŎŀƪΦ 

ü¸ŜǊ ǎŀƐƭŀȅƤŎƤ ǘǊŀŦƛƪ ōƛƭƎƛǎƛƴƛ ŀƭǘƤ ŀȅ ǎŀƪƭŀƳŀƪƭŀΣ ōǳ ōƛƭƎƛƭŜǊƛƴ 
ŘƻƐǊǳƭǳƐǳƴǳΣ ōǸǘǸƴƭǸƐǸƴǸ ƻƭǳǒŀƴ ǾŜǊƛƭŜǊƛƴ dosya 
ōǸǘǸƴƭǸƪ ŘŜƐŜǊƭŜǊƛƴƛ όhashύ ȊŀƳŀƴ ŘŀƳƎŀǎƤ ƛƭŜ ōƛǊƭƛƪǘŜ 
ǎŀƪƭŀƳŀƪ ǾŜ ƎƛȊƭƛƭƛƐƛƴƛ ǘŜƳƛƴ ŜǘƳŜƪƭŜ ȅǸƪǸƳƭǸŘǸǊ 



è9ǊƛǒƛƳ ǎŀƐƭŀȅƤŎƤΥ TƴǘŜǊƴŜǘ ǘƻǇƭǳ ƪǳƭƭŀƴƤƳ 
ǎŀƐƭŀȅƤŎƤƭŀǊƤƴŀ ǾŜ ŀōƻƴŜ ƻƭŀƴ ƪǳƭƭŀƴƤŎƤƭŀǊƤƴŀ 
ƛƴǘŜǊƴŜǘ ƻǊǘŀƳƤƴŀ ŜǊƛǒƛƳ ƻƭŀƴŀƐƤ ǎŀƐƭŀȅŀƴ 
ƛǒƭŜǘƳŜŎƛƭŜǊ ƛƭŜ ƎŜǊœŜƪ ǾŜȅŀ ǘǸȊŜƭ ƪƛǒƛƭŜǊƛΣ 
èTƴǘŜǊƴŜǘ ǘƻǇƭǳ ƪǳƭƭŀƴƤƳ ǎŀƐƭŀȅƤŎƤΥ YƛǒƛƭŜǊŜ ōŜƭƭƛ ōƛǊ 
ȅŜǊŘŜ ǾŜ ōŜƭƭƛ ōƛǊ ǎǸǊŜ ƛƴǘŜǊƴŜǘ ƻǊǘŀƳƤ ƪǳƭƭŀƴƤƳ 
ƻƭŀƴŀƐƤ ǎŀƐƭŀȅŀƴ ƎŜǊœŜƪ ǾŜ ǘǸȊŜƭ ƪƛǒƛƭŜǊƛΣ 
èTœ Lt 5ŀƐƤǘƤƳ [ƻƎƭŀǊƤ: YŜƴŘƛ ƛœ ŀƐƭŀǊƤƴŘŀ ŘŀƐƤǘƤƭŀƴ 
Lt ŀŘǊŜǎ ōƛƭƎƛƭŜǊƛƴƛΣ ƪǳƭƭŀƴƤƳŀ ōŀǒƭŀƳŀ ǾŜ ōƛǘƛǒ 
tarih ve saatini ve bu IP adreslerini kullanan 
ōƛƭƎƛǎŀȅŀǊƭŀǊƤƴ ǘŜƪƛƭ ŀƐ ŎƛƘŀȊ ƴǳƳŀǊŀǎƤƴƤ όa!/ 
ŀŘǊŜǎƛύ ƎǀǎǘŜǊŜƴ ōƛƭƎƛƭŜǊƛΣ 
 



èTƴǘŜǊƴŜǘ ǘƻǇƭǳ ƪǳƭƭŀƴƤƳ ǎŀƐƭŀȅƤŎƤΤ 
üYƻƴǳǎǳ ǎǳœ ƻƭǳǒǘǳǊŀƴ ƛœŜǊƛƪƭŜǊŜ ŜǊƛǒƛƳƛ ǀƴƭŜȅƛŎƛ ǘŜŘōƛǊƭŜǊƛ 

almak. 
üTœ Lt 5ŀƐƤǘƤƳ [ƻƎƭŀǊƤƴƤ elektronik ortamda kendi 

sistemlerine kaydetmek 
èTicari ŀƳŀœƭŀ ƛƴǘŜǊƴŜǘ ǘƻǇƭǳ ƪǳƭƭŀƴƤƳ ǎŀƐƭŀȅƤŎƤΤ 
èTœ Lt 5ŀƐƤǘƤƳ [ƻƎƭŀǊƤƴƤ elektronik ortamda kendi 

sistemlerine kaydetmek. 
è.ŀǒƪŀƴƭƤƪ ǘŀǊŀŦƤƴŘŀƴ ǾŜǊƛƭŜƴ ȅŀȊƤƭƤƳ ƛƭŜΣ όŘύ ōŜƴŘƛ 
ƎŜǊŜƐƛƴŎŜ ƪŀȅŘŜŘƛƭŜƴ ōƛƭƎƛƭŜǊƛ ǾŜ ōǳ ōƛƭƎƛƭŜǊƛƴ 
ŘƻƐǊǳƭǳƐǳƴǳΣ ōǸǘǸƴƭǸƐǸƴǸ ǾŜ ƎƛȊƭƛƭƛƐƛƴƛ ǘŜȅƛǘ ŜŘŜƴ ŘŜƐŜǊƛ 
ƪŜƴŘƛ ǎƛǎǘŜƳƭŜǊƛƴŜ ƎǸƴƭǸƪ ƻƭŀǊŀƪ ƪŀȅŘŜǘƳŜƪ ǾŜ ōǳ 
ǾŜǊƛƭŜǊƛ ōƛǊ ȅƤƭ ǎǸǊŜ ile saklamak. 



è Dosya ōǸǘǸƴƭǸƪ ŘŜƐŜǊƛΥ .ƛǊ ōƛƭƎƛǎŀȅŀǊ ŘƻǎȅŀǎƤƴƤƴ ƛœƛƴŘŜƪƛ ōǸǘǸƴ ǾŜǊƛƭŜǊƛƴ 
ƳŀǘŜƳŀǘƛƪǎŜƭ ōƛǊ ƛǒƭŜƳŘŜƴ ƎŜœƛǊƛƭƳŜǎƛ ǎƻƴǳŎǳ ŜƭŘŜ ŜŘƛƭŜƴ ǾŜ ŘƻǎȅŀƴƤƴ 
ƛœŜǊƛǎƛƴŘŜƪƛ ǾŜǊƛƭŜǊŘŜ ōƛǊ ŘŜƐƛǒƛƪƭƛƪ ȅŀǇƤƭƤǇ ȅŀǇƤƭƳŀŘƤƐƤƴƤ ƪƻƴǘǊƻƭ ƛœƛƴ 
ƪǳƭƭŀƴƤƭŀƴ ŘƻǎȅŀƴƤƴ ǀȊǸƴǸ ōŜƭƛǊǘŜƴ ŘŜƐŜǊƛ, 

è 9ǊƛǒƛƳ ǎŀƐƭŀȅƤŎƤ ǘǊŀŦƛƪ ōƛƭƎƛǎƛΥ TƴǘŜǊƴŜǘ ƻǊǘŀƳƤƴŘŀ ȅŀǇƤƭŀƴ ƘŜǊ ǘǸǊƭǸ ŜǊƛǒƛƳŜ 
ƛƭƛǒƪƛƴ ƻƭŀǊŀƪ ŀōƻƴŜƴƛƴ ŀŘƤΣ kimlik bilgileriΣ ŀŘƤ ǾŜ ǎƻȅŀŘƤΣ ŀŘǊŜǎƛΣ ǘŜƭŜŦƻƴ 
ƴǳƳŀǊŀǎƤΣ ǎƛǎǘŜƳŜ ōŀƐƭŀƴǘƤ ǘŀǊƛƘ ǾŜ ǎŀŀǘ ōƛƭƎƛǎƛΣ ǎƛǎǘŜƳŘŜƴ œƤƪƤǒ ǘŀǊƛƘ ǾŜ 
saat bilgisi, ilgili ōŀƐƭŀƴǘƤ ƛœƛƴ ǾŜǊƛƭŜƴ Lt ŀŘǊŜǎƛ ǾŜ ōŀƐƭŀƴǘƤ ƴƻƪǘŀƭŀǊƤ Ǝƛōƛ 
bilgileri, 

è Vekil sunucu trafik bilgisi: TƴǘŜǊƴŜǘ ƻǊǘŀƳƤƴŘŀ ŜǊƛǒƛƳ ǎŀƐƭŀȅƤŎƤ ǘŀǊŀŦƤƴŘŀƴ 
ƪǳƭƭŀƴƤƭŀƴ ǾŜƪƛƭ ǎǳƴǳŎǳ ƘƛȊƳŜǘƛƴŜ ƛƭƛǒƪƛƴ ǘŀƭŜōƛ yapan kaynak IP adresi ve 
ǇƻǊǘ ƴǳƳŀǊŀǎƤΣ ŜǊƛǒƛƳ ǘŀƭŜǇ ŜŘƛƭŜƴ ƘŜŘŜŦ Lt ŀŘǊŜǎƛ ǾŜ ǇƻǊǘ ƴǳƳŀǊŀǎƤΣ 
protokol tipi, URL adresiΣ ōŀƐƭŀƴǘƤ ǘŀǊƛƘ ǾŜ ǎŀŀǘƛ ƛƭŜ ōŀƐƭŀƴǘƤ ƪŜǎƛƭƳŜ ǘŀǊƛƘ 
ve saati bilgisi gibi bilgileri, 



è Yer ǎŀƐƭŀȅƤŎƤΤ 
ü¸ŜǊ ǎŀƐƭŀȅƤŎƤ ǘǊŀŦƛƪ ōƛƭƎƛǎƛƴƛ ŀƭǘƤ ŀȅ ǎŀƪƭŀƳŀƪƭŀΣ ōǳ ōƛƭƎƛƭŜǊƛƴ 
ŘƻƐǊǳƭǳƐǳƴǳΣ ōǸǘǸƴƭǸƐǸƴǸ ƻƭǳǒŀƴ ǾŜǊƛƭŜǊƛƴ Řƻǎȅŀ ōǸǘǸƴƭǸƪ 
ŘŜƐŜǊƭŜǊƛƴƛ ȊŀƳŀƴ ŘŀƳƎŀǎƤ ƛƭŜ ōƛǊƭƛƪǘŜ ǎŀƪƭŀƳŀƪ ǾŜ ƎƛȊƭƛƭƛƐƛƴƛ 
temin etmekle 

è9ǊƛǒƛƳ ǎŀƐƭŀȅƤŎƤΤ 
ü EǊƛǒƛƳ ǎŀƐƭŀȅƤŎƤ ǘǊŀŦƛƪ ōƛƭƎƛǎƛƴƛ ōƛǊ ȅƤƭ ǎŀƪƭŀƳŀƪƭŀΣ ōǳ ōƛƭƎƛƭŜǊƛƴ 
ŘƻƐǊǳƭǳƐǳƴǳΣ ōǸǘǸƴƭǸƐǸƴǸ ƻƭǳǒŀƴ verilerin dosya ōǸǘǸƴƭǸƪ 
ŘŜƐŜǊƭŜǊƛƴƛ ȊŀƳŀƴ ŘŀƳƎŀǎƤ ƛƭŜ ōƛǊƭƛƪǘŜ ƳǳƘŀŦŀȊŀ ŜǘƳŜƪ ǾŜ 
ƎƛȊƭƛƭƛƐƛƴƛ ǘŜƳƛƴ ŜǘƳŜƪƭŜ 

üYǳƭƭŀƴƤŎƤƭŀǊƤƴŀ vekil sunucu hizmeti sunuyor ise; vekil sunucu 
ǘǊŀŦƛƪ ōƛƭƎƛǎƛƴƛ ōƛǊ ȅƤƭ ǎŀƪƭŀƳŀƪƭŀΣ ōǳ ōƛƭƎƛƭŜǊƛƴ ŘƻƐǊǳƭǳƐǳƴǳ, 
ōǸǘǸƴƭǸƐǸƴǸ ƻƭǳǒŀƴ ǾŜǊƛƭŜǊƛƴ Řƻǎȅŀ ōǸǘǸƴƭǸƪ ŘŜƐŜǊƭŜǊƛƴƛ 
ȊŀƳŀƴ ŘŀƳƎŀǎƤ ƛƭŜ ōƛǊƭƛƪǘŜ ƳǳƘŀŦŀȊŀ ŜǘƳŜƪ ǾŜ ƎƛȊƭƛƭƛƐƛƴƛ temin 
etmekle 
 



Çрсрм ǎŀȅƤƭƤ ƪŀƴǳƴ ǾŜ ōǳ ƪŀƴǳƴŀ ōŀƐƭƤ ȅǀƴŜǘƳŜƭƛƪƭŜǊ 
ƛƴŎŜƭŜƴŘƛƐƛƴŘŜ ƪŀƳǳ ƪǳǊǳƳƭŀǊƤΤ  

üFaaliyet Belgesi Almak 

üTrafik Bilgisini Saklamak 

üYƻƴǳǎǳ ǎǳœ ƻƭǳǒǘǳǊŀƴ ƛœŜǊƛƪƭŜǊŜ ŜǊƛǒƛƳƛ ǀƴƭŜȅƛŎƛ 
tedbirleri almak. 

üTœ Lt 5ŀƐƤǘƤƳ [ƻƎƭŀǊƤƴƤ Tutmak 

üΧΦΦ 

 

 





èDǸǾŜƴƭƛƪ ǀȊŜƭƭƛƪƭŜǊƛ ƻƭŀƴ ȅǀƴŜǘƛƳǎŜƭ ŀƴŀƘǘŀǊƭŀƳŀ ŎƛƘŀȊƭŀǊƤƴŘŀ άƪŀȅƴŀƪ ŘƻƐǊǳƭŀƳŀέ 
ǀȊŜƭƭƛƐƛ ŜǘƪƛƴƭŜǒǘƛǊƛƭƛǊΥ 
èsw( config )# ip verify  source  

èAncak bu komut dhcp snooping ǾŜǊƛǘŀōŀƴƤƴƤ ƪǳƭƭŀƴŘƤƐƤ ƛœƛƴΣ ǀƴŎŜǎƛƴŘŜ dhcp snooping 
ŜǘƪƛƴƭŜǒǘƛǊƛƭƳŜƭƛŘƛǊΦ 
èsw( config )# ip dhcp  snooping  

èsw( config )# ip dhcp  snooping  vlan  12 

èDhcp'ye bakan ŀǊŀȅǸȊŘŜ: 
èsw( config - if )# ip dhcp  snooping  trust  

è{ǘŀǘƛƪ Lt ǾŜǊƛƭƳŜǎƛ ƎŜǊŜƪǘƛƐƛ ŘǳǊǳƳƭŀǊŘŀ ŀǒŀƐƤŘŀƪƛ Ǝƛōƛ ōƛǊ ƪƻƳǳǘ ƎƛǊƛǒƛ ȅŀǇƤƭƳŀǎƤ ƎŜǊŜƪƛǊΥ 
èip source  binding  001C.7ECC.98AD vlan  947 193.255.92.125 interface  Fa0/22  



Belirli aralēklarla SNMP ile ARP tablolarēnē ­ekmek: 
 
# snmpwalk -v 1 192.168.100.42 -c 123pass456 .1.3.6.1.2.1.3.1.1.2 
 
RFC1213-MIB::atPhysAddress.70.1.10.70.0.1 = Hex-STRING: 00 21 1B 29 B3 C1 
RFC1213-MIB::atPhysAddress.70.1.10.70.0.20 = Hex-STRING: 00 0F FE 1D 67 1C 
RFC1213-MIB::atPhysAddress.75.1.10.75.0.1 = Hex-STRING: 00 21 1B 29 B3 C2 
RFC1213-MIB::atPhysAddress.76.1.10.75.1.1 = Hex-STRING: 00 21 1B 29 B3 C3 
RFC1213-MIB::atPhysAddress.76.1.10.75.1.60 = Hex-STRING: 00 0F FE E6 5F 47 
RFC1213-MIB::atPhysAddress.76.1.10.75.1.102 = Hex-STRING: 00 19 DB C0 A9 A1 
 

Ya da DHCP loglarē: 



2) mac-notification snmp trap 

Kullanēcē hangi portta hangi s 
1) SNMP ile yºnetilebilir anahtarlama 
cihazlarēndan MAC adres tablolarē 
belirli aralēklarla ­ekilebilir (5 dakikada 
1 gibié)  





Rektorluk-I#show mac address-table notification change 
ééé. 

Rektorluk-I# debug snmp packet 
ééé. 



è Global config: 

èmac address-table notification change interval 10 

èmac address-table notification change history-size 10 

èmac address-table notification change 

èmac address-table aging-time 300 

è snmp-server enable traps mac-notification 

è snmp-server host 192.168.2.24 version 2c 123pass567  mac-notification 

 

è interface config: 

è snmp trap mac-notification added 

è snmp trap mac-notification removed 



Å snmptrapd 

Å snmptt (snmp trap translator) 

 
 
snmptrapd.conf 

è traphandle default /usr/sbin/snmptt 

è disableAuthorization yes 

è logoption  f /var/snmp/snmptrapd.log 

 



è snmptrapd -c /etc/snmp/snmptrapd.conf -M /usr/share/snmp/mibs/  

è root@bilisim-desktop:~# tail -f /var/snmp/snmptrapd.log  

è NET-SNMP version 5.4.2.1 

è 192.168.254.2 [UDP: [193.255.92.24]->[192.168.254.2]:-15607]: Trap , DISMAN-EVENT-
MIB::sysUpTimeInstance = Timeticks: (219245061) 25 days, 9:00:50.61, SNMPv2-
MIB::snmpTrapOID.0 = OID: SNMPv2-SMI::enterprises.9.9.215.2.0.1, SNMPv2-
SMI::enterprises.9.9.215.1.1.8.1.2.7 = Hex-STRING: 02 00 05 00 19 BB 24 46 08 00 07 00 , SNMPv2-
SMI::enterprises.9.9.215.1.1.8.1.3.7 = INTEGER: 219245060 

è 192.168.254.2 [UDP: [193.255.92.24]->[192.168.254.2]:-15607]: Trap , DISMAN-EVENT-
MIB::sysUpTimeInstance = Timeticks: (219246061) 25 days, 9:01:00.61, SNMPv2-
MIB::snmpTrapOID.0 = OID: SNMPv2-SMI::enterprises.9.9.215.2.0.1, SNMPv2-
SMI::enterprises.9.9.215.1.1.8.1.2.8 = Hex-STRING: 02 00 0B 00 15 AF 19 7D 1B 00 26 01 00 0B 00 15  

è AF 19 7D 1B 00 26 01 00 0B 00 0E 2E 09 D5 A9 00  

è 30 02 00 0B 00 14 C1 34 F3 F6 00 26 02 00 0B 00  

è 0E 2E 09 22 D0 00 30 00 , SNMPv2-SMI::enterprises.9.9.215.1.1.8.1.3.8 = INTEGER: 219246060 



dhcpd.log 

dhcpd.leases 



dhcpd.conf: 
log - facility  local7;  

syslog.conf: 
local7.*    @192.168.10.10  



- NAT loglarē 
- URL  Eriĸim Loglarē 



è½ŀƳŀƴ 5ŀƳƎŀǎƤΣ ōŜƭƭƛ ōƛǊ ǾŜǊƛƴƛƴ ōŜƭƛǊǘƛƭŜƴ ōƛǊ ǘŀǊƛƘǘŜ ǾŀǊ ƻƭŘǳƐǳƴǳ ƪŀƴƤǘƭŀǊΦ 

èрлтл ǎŀȅƤƭƤ ŜƭŜƪǘǊƻƴƛƪ ƛƳȊŀ ƪŀƴǳƴŘŀ ōŜƭƛǊǘƛƭŜƴ ƴƛǘŜƭƛƪƭŜǊŜ ǎŀƘƛǇ ½ŀƳŀƴ 5ŀƳƎŀǎƤ 
Sunucusu: http://zd.kamusm.gov.tr 

èC:\ZamaneConsole-1.1.7>java -jar ZamaneConsole-1.1.9.jar -z ornek.txt 
http://zd.kamusm.gov.tr 80 username password 

 

èveya 

 

èOPENSSL TS 

èhttp://www. openssl.org/source/openssl-0.9.8c.tar.gz 

èhttp://www. opentsa.org/ts/ ts-20060923-0_9_8c-patch.gz 

 

èOpenssl 1.0.0 (ǘǎΩƭƛ ǎǸǊǸƳύ ǾŜȅŀ ǸǎǘǸ 

 

http://zd.kamusm.gov.tr/


#tar ïxzvf  openssl - 1.0.0.tar. gz  

#cd   openssl - 1.0.0  

#./ config  

#make install  

#mkdir  / ca  

#chmod ïR 0700 / ca  

#cd  / ca  

#mkdir  private  

#mkdir  newcerts  

#echo  ó99999' > #serial  

#touch  index . txt  

 



--- ./openssl-1.0.0/apps/openssl.cnf 2009-04-04 21:09:43.000000000 +0300 
+++ ../ssl/openssl.cnf 2010-05-22 19:31:34.000000000 +0300 
@@ -39,7 +39,7 @@ 
 #################################################################### 
 [ CA_default ] 
  
-dir  = ./demoCA  # Where everything is kept 
+dir  = /ca  # Where everything is kept 
 certs  = $dir/certs  # Where the issued certs are kept 
 crl_dir  = $dir/crl  # Where the issued crl are kept 
 database = $dir/index.txt # database index file. 
@@ -187,6 +187,8 @@ 
 # This is typical in keyUsage for a client certificate. 
 # keyUsage = nonRepudiation, digitalSignature, keyEncipherment 
  
+keyUsage = nonRepudiation, digitalSignature 
+ 
 # This will be displayed in Netscape's comment listbox. 
 nsComment   = "OpenSSL Generated Certificate" 
 



  
@@ -212,7 +214,7 @@ 
 #nsSslServerName 
  
 # This is required for TSA certificates. 
-# extendedKeyUsage = critical,timeStamping 
+extendedKeyUsage = critical,timeStamping 
  
 [ v3_req ] 
  
@@ -327,7 +329,7 @@ 
 [ tsa_config1 ] 
  
 # These are used by the TSA reply generation only. 
-dir  = ./demoCA  # TSA root directory 
+dir  = /ca  # TSA root directory 
 serial  = $dir/tsaserial # The current serial number (mandatory) 
 crypto_device = builtin  # OpenSSL engine to use for signing 
 signer_cert = $dir/tsacert.pem  # The TSA signing certificate 
 


