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PHP DHCP Admin
™\ | pHCP Yonetim Paneli
- *..'1‘*_'.]"[“3! a4 || Manage Static Hosts
y Universitesi
& Anasayfa & 9
— Bilgisarlan Yinet
+ P Tahsisi » Buradan hilgisavarlara sabitip atavabilirsiniz.
+ Tercihler » : 1ektorlukRealSubnet -
» DHCP Yinele & D Bilgisayar Ekle/Giincelle/Sil =
* Tim Aanlan doldurmak zomnludur.
& Oturumu Kapat o
T.C. Kimlik: ® {2348672910 IP Dururmnu
T Ade ® Bican T
: ; Toplam IP: 253 s
Users: 11 online
Sovad: * Cok .
Load Time: 1 757ms oya Lolcssver Kullanilan IP: 240
al Email: * alicani@marmara.edu tr kFalan P13
Bilgisayar Adr; * Sadece inglizce karakter kullarmiz. Bos IP Listesi
IP Adres: F102.162.0.21 193.255.166.120 e
MAC Adres: ® 00:ef:78:b0:ad:ed 193.255.166.155
w . 193.255.166.156
Altag Sec: rek‘tnrlukHealSubne;l Subnet? 1—93.255.155.130
Mo PEE Groups 193.255.166.182
. = PHE Group? Stes i), T, P00 o
PXE Sec; : defined roup DT

akle | Giincelle| sil

Temizle|

Ad A covad Hosthame Mac I=




Statik IP nasil engellenir?

éDNQS)/f)\‘l AI,TSff)\A‘lfISNJ\ 2ty @1l ySiaAayYast
| T SEEAEA SUGLTAYESOUANREANY

esw( config )#ip verify  source

eAncak bu komudhcpsnoopmg@ SNAUR dZ V¥ PYRPE P dicpshobping |
SG1LAYESOUANRE YSE ARAND

esw( config )#ip dhcp snooping

esw(config )#ip dhcp snooping vlan 12

éDhcp'yebakan NJ &:NT RS

esw( config -if )#ip  dhcp snooping trust

e GFOGA]l Lt OSNAEfYSaA ISNBLTOAEA RdzNHzY §
eip source binding O001C.7ECC.98AD vlan 947 193.255.92.125 interface Fa0/22

SBMYOH#=h ip dhep snooping Llndlng
Maciddress Ipkiddr ase(sec) vpe VLAN Interface

cEthernetl/ 5
EthrnErUH
tEthernet0,/ 2
tEthernet0, «
tEthernet0/
EthrnErUH

O0:01:23:58E:4F: &5 A S 500 dhop-snooping 947
O0:1D:92:21:51:93 . i 2 dhop-snooping 247
10.245.1.27 ; dhop-snooping 246
TR : dhocp-snooping 247
10.245.1.9 ; dhop-snooping 246
10,245.1.15 S337 dhocp-snooping 246

s 52016 dhop-snooping 947
O0:01:50:65:F9: E" dhcp-snooping 947

tEe:00:30 .5 13557 dhop-snooping 246
Q0:1D:92:21:30;: AC AN 75260 dhep-snooping 947
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Kullanici Konum Tespiti - 1

Blatitniriny alnahiihiaiikiiitaiiniinainsiih v R

# snmpwalk -v 1 192.168.100.42 -c 123pass456 .1.3.6.1.2.1.3.1.1.2

RFC1213-MIB::atPhysAddress.70.1.10.70.0.1 = Hex-STRING: 00 21 1B 29 B3 C1
RFC1213-MIB::atPhysAddress.70.1.10.70.0.20 = Hex-STRING: 00 OF FE 1D 67 1C
RFC1213-MIB::atPhysAddress.75.1.10.75.0.1 = Hex-STRING: 00 21 1B 29 B3 C2
RFC1213-MIB::atPhysAddress.76.1.10.75.1.1 = Hex-STRING: 00 21 1B 29 B3 C3
RFC1213-MIB::atPhysAddress.76.1.10.75.1.60 = Hex-STRING: 00 OF FE E6 5F 47
RFC1213-MIB::atPhysAddress.76.1.10.75.1.102 = Hex-STRING: 00 19 DB C0O A9 Al

YadaDHCPI og:l ar é

er dhepd: DHCPDISCOVEER from 00:0f:fe:ef:ei:58 (sks-PC) wia 10.35.0.1

er dhcpd: DHCPOFFER on 10.35.0.45 to 0D0:0f:fe:ef6:g2:58 (sks-PC) wvia 10.35.0.1

er dheopd: DHCPEEQUEST for 1D.35.D.45 (193,140, from 00:0f:fe:ef:62:58 (sks-PC) via 10.35.0.1
er dheopd: DHCPACKE on 10.35.0.45 to 00:0f:fe:ec:0i:58 (sks-PC) wia 10.35.0.1

er dhepd: DHCPEEQUEST for 10.60.6.108 from 00:0f:fe:ed:67:41 (sezgi-PC) wia 10.60.6.1

er dhepd: DHCPACKE on 10.60.6.108 to 00:0f:fe:ef:e7:41 (sezgi- PI via lu.tD.E.l

er dhepd: DHCPINFORM from 10.75.1.17 wia 10.75.1.1

er dheopd: DHCPACE to 10.75.1.17 (00:0f:fe:en:5f:21) wia eml
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Kullanici Konum Tespiti - 2

aréndan MAC a
' aral ekl ar | a

A aode .

a0dk .

DYMNAMIC i
DYMNAMIC Gil/ 42
_____ = DYMNAMIC Gi0/ ¢
_____ (=] .4 DYMNAMIC il
HooE. 6. laas DUNAMIC G10/ 48 [cugrulftugrul-hlg macTahle] § cat wactable 2010051915233
QOof. 5.9d46 DYMNAMIC =il " Port Fizik: . -

0014.. 1. 7Cd6 DYNANTC 310 ] Gi0/50 00:0

oo14.355%c.08d8 DYMNAMIC zio/
001k, foac . 9chs DYMNAMIC Fio/
001d. 2200, Ses DYNAMIC =in
oo00e . 8. . 455 DY¥IAMIC Gio, !
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2) mac-notification snmp trap

L By R
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%‘
3
MI"IB%EFDHEE

Waiting for TRAPs or INFORMSs. .,

Packet #1 - SMMP Version 2c TRAP Arrived,
Received: Wed May 19 14:04:33 EEST 2010
IF/ Source Port: 192,168,.254,2/49929
Community: AR

OID 21 1.3.6.1.2.1.1.3.0

Value #1: 22 days, (:57:31.93

oD #2:1.3.6.1.6.3.1.1.4.1.0

Value #2:1.3.6.1.4.1,9,9,.215.2.0.1

TTRAP Type: Other

oD #3:1.3.6,1.41.9.9.215.1.1.8.1.2.10
WValue #3: 02:00:0b:00:0e:22:09: d5:29:00:30:00
ol #4:1.3.6,1,4,1.9.9,215,1.1.8,1.3.10

SNMP Trap?

Value #4: 190425193

)



Mac-notification

Rektorluk-l1#show mac address-table notification change

& éé.
History Index 1, Entry Timestamp 174044601, Despatch Tunestamp 174044601
MAC Changed Message :

Operation: Added Vlan: 11 MAC Addr: 0014.¢134.£316 DotldBascPort: 38
Operation: Added Vlan: 11 MAC Addr: 000f.{¢76.1¢5b DotldBasePort: 36
Operation: Deleted Vian: 11  MAC Addr: 0019.bb5¢.c5e6 Dotl dBasePort: 31
Rektorluk-I1# debug snmp packet

0FGR9: 2wid: SNMP: Queuing packet to 193.255.92.24

007690: 2wid: SNMP: V1 Trap, ent ecnmMIBNotificationPrefix, addr 192.168.254.2,
centrap O, spectrap 1

emnHisthMacChangedMse. 1 =

0100 0B00 14C1 34F3 Fo00 2601 00 0B 000F

FE 76 1C5B 0024 0200 0BOO 19BB 3CC5 E6 00

1F 00

emnHistTimestamp.1 = 174044601

007691: 2whd: SNMP: Packet sent via UDP to 193.255.92.24




Mac-notification conf

Globalconfig

macaddresstable notification changeinterval 10
macaddresstable notification changehistory-size 10
macaddresstable notificationchange

macaddresstable agingtime 300
snmpserverenabletraps macnotification
snmp-serverhost192.168.2.24sersion2c¢c 123pass56macnotification

(D, @ (M (D

(D (DD (D-

(D/

Interfaceconfig
snmptrap macnotification added
snmptrap macnotification removed

M, @D




SNMP Trap’leri Loglamak

A snmptrapd
A snmptt(snmptrap translator)

snmptrapdconf

e traphandledefault/usr/ sbir¥snmptt
e disableAuthorizatiolyes

e logoption f /var/snmp'snmptrapdlog




snmptrap’leri loglamak

snmptrapd-c /etc/ snmp'snmptrapdconf-M /usr shard snmp' miby
root@bilisim-desktop~#tail -f /var/snmp snmptrapdiog
NEFSNMPversion5.4.2.1

192.168.254.2 [UDP: [193.255.92.24]192.168.254.2]15607]: Trap , DISMAEVENT
MIB:sysUpTimelnstanceTimeticks (219245061) 28ays 9:00:50.61, SNMPv2

MIB:snmpTrapOID = OID: SNMPx&MI.enterprises9.9.215.2.0.1, SNMPv2
SMI:enterprises9.9.215.1.1.8.1.2.7 HexSTRING: 02 00 05 00 19 BB 24 46 08 00 07 00 , SNMPv2
SMI:enterprises9.9.215.1.1.8.1.3.7 = INTEGER: 219245060

e 192.168.254.2 [UDP: [193.255.92.24192.168.254.2}15607]: Trap , DISMARVENT
MIB:sysUpTimelnstanceTimeticks (219246061) 28ays 9:01:00.61, SNMPv2
MIB:snmpTrapOID = OID: SNMPx&@MI:enterprises9.9.215.2.0.1, SNMPv2
SMI:enterprises9.9.215.1.1.8.1.2.8 HexSTRING: 02 00 0B 00 15 AF 19 7D 1B 00 26 01 00 0B 00 :

AF 19 7D 1B 00 26 01 00 OB 00 OE 2E 09 D5 A9 00
3002 000B 00 14 C1 34 F3 F6 00 26 02 00 OB 00
e OE 2E 09 22 D0 00 30 00 , SNM8BM:enterprises9.9.215.1.1.8.1.3.8 = INTEGER: 219246060

)

@ @ @D (@




IP Dagitim Loglari - DHCP

dhcpdlog

HI
i

dhepd: DHCPDISCOVEE fromwm 00:0f:fe:ef:6

dhepd: DHCPOFFER on 10.35.0. 4“ to ao:0f:

dhepd: DHCPEEQUEST for 1H a5 3

dhepd: DHCPACE on 10.35.0 .

dhepd: DHC JUEST for o ST IEELQI—PL] vig 10.60.68.1
dhepd: DHCPACE on 10.60.6.108 to 00:0£: fE ci6vi4l (sezgi-PC) wia 10.60.6.1

dhepd: DHC BN from 750117 wia 10,

=

HI
—
=
i

)
HI
H
=
]

HI
—
=
i

H Hh
=]
= =
[T ]

Hh
m M m M M M m I-[l
— =
= ] =] ] ] ]
m M m M M M M M
]

HI
]

dhepd: DHCPACE to 10,75, .l? (oo:0f: IP.ED:5

2 aDlu;u5H15 17:14:04;
Z2010/05/19 17:14:04;
2010/05/18 17:14:04;

hlndlnﬂ state '
next binding :
h1rdm1rP ether

uid "™yool1y 00040

client-hostname "iift:l:lf—lz"._.",r




Log’larin Log sunucusuna

gonderilmesi

dhcpd.conf:

log - facility local7;

syslog.conf:

local7.* @192.168.10.10

dhcpd: DH . : i G o e WViE ' A GTE network
cdhepd: D WVER from 00:18 : - vis ‘ A ST network
dhepd: D ) VER from 00:1e: 6a: 7e 6 via 193.255.174.129: network
dhepd: D NFORM from 10.60.15 Vis BJadB) G i
:pd: DHCPACK to 10.60.15 Jags
cdhepd: 2
cdhepd:
dhepd:
dhepd:
dhcpd: )
dhopd: DHCPACK on
dhepd: DHCPINFORM from 10.5.0.2 wia 10.5.0.
dhopd: DHCPACK to (O i
dhopd: DHCPINFORM from 10.35
dhepd: CP 1B ainlB)

010-05-19T0O0O:
2010-05-19T00: 0
Z 0-05-19T0O0:

(o

| I |

2010-05-19T00: 0
2010-05-19T00: 0
2010-05-19T00:06:04+073

r
r
r
r
r
r
r
r
r
r
r
r
r
r
r




Syslog’a Gonderilen FW Loglan

-NATI ogl ar é
-URL Elra kliamr é

—-304001: 10.70.0.43 Accessed URL &9. 1 Z1:/resou roulette.flv

ol: 10. 0 ) 5 5 nalid d =lguser=onlinefis&
"012+filmini+izles

oo F0, 145 . LFWaT : 10.70.0
Huln} G0, 143, MaM-6 ! : Built dy
10-05-19 oo F0, 145 . [ ¢ : Built
010-05-19TO0: 07 =] oo
;00

300 40.143.1 FW3H 304001 : . ] 3
oo T, 133, W 01 60.75. . 3 140.1
oo 0. 143 . | 4 5 60.75. . 6 A 3 140. 143
;0o 0. 1435, Wl 04001 : £ il




Log’larin imzalanmasi

&%l YIFy 53 YASfatfPA 0 AN OSNAYAY 0Sft AN

=) A A S A A A L I A N A R
Sunucusuhttp://zd.kamusm.gov.tr

eC\ZamaneConsol&.1.7>javajar ZamaneConsolé.1.9jar -z ornek txt
http://zd.kamusm.gov.tr 8lusernamepassword

eveya

eOPENSSL TS
ehttp://www. opensslorg/sourcéopenssi0.9.8c.tamgyz
ehttp://lwww. opentsaorg/ts/ts-200609230 9 8epatchgz

eéOpenssiL.0.0O 0 AAONMNY O @Seél NadaN )



http://zd.kamusm.gov.tr/

OpenSSL (>1.0.0)ile Zaman
Damgasi

#tar 1 xzvf openssl -1.0.0.tar. gz
#cd openssl -1.0.0

#./ config

#make Install

#mkdir [/ ca

#chmod TR 0700/ ca

#cd / ca

#mkdir private

#mkdir newcerts

#echo 09999 9 'serlal #
#touch Index . txt




openssl.cnf

--- ./Jopenssl-1.0.0/apps/openssl.cnf2009-04-04 21:09:43.000000000 +0300

+++ ../ssl/openssl.cnf 2010-05-22 19:31:34.000000000 +0300

@@ -39,7 +39,7 @@

HHHHH
[ CA default ]

-dir = ./demoCA # Where everything is kept

+dir =/ca # Where everything is kept

certs = $dir/certs # Where the issued certs are kept
crl_dir = $dir/crl # Where the issued crl are kept
database = $dir/index.txt # database index file.

@@ -187,6 +187,8 @@
# This is typical in keyUsage for a client certificate.
# keyUsage = nonRepudiation, digitalSignature, keyEncipherment

+keyUsage = nonRepudiation, digitalSignature

+
# This will be displayed in Netscape's comment listbox. )
nsComment = "OpenSSL Generated Certificate"




@@ -212,7 +214,7 @@

#nsSslServerName

# This is required for TSA certificates.
-# extendedKeyUsage = critical,timeStamping
+extendedKeyUsage = critical,timeStamping

[ v3 req ]

@@ -327,7 +329,7 @@
[ tsa_configl ]

# These are used by the TSA reply generation only.

-dir = ./demoCA # TSA root directory

+dir =/ca # TSA root directory

serial = $dir/tsaserial # The current serial number (mandatory)
crypto_device = builtin # OpenSSL engine to use for signing

signer_cert = $dir/tsacert.pem # The TSA signing certificate



