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Largest Attack Observed — Past 12 Months

W <100 Meps W 100- 500 Mbps 1-4 Gbps
M 4-10Gee M 10+Gbpe

Survey Respondents

Fgure 5: Largest Attack Observed = Past 12 Months
Source: Arbor Networks, Inz
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Largest Observed Attack Vectors Largest Attack Observed — Past 12 Months

W <100 Meps W 100-500 Mbps 1-4 Gbps

W 4-10Gbpe M 10+Gbps
I Fiaod-Based {ag. UDP, ICMP)

iz
ataenl fa. - 2
M Protocol-Based (e.g, RST, SYN, Frag) £
Application-Based (e.g. URL GET. DNS, 50L) E -
8
0 Other Z 0w
2
5 B
[45]
D%

FAgure 5: Largest Attack Observed = Past 12 Months
Source: Arbor Networks, Inc.

Primary Attack Mitigation Techniques

25 Gbps

. Source-Based ACLe ar Destination-Bagad ACLS or
Packet Filtars Packat Filtare
Il Destination-Based BGP RTBH Rate Limiting
Source-Based BGP RTBH [ | Intalligant Fittering
(.g. Arbor Pazkflow SP TMS)

Il BGP Flow Specification

I other

405

35%

200 Mbps

30%

256 —F ﬁ
20 1998 2001 004 2007

- 1 Frirmtnve YWorms Boltnals f_','e.-.';:_-f War

o | TFN, etc Code Red IRC Dedicated
. | Nimda Botnets

Fgure 9: Primary Attack Mitigation Technigues

Survey Respondents

Source: Arbor Networks, Inc.
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Mozilla Firefox

ocokmarks Tools Help

ﬁ' '|_| http://friendfeed.com/huzeyfeonal ﬁ:} & -"l*
ftarted oy Latest Headlines \

| fizy / videomusic. \§_ - M Myrilg

TN

500 Internal Server Error

&
[Http/1.1 Service Unavailable

neine/0.6.34

C ¢ hitp//www.youtube.com/
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Taaks
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ek maer b Dl bark. s bonsil:
o < HosH] pont | Bofs
[ HOFET = =4 Typs Tl
1 s G GET A 220 3
; Ryth Yo
') Zeus = Statistics - Mozilla Firefox - 10l x| AN =
Datei Bearbeiten  Ansicht Lesezeichen Extras Hilfe ER e ShatuE;
Sh
Ed
» C - X o I e | =
POGT Sttt
Zeus :: Statistics = -y
Information:
. Ervd
Profile: s :
GMT date: 11.02.2009 Total logs in database: 3677358 -
GMT time: 14:15:27 Time of first install: 19:59:26 12.02.2009
Statistics: Total bots: 3985 - v .
Total active bots in 24 hours: 678 e i
— Summary :I
&
Botnet: -
" ot
Online bots
Remote commands Installs (137) Online bots (578) vaelale Fod 5P A Tark ®
GB TH
Logs:
Search RU RU
Search with template us GE
Uploaded files TH 14 || us
Eraty DE 6| TR .
Profiles 'I:: ; ::* 1; frel updea w i uhi el e b
Profile L 2|l e o =
SPiane BE 2 (| Hu 5 Lo
Logout CN 2|54 3
KR 1||IT 3
IE 1||DE 2
CH 1|(MA 2
MY 1||EG 2
SA 1|(UA 2
ID 1||AZ 2
VN 1|(BY 2
TR i|(LB 1
LB 1| MY 1
|ES 1
Fertig o0 | as S | Apache/2 |
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HPING 99.99™%

[root@mail ~1% hping -p 80 -5 99.99.99.1 c 1

headers + 0 data bytes

-———99.99.99_.1 hping statistic ———

1 packets tramitted, 0 packets received, 100% packet Tloss
round-trip min/avg/max = 0.0/0.0/0.0 ms

[root@mail ~]#

File Edit WView Options Transfer Script Tools Help

DHRPIR =B FE FRY 2 T

|mai|.|ifeoven'p.ne°t|

[root@mail ~]# tcpdump -1 bcel -v —-s0 —tn host 99.99.99.1
tcpdump: Tistening on bcel, Tink-type EN1OMB (Ethernet)

IP (tos Ox0, ttl 64, id 16922, offset 0, flags [nonel, /proto TCP (6), length 4GJJ
91.93.119.80.2636 > 99.99.99_.1_80: Flags [5], cksuln Oxfeae (correct), seq 156218608, win 512, length

%! 0 /I 69
%! 1&%
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[root@mail ~]#
[root@mail ~]#
~]#

[root@mail hping -p 53 ——udp i i -
HPING 99.99_99_ T S R e b e b e i i - 28 headers + 0 data bytes

——— 99.99.99.1 hping statistic ——

1 packets tramitted, 0 packets received, 100% packe¥% loss
round-trip min/avg/max = 0.0/0.0/0.0 ms

[root@mail ~]#

File Edit View Options Transfer Script Tools Help

HPVRIY =RQ | RS EFHY | T
Imail.l'rfeoveﬁp.ne‘tl

[root@mail ~]# tcpdump -1 bcel -v -s0 -itn host 99.99.99.1
tcpdump: listening on bcel, link-type EN1OMB (Ethernet), capture size 65535 bytes

IP (tos Ox0, ttl 64, id 54669, offset 0, flags [none], proto UDP (17).( length 28)
91.93.119.80.2808 > 99.99.99.1.53: [|domain]
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File Edit View Go Capture Analyze Statistics Telephony Tools Help

= & & | i = S A« &+ T L|(|EE|QQ0| WEMBE|H
Filter: Iip.dst ==91.93.119.77 *  Expression... Clear Apply
Mo. - Time Source Destination Protocol Info

es captured)

(00:1b:38:c3:d3:a0), Dst: All-HSRP-routers_c6 (00:00:0c:07:ac:ce)
, Dst: 91.93.119.77 (91.93.119.77)

545 (33545), Dst Port: http (8B0), Seq: 1, Ack: 1, Len: 371

Frame 4 (425 bytes on wire, 42
Ethernet II, Src: CompalIn_c3:d
Internet Protocol, src: 10.200.43.14
Transmission Control Protocol, src Port:
Hypertext Transfer Protocol

OHEFHKEHK

Host: hackme. lifeoverip.netirin
User-agent: Mozilla/5.0 (windows; U; windows NT 6.1;
Accept: text/html,application/xhtml+xml,application/xml;
Accept-Language: en-us,en;g=0.5%r%n

Accept-Encoding: gzip,deflatelrin

Accept-Charset: IS0-8859-1,utf-8;q=0.7,%;q=0.7%r%n
Keep-Alive: 115%r'\n

Connection: keep-alivelr‘n

\rin

Us: rv:1.9.2) Gecko/20100115 Firefox/3.6%r\n
9,*/*;g=0.8\r\n

~400 Byte
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[root@mail ~]# pfctl -st
No ALTQ support in kernel
ALTO related functions disabled
LCp.TIrstc 120s
fCcp.opening 30s

tep.estap 1 1sned 86400s
tcp.closing 900s
tcp.finwait 455
tcp.closed 90s
ten _tsdiff 30s
udp.Tirst b0s
udp.single 30s
LI} ple 60s
icmp.first 20s
icmp.error 10s
other_first 60s
other.single 30s
other.multiple 60s
frag 30s
interval 10s
adaptive.start 1800000 states
adaptive.end 3600000 states
src.track 0s
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Technical Specification
R — & W e W= =

HARDWARE
SPECIFICATIONS

10/100/1000 Interfaces (Copper)............. | PR R R R . L — P e e e P e s
1Gb SFP Interfaces ......cccccveiieccieeneeniannes T o e S | P L
SFP Transceivers Provided............uueu.... R e A et
USB POIES....coceeeeee st sessse s ssnns e 1 T
AMC Expansion Slots ... ||

20Mb hat=40.000 pps T .1 ........................................
(20x1024x1024/8/60) VO g 3|ngti:e W|d£1h ...................
50 saniyede 2.000.000 session Qe Wi

SYSTEM PERFORMANCE
Concurrent Sessions.....c...coveveeevnecrcneannn 1,100,000 .ooniineniiiicnns ceeee e 2,000,000......coieiirieiirains
New Sessions/Second .........cceevveeerenennnns 19,000 cniiiiiiiciniciiiicnnns J.40,000.....eieaie
Firewall Throughput (Gbps)....ccoceevceceeeeee 2 GBPS e 2 GRPS e T = 20T GDPS ..o, bpS.oaeeeee 7 - 37* GBS
VPN Throughput (IPSec)......c.ccccccvueeue..... 600 Mbps......................B600 Mbps 12 15* Gbps . [} 8 3 8* Gbps ceneeeenenecfpa 1 = 19% GDPS...onnniee
IPS Throughput ......eoerieeeeeeeeeeeeee T GOPS .1 Ghps L 2 Gbps ... ceeeeeeeneaes 3 GDPS ... SNSRI ths
Antivirus Throughput..........ccceericrvennnnene. 200 Mbps.......................2[]0 Mbps 300 Mbps pss— {1 1] Mhps connvaneenenene 00 Mbps...

Unlimited Concurrent Users..................... Yes... vennenenns TS L. ceennrens YES .. weneens YES L cervenenenens e YES L.
Site-to-site IPSec VPN Tunnels ................ 10, [}[]0 r‘ 5 []00 w10, []00 .-’ 5 00[] e 10, []0[} f 5 [}[]0 .10, I}UU ! 5 0[}[} .10, []00 f 5 00[]
(System / VDOM)
Client-to-Site IPSec VPN Tunnels ............. 10,000 .......cccececeicrrnnnane. 10,000 ceceicniceiineneee e 64,000 e 64,000 e 64,000,
Number of Concurrent SSL Users ........... 1,000 ..o 1,000 e e 2,000 e 3,000 e 5000 s
(Recommended)
Policies .. cennervanesnnnnnnens 100,000 cnviiicviiiiiienennnn 100,000, 100,000 e 100,000 e e 100,000 e
Virtual [}umalns {UDGMS) wennerennnnes TOTNA e TO T NA i TO /250 e 1O 250 10 7 250 e
(standard / with optional Ilcense] . J

W




il duniper

METSCREEN-5200 METSCREEM-5400

Specifications

Maxlmum Performance and Capamtv

ScreerﬂS"verslonta;had Scmenosmscreenossl
Firewall performance (large packets)? 10/8 Gbps 30/24 Gbps

irewall performance (small packets) 4 Gbps 12 Gbps

irewall Packets Per Second (64 byte) 6 MPPS 18 MPPS )
AESZ56+SHA-1 VPN performance? 5/4 Gbps 15/12 Gbps
3DES+SHA-1 VPN performance? 5/4 Gbps 15/12 Gbps

Maximum concurrent sessions’ 1,000,000 2,000,000
ew sessions/second'® 26,500/22,000 26,500/22,000




ISG1000

ISG 2000

S Juniper

1552000

Maximum Performance and Capacity’

ScreenOS® version tested

ScreenOs 6.2

ScreenDs 6.2

Firewall performance (large packets) 2Gbps 4 Gbps
Firewall performance (small packets) 1Gbps 2 Gbps
Firewall packets per second (64 byte) 1.5M PPS IMPPS
AESZ56+5SHA-1 VPN performance 1Gbps 2Gbps
3DES+5SHA-1 VPN performance 1 Gbps 2Gbps
Maximum concurrent sessions? 500,000 1,000,000
Mew sessions/second 20,000 23000
hMaximum security policies 10,000 30,000

"
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Check Point Power-1 Appliances

Security for high-performance environments

|1 -
L)

'

Coo0 o

Power-1 5075

Hardware Specifications

Power-1 9075

Hardware Specifications

Power-1 11000 Series

Appliance Power-1 5075 Power-1 9075
11065 11075 11085
Software RES. R70 RES, R70 R70 R70 R70
Edition
Dperating Secure Secure Secure Secure Secure
System Platform Platform Platform Platform Platform
10/100/1000
Ports 10/14 14/18 1418 1418 14/18
10Gb ports 2 optional 4 optional 4 optional | 4 optional | 4 optional
Firewall
N 9 Gbps 15 Gbps 15 Gbps | 20 Gbps | 25 Gbps
Throughput=
VPN
q 2.4 Ghps 2.7 Ghps 3.7 Gbps | 4 Gbps | 4.5 Ghps
Th =
ncurrent s - - - s
Sescions 1.2 Million 1.2 Million 1.2 Million | 1.2 Million | 1.2 Million
T
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data_shest TippingPoint_N-Hatform
Technical Specifications

TipingPoint 660N TppingPont WOON TigingPint 2500

Performance
Inspected Throughput ' 750 Meps 1.5 Gps
Metwerk Throughpet © 750 Mops 15Gps
Typical Latency < B0 microseconds < B0 microseconds
Concurrent MNetwork Sessions * 16,500,000 6,500,000
Security Contests ® 1,200,000 1,200,000
Connections Fer Second 115.000 115,000

Scalability
Interfaces 1EE 1&3E 10 &E 1&E 10 GoE 1GE
Bhemet Forts {20) 104100/ 1000 {20) 10/100/1000 (2) 10 GEXFP (20) 10410011000 @10 REXP (20) 1071001000
Fort Quartity Type: (10} Copper{10) SFP {10} Copperi(10) SFP (2) 10 GEXFP {10} Copper(10) PP (2110 REXP {10} Copperi(10) SP
Mumber of Fort Segments 10 0 1 1 1 1

Zero Rower HA Bdemal Edemal Modudar Edemal Modular BEdemal
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BIND Dynamic Update DoS
BIND denial of service (server crash) caused by receipt of a specific remote dynamic updaf]
CVE: CWVE-2009-0695
CERT: WUET25188
Posting date: 28 Jul 2009
Program Impacted: EIND

Versions affected:  BIND 9 (all version) s
Severity: High i ) . _ —

Exploitable: remotely

Description:
Urgent: this exploit is public. Please upgrade immediately.

Receipt of a specially-crafted dynamic update message to a zone for which the server is the master may cause BIND 9 servers to exit. Testing
indicates that the attack packet has to be formulated against a zone for which that machine is a master. Launching the attack against slave
zones does not trigger the assert.

This vulnerability affects all servers that are masters for one or more zones - it is not limited to those that are configured to allow dynamic
updates. Access controls will not provide an effective workaround.

dns_db_findrdataset() fails when the prerequisite section of the dynamic update message contains a record of type "ANY" and where at least one
RRset for this FQDN exists an the server.

db.c:659: REQUIRE (type !'= ((dns_rdatatype_t)dns_rdatatype_any)) failed
exiting (due to asserticn failure).

Workarounds:
MNone.

(Some sites may hawve firewalls that can be configured with packet filtering techniques to prevent nsupdate mess3
nameservers.)

Active exploits:

An active remote exploit is in wide circulation at this time.




o08U"7 1% @/1] |







N * / )
_— 0 >0 -
. 4 4 )
. | /
-5& > $%>/1> V
%I/




F?53#77? 3 Y

56.0 M

2.0 b

14.0 M ,., o Zodand A Sredeedendedeedida bt g b g gl b bl g

L]
o
;
I
d
i
:
;

Bits per Second

----- e R At e s W P EE R Rl B
0.0 M Irrip——— 5:5“:7""’—:. ; - X
2 4 6 8 10 12 14 16 18 20 22 0 2 4 6 8 10

240.0 M
180.0 M oo i P Vot

120.0 M 1

60.0 M 1

Bits per Second

0.0 M
560.0 M

Sun Mon Tue Wed Fri Sat Sun

42& D I'll yrssmsssdenaguanmnnn fanaguanmean fansagrarmasfasagrrrmar s grrrmrrfrragrrrmrrfrrngrrrmrrngrrnglprerrnfrrngrrnmnen e nguenme e n funn g
- ' ' . .
: s s

280.0 M}

TE T TN L I OIS O 0 0 O O O O OO Y O

Bits per Second

0.0 M



. [N - &
/ N%w 1 %
% /1] W
e * 1 -/ 4 % 567

%! B6(X 1 &% [/l 4 %!
14 1 % 0 &%

Y ZZ[JZ OQ

e Wb % %/ |/ ! |
1% / -|




[rootEmail ~1# pfctl -si

No ALTR support in kernel

ALTH related functions disabled
Status: Enabled for 22 days 19:23:39

state Table
current entries
searches
inserts
removals

Counters
match 44840624
bad-offset 0
fragment 3499
short 2
normalize 418
memory
bad-timestamp
congestion
ip—option
proto—cksum
state—mismatch
state—-insert
state-1limit
src—limit 55
synproxy 113191596

Total
90497
365542015
18280637
18190794

9

Y | 0 -5

LP-5-Guard12 |

Debug: Urgent
Rate

185.5/s
9.3/s
9.2/s

22_.8/s
0.0/s
0.0/s
0.0/s
0.0/s
0.0/s
0.0/s
0.0/s
0.0/s
0.0/s
0.0/s
0.0/s
0.0/s
0.0/s
0.77s

A iy m o ow

/

e R R R R e e Rl
Wooooooo o0

.93.119.
.93.119.
.93.119.
.93.119.
.93.119.
.93.119.

LS R A L L O O L L S e e S S O R
EE NE ED o EE EE EE EE SR ®EG EG EE EG @6 EG RGO EE RN RGO WE EE EE U ER ®E W

1035.131.182.240:7825
171 .65.240.206:78260
5.127.195.153: 7827
122.32.90.157 7832
119.235.224 .104: 7834
90.53.137.38:7835
151.72.104.214:(7836
242 .238 .66 .155:[7837
198.184.103.225:7839
100.46 .236.244 /852
10.214.62.175: 7853
201 .157.91.214:[7855
42 .227 .66.52 7866
153.32.137.174:[78b5
18.32.105.174:7871
7714477 .31 7874
184.214.103.212:7885
137.72.246.179:(7899
145.77.221 .93:7923
252.246.145.147|: 7943
17.227 .214.127 {7951
195.201 .235.71 (/963
246.131.161.108: 7964
69.103.66.64 :7962
147.113.208.224:7998
176.37 .242 .86 : 8005
5.170.144.101 : 8016
221 .46 .142 .198 {8020
171.221 .177 .238:8024
96.167 .100.86: 8054
93.9.140.95:8064
125.69.182.98:8071
208.252.5.195:8259
123.176.127 .227:8817
199.214 .94 .155:[8832
95.77.55.120:8841
241 .144 .65.196:[8847
5.147.214.7:8891
7.86.41.144:8892
123.131 .252.134/:8894
46.175.131 .246:[8906
214.147 .236.230:9024

PROXY : SRC
PROXY :SRC
PROXY : SRC
PROXY : 5RC
PROXY : SRC
PROXY : SRC
PROXY :S5RC
PROXY :5RC
PROXY : SRC
PROXY :SRC
PROXY : SRC
PROXY :5RC
PROXY : SRC
PROXY :SRC
PROXY : SRC
PROXY :5RC
PROXY : SRC
PROXY : 5RC
PROXY : SRC
PROXY : SRC
PROXY :5RC
PROXY : 5RC
PROXY : SRC
PROXY : SRC
PROXY : SRC
PROXY : 5RC
PROXY : SRC
PROXY : 5RC
PROXY : SRC
PROXY : SRC
PROXY : 5RC
PROXY : SRC
PROXY : SRC
PROXY : SRC
PROXY :S5RC
PROXY :5RC
PROXY :5RC
PROXY : SRC
PROXY : SRC
PROXY : SRC
PROXY :5RC
PROXY : SRC
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