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! Linux Kullamailar: Dernegi

* Postfix nedir?

» Postfix ile basit Viriis ve Spam engelleme
°* Amavisd-new

°* ClamAV

* SpamAssassin, DCC, Pyzor

* Ornek bir konfigiirasyon

» RRDtools ile Viriis Istatistikleri

* Virus saldiris1 aninda yasananlar
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Viris mi ??
Neden ?7?
Hani Linux sistemlerinde viriis olmaz di ??
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y

® Postfix nedir?

Wietse Zweitze Venema tarafindan Sendmail
E-posta sunucusuna bir alternatif olarak A.B.D

IBM Thomas J. Watson Arastirma Merkezinde
gelistirildi.

Dr. Wietse Zweitze Venema
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! Linux Kullamailar: Dernegi

® Postfix: main.cf

queue_directory = /var/spool/postfix
queue directory: Kuyruk dizini, e-posta kullaniciya teslim edilene kadar burada bekletilir

command_directory = /usr/sbin
command directory: Postfix'e ait tim post* komutlarinin bulundugu dizin

daemon_directory = /usr/lib/postfix
daemon directory: Postfix'e ait tim programlarin bulundugu dizin

mail_owner = postfix
mail owner: e-posta sahibi

myhostname = ubak.gov.tr
myhostname: e-posta sunucusunun adi

mydomain = ubak.gov.tr
mydomain: SMTP sunucusunun tam adi, revers-DNS kaydi olmasi gereklidir.

inet_interfaces = all
inet interfaces: SMTP sunucusunun arayuzleri

unknown_local _recipient_reject code = 450
unknown local recipient reject code: iletiyi bekletmeye alir

mynetworks = 212.174.131.0/24, 127.0.0.0/8
mynetworks: Postfix'in relay'a acik olan IP yada IP bloklari
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! Linux Kullamailar: Dernegi

® Postfix: main.cf

alias_maps = hash:/etc/aliases, hash:/home/ecartis/aliases
alias maps: Takma ad haritalari yerel teslim aracg dizini

alias_database = hash:/etc/aliases, hash:/home/ecartis/aliases
alias database: Takma ad veritabani yerel teslim arac dizini

header_checks = regexp:/etc/postfix/header_checks
header checks: e-posta baslik denetimi

mime_header_checks= regexp:/etc/postfix/mime_header_checks
mime header checks: e-posta mime baslik denetimi

body checks = regexp:/etc/postfix/body checks
body checks: e-posta govde denetimi

local_destination_concurrency_limit = 2
local destination concurrency limit: yerel eszamanli varis limiti

default_destination_concurrency_limit = 20
default destination concurrency limit: Ontanimli eszamanli varis limiti

debug_peer level =2
debug peer level: kullanici hata ayiklama seviyesi

debugger command =
PATH=/bin:/usr/bin:/usr/local/bin:/usr/X11R6/bin
xxgdb $daemon_directory/$process name $process_id & sleep 5
debugger command: hata ayiklama komut dizini
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! Linux Kullamailar: Dernegi

® Postfix: main.cf

sendmail_path = /usr/sbin/sendmail.postfix
sendmail path: Sendmail dizini

newaliases path = /usr/bin/newaliases.postfix
newaliases path: Yeni takma adlar dizini

mailq_path = /usr/bin/mailq.postfix
mailq path: Mailg dizini

setgid_group = postdrop
setgid group: Teslimat ve kuyruk yonetimi grubu

manpage_directory = /usr/share/man
manpage directory: El kitabi dizini

sample_directory = /usr/share/doc/postfix-2.1.1/samples
sample directory: Ornek dizini

readme_directory = /usr/share/doc/postfix-2.1.1/README_FILES
readme directory: Oku beni dizini

recipient_delimiter = +
recipient delimiter: Alicili limitleyici

message_size limit = 2500000
message size limit: mesaj boyut limiti
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® Postfix: master.cf

#===========================================================
# service type  private unpriv chroot  wakeup  maxproc command + args
# (yes)  (yes) (yes) (never) (100)
#:==========================================================
smtp inet n - y - - smtp
pickup fifo n - y 60 1 pickup

-0 content _filter=

-0 receive_override_options=
cleanup unix n - y - 0 cleanup
gmgr fifo n - y 300 1 gmgr
tismgr fifo - - y 300 1 tismgr
rewrite unix - - y - - trivial-rewrite
bounce unix - - y - 0 bounce
defer unix - - y - 0 bounce
trace unix - - y - 0 bounce
verify unix - - y - 1 verify
flush unix n - y 10007 0 flush
proxymap unix - - n - - proxymap
smtp unix - - y - - smtp
relay unix - - y - - smtp
showq unix n - y - - showq
error unix - - y - - error
local unix - n n - - local
virtual unix - n n - - virtual
Imtp unix - - y - - Imtp
anvil unix - - y - 1 anvil
maildrop  unix - n n - - pipe

flags=DRhu user=nobody argv=/usr/bin/maildrop -d ${recipient}
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® Postfix: master.cf

#===========================================================
# service type  private unpriv chroot  wakeup  maxproc command + args
# (yes) (yes) (yes) (never) (100)
#===========================================================
127.0.0.1:10026 inet n - y - - smtpd

-0 content filter=

-0 smtpd_restriction_classes=

-0 smtpd_client _restrictions=

-0 smtpd_helo_restrictions=

-0 smtpd_sender restrictions=

-0 smtpd_recipient_restrictions=permit_mynetworks,reject
-0 mynetworks=127.0.0.0/8

-0 mynetworks_style=host

-0 strict_rfc821 envelopes=yes

-0 receive_override_options=no_unknown_recipient_checks,no_header body checks
-0 smtpd_client_connection_limit_exceptions=127.0.0.0/8

Imtp-filter unix - - y - - Imtp
-0 Imtp_data_done_timeout=1200
-0 disable_dns_lookups=yes
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! Linux Kullamailar: Dernegi

® Postfix: master.cf

#===========================================================
# service type private unpriv chroot  wakeup  maxproc command + args
# (yes)  (yes) (yes) (never) (100)
#:==========================================================
smtp-filter unix - - y - - smtp

-0 smtp_data_done_timeout=1200
-0 disable_dns_lookups=yes

127.0.0.1:10025 inet n - - - - smtpd
-0 content _filter=
-0 local_recipient_maps=
-0 relay_recipient_maps=
-0 smtpd_restriction_classes=
-0 smtpd_client_restrictions=
-0 smtpd_helo_restrictions=
-0 smtpd_sender restrictions=
-0 smtpd_recipient_restrictions=permit_mynetworks,reject
-0 mynetworks=127.0.0.0/8
-0 strict_rfc821 envelopes=yes
-0 smtpd_error_sleep_time=0
-0 smtpd_soft_error_limit=1001
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! Linux Kullamcilar Dermegi

® Postfix ile basit Viriis ve Spam engelleme

F e e e e e e e e e e o e e e e e e e = e = = = = = = = e o e e e e = e = = = = = = = = o = e o e o = e o = = o = = = o = = =

E Postfix 5
Filtrelenmemis --> smtpd qmgqr smtp --» Filtrelenmis
! >-- cleanup --> Postfix --< !
 Filtrelenmemis --> pickup queue local --> Filtrelenmis .
e S Lo :
e b Vo,
smtpd smt
10026 SR

main.cf icine eklenecek parametreler:

. o _ header _checks = regexp:/etc/postfix/header _checks
Icerik filtresi filtrelenmemis e-postayi localhost header checks: e-posta baslik denetimi
10025 portundan SMTP ile alir.
_ _ mime_header_checks= regexp:/etc/postfix/mime_header _checks
portundan SMTP ile geri gonderilir.
body checks = regexp:/etc/postfix/body checks
body checks: e-posta govde denetimi
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® Postfix ile basit Viriis ve Spam engelleme: header_check

/~To: infomail@recurrent.com/ REJECT Virus ihtimalinden dolayi kabul edilmedi
/~X-unsent: 1/ REJECT Virus ihtimalinden dolayi kabul edilmedi
/”~Subject:.*Fwd:Peace BeTweeN AmeriCa and IsLaM!/ REJECT Virus ihtimalinden dolayi kabul edilmedi
/”~Subject:.*fake/ REJECT Virus ihtimalinden dolayi kabul edilmedi

/™ Subject:.*hey/ REJECT Virus ihtimalinden dolayi kabul edilmedi

/"~ Subject:.*hello/ REJECT Virus ihtimalinden dolayi kabul edilmedi

/7~ Subject:.*Re:important website/ REJECT Virus ihtimalinden dolayi kabul edilmedi

/7~ Subject: . *information/ REJECT Virus ihtimalinden dolayi kabul edilmedi

/7 Subject:.*Re:Your product/ REJECT Virus ihtimalinden dolayi kabul edilmedi

/7~ Subject:.*Re: Your details/ REJECT Virus ihtimalinden dolayi kabul edilmedi

/7~ Subject:. *Re:Your text/ REJECT Virus ihtimalinden dolayi kabul edilmedi
/7~ Subject:.*Re: Administration/ REJECT Virus ihtimalinden dolayi kabul edilmedi
/7~ Subject:.*Re: Your website/ REJECT Virus ihtimalinden dolayi kabul edilmedi
/~Subject:.*Re: Here is the document/ REJECT Virus ihtimalinden dolayi kabul edilmedi
/”~Subject:.*Re: Failure Re: / REJECT Virus ihtimalinden dolayi kabul edilmedi
/”~Subject:.*Re: Error in document/ REJECT Virus ihtimalinden dolayi kabul edilmedi

/7~ Subject: . *funny picturest/ REJECT Virus ihtimalinden dolayi kabul edilmedi
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® Postfix ile basit Viriis ve Spam engelleme: body_check

#bazl posta istemcilerinde yeni bir pencerede acilmak isteyen eposta yada ektedi dosyanin istem disi caliengeller

J/iframe src=cid/ REJECT Zararli icerige sahip e-posta gonderilmesi yasaktir.
#gelen epostada atacl template.htm dosyasi varsa engelle

/(filename|name)="template.htm"/ REJECT Zararli icerige sahip e-posta gonderilmesi yasaktir.
# Herhangi bir satirda 2 yada daha fazla script varsa engelle

[(1¥*>).*){2}/ REJECT Zararli icerige sahip e-posta gonderilmesi yasaktir.
[(1¥>).*)(]¥>).*)(]*>).*¥)/ REJECT Zararli icerige sahip e-posta gonderilmesi yasaktir.

#herhengi bir satirda 4'ten fazla "=20" varsa engelle
/7~ *=20[a-z]*=20[a-z]*=20[a-z]*=20[a-z]*/ REJECT Zararli icerige sahip e-posta gonderilmesi yasaktir.

#test for false positives before implementing this everywhere
/optout.htm/ REJECT Zararli icerige sahip e-posta génderilmesi yasaktir.

/7 [\t\x20]*Content-Type:(.*)audio\/x-wav/ REJECT Zararli icerige sahip e-posta gdnderilmesi yasaktir,
J/AAAYmMX3gXPgTs1z4E7Nc\+BOz\+Qfs1j4/ REJECT Zararli icerige sahip e-posta gonderilmesi yasaktir.
/GbNmM\+BOzPucAs1X4E7Nc\+BKzJfgTs7TnGLNO\+B0Oz5P4Vs134E7NSaWNoXPgTswAAAAAAAAAA/i REJECT SBP1
/ZGUuDQOKJAAAAAAAAAAL1CFvcbVPPHG1TzxxtU8BE6pcPHW1TzyZgkU8dbVPPJmgSzxytU88cbVO/i REJECT SBP2
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® Postfix ile basit Viriis ve Spam engelleme: mime_header_checks

/name=[">]*\.(ade|adp|bas|bat|chm|cmd|com|cpl|crt|exe|hlp|hta|inf|ins]|isp|js| jse|Ink|mdb|mde|msc|msi|msp|mst|pcd|pif|reg|
scr|sct|shb|shs|vb|vbe|vbs|wsc|wsf|wsh|app|fxp|prg|mdw|mdt|ops)/ REJECT

Turkiye Cumhuriyeti Ulastirma Bakanligina zararli icerige sahip dosya gonderimi yasaktir. Tarafinizdan gonderilen
e-postalar loglanmakta ve durumun tekrarlanmasi halinde hakkinizda yasal islem gerceklestirilecektir.
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® Amavisd-New

Amavisd-new perl dilinde yazilmis
yliksek performansh bir MTA ve icerik kontrolor
(viriis tarayicilar1 ve SpamAssasin) araytiziidiir
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® Amavisd-New

: Fost+1lx
————— remtpd M :
: —pre-cleanup-" Alocal-——-2
————iplckup —QuUele— :
: —cleanup-/ | wemtp————— >
bhouncess - W :
and locally | \
forwarded smtpd smtp-amavls
messages 10025 |
........................... |
" |
| W

| Finet_socket_port=10024

$forward_method="smtp: [127.0.0.1] :100Z5"
trotify_method ='smtp:[127.0.0.1]:10025"

amawvilisd-rnew
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® Amavisd-New

$max_servers = 2;
$daemon_user = 'amavis’;
$daemon_group = 'amavis’;

$mydomain = 'ubak.gov.tr’;

$MYHOME = '/var/lib/amavis';

$TEMPBASE = "$MYHOME/tmp";

$ENV{TMPDIR} = $TEMPBASE;

$QUARANTINEDIR = '/var/spool/amavis/virusmails';

@local_domains_maps = ( [".$mydomain"] );
@mynetworks = qw( 127.0.0.0/8 ::1 192.168.0.0/16 212.174.131.5 );

$log _level = 2; # loglama seviyesi 0..5
$log_recip_templ = undef; # disable by-recipient level-0 log entries
$DO_SYSLOG = 0; # syslogd ile log tutmak

$SYSLOG_LEVEL = 'amavis.log’;
$LOGFILE = "/var/log/mail.info";

$enable _db = 1; # BerkeleyDB/libdb kullanimi (SNMP ve nanny)
$enable_global cache =1; # libdb-tabanl cache kullanimi eger $enable_db=1 ise

$inet_socket port = 10024; # amavis TCP portu
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® Amavisd-New

$sa_tag_level deflt = 2.0; # bu seviyeden yuksekse bilgi bashgina 'spam' ekle
$sa_tag2 level deflt = 4.9; # bu seviyede basliga 'spam detected' ekle
$sa_kill_level deflt = 4.9; # triggers spam evasive actions
$sa_dsn_cutoff level = 10; # spam level beyond which a DSN is not sent
$sa_mail body size limit = 200*¥1024; # eger mail sonuctan ylUksekse SA ile zaman gecirme
$sa_local _tests only = 0; # internet erisimi gerektirmeyen testler icin?
$sa_auto whitelist = 1; # SA 3.0 icin 'use_auto_whitelist' dzelligi kullan
$virus_admin = "virus\@$mydomain"; # uyari alicisi.

$mailfrom_notify_ admin = "virus\@$mydomain"; # uyari gondericisi

$mailfrom_notify recip = "virus\@$mydomain"; # uyari gondericisi
$mailfrom_notify_spamadmin = "spam.polisi\@$mydomain"; # uyari gondericisi

$mailfrom_to quarantine ="; # bos donus yolu; eger tanim yoksa géndereni kullanir
@addr_extension_virus maps = ('virus');

@addr_extension_spam_maps = ('spam');

@addr_extension_banned maps = (‘banned’);

@addr_extension_bad_header _maps = (‘badh');

Ali Erdin¢ Kéroglu erdinc[at]erdinc.info http://www.erdinc.info_


http://www.erdinc.info/

LKD—

} Linux Kullamailar: Dernegi

® Amavisd-New

$path = '/usr/local/sbin:/usr/local/bin:/usr/sbin:/sbin:/usr/bin:/bin’;

$file = 'file’;
$9zip = 'gzip’,
$bzip2 = 'bzip2';
$lzop = "'lzop';

$rpm2cpio = ['rpm2cpio.pl’,'rpm2cpio'];
$cabextract = 'cabextract’;

$uncompress = ['uncompress', 'gzip -d', 'zcat'];
$unfreeze = ['unfreeze', 'freeze -d', 'melt’, 'fcat'];

$arc = ['nomarch’, 'arc'];
$unarj = ['arj’, ‘'unarj'];
$unrar = ['rar’, 'unrar'];
$z00 = 'z00';

$lha ="'lha';

$cpio = ['gcpio','cpio'];
$dspam = 'dspam’;



http://www.erdinc.info/

LKD—

! Linux Kullamailar: Dernegi

® Amavisd-New

# block certain double extensions anywhere in the base name
gr\.[™./]*\.(exe|vbs|pif|scr|bat|cmd|com|dIl)\.?$"i,

gr'~application/x-msdownload$'i, # bu MIME'lan blokla
gr' ~application/x-msdos-programs'i,
gr'~application/htas$'i,

#[ gr'™\.(Z]|gz|bz2)$' => 0], # bu cesit Unix sikistirma dosyalarini kabul et
[ gr'~\.(rpm|cpioltar)$' => 01, # bu ¢esit Unix arsiv dosyalarini kabul et
# [ gr'~\.(zip|rar|arc|arj|zoo)$'=> 0 ], # bu ¢esit arsiv dosyalarini kabul et

# qgr'.\.(exe|vbs|pif|scr|bat|cmd|com)$'i, # kabul edilmeyen uzantilar- basit
gr'.\.(ade|adp|bas|bat|chm|cmd|com|cpl|crt|exe|hlp|hta]inf|ins|isp|js|
jse|lnk|mdb|mde|msc|msi|msp|mst|pcd|pif|reg|scr|sct|shb|shs|vb|
vbe|vbs|wsc|wsf|wsh|
app|fxp|prg|mdw|mdt|ops)$'ix, # kabul edilmeyen uzantilar - uzun

gr'.\.(mim|b64|bhx|hgx|xxe|uujuue)$'i, # kabul edilmeyen uzantilar WinZip aciklar.

gr'~\.(exe-ms)$', # kabul edilmeyen dosya tipleri
gr'~\.(exe|lha|tnef|cab)$’, # kabul edilmeyen dosya tipleri

!
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® Amavisd-New

### http://www.clamav.net/

['ClamAV-clamd',
\&ask_daemon, ["CONTSCAN {}\n", "/var/lib/clamav/clamd.socket"],
qr/\bOK$/, qr/\AbFOUND$/,
gr/”™ . *?: (?linfected Archive)(.*) FOUND$/ ],

@av_scanners_backup = (
### http://www.clamav.net/ - clamd ya da Mail::ClamAV yedeqi
['ClamAV-clamscan’, 'clamscan’,
"--stdout --disable-summary -r --tempdir=$TEMPBASE {}", [0], [1],
gr/™.*¥?: (?!Infected Archive)(.*) FOUND$/ ],

Amavisd ile calisabilen Virus tarayicilardan bazilari

ClamAV - www.clamav.net
OpenAntiVirus - www.openantivirus.org
Trophie - WwWw.vanja.com/tools/trophie
AVG Antivirus - www.grisoft.com

F-Prot - www.f-prot.com

DrWebD - www.sald.com

Kaspersky Lab - www.kaspersky.com
H+BED Antivir - www.hbedv.com

Command AV - www.commandsoftware.com
Symantec AV - www.symantec.com
F-Secure AV- www.f-secure.com

CAl eTrus - WWW.Ca.com

McAfee AV - WWW.nai.com

ESET Software - www.nod32.com

Panda AV - www.pandasoftware.com
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Mailcenas, filtering behavior - Mexilla Flnedox

File Edt Yiew Go Bookmarks Tools Help

o
. AmaViSd-NeW Q @ @ Q @ |'€~,. hetps:/imailcenas.orgbehave prefs.php E|@||ﬂ, |

haudacity ) Gezegen Linux _JUlusal Dagrim © Syiphesd % Lefkosa Turk Bele..

" Mailcenas, fitter... ]|

Mailcenas =
[Home In that section, you can define the global preferences of your mail account (general
[Filtering behavier behavior of the antivirus/antispam filter). &
White/Black Lists
AntiSpam Scoring
. . Antivirus settings
Webavis amavisd-new | - [ssmdoomn !
.o . os oo LU I Enable antivirus protection
YOIIE'[HTI WEb arayuzu When a message s infected:
. i Put it in the system quarantine (not accessible for you)
http://webavis.myreseau.org

" Quarantine it in my "Virus' folder

" Let it through as is

" Automatically suppress It

I" send me a mall to Inform me of a blocked message containing a virus

Note: a "¥-Amavis-Alert; INFECTED' header will always be prepended to infected messages
in arder for you to be able to filker the mail with your mail client

IAntISpnm Settings

[+ Enable AntiSpam protection
When detecting a spam message:
 Put It In the system quarantine (not accessible for you)
" Put it automatically in my 'Spam’ folder
" Let it through as is
" Automatically suppress it {probably not a good cholce)
[*_Add ****SPAM***'to the message subledt

| B maikcens o
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® ClamAV

Clam AntiViriis Unix/Linux sistemleri icin e-posta sunuculari lizerinde e-posta
taramas1 yapmak tizere gelistirilmistir.

 GNU Genel Kamu Lisans1 Versiyon 2'ye sahip

e Hizli tarama yapabilen

e 20000'in lizerinde Viriis, solucan, trojan, MS Offic
MacOffice makro virtisleri tespit edebilen

e Zip, Rar, Tar, Gzip, Bzip2, MS OLE, MS Cabinet
MS CMH, MS CZDD gibi arsiv ve sikistirilmis
dosya taramasi yapabilen cok giicli bir e-posta
tarayicisidir.
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® Clamav konfigiirasyon dosyasi

LogFile /var/log/clamav/clamd.log

PidFile /var/run/clamav/clamd.pid
DatabaseDirectory /var/lib/clamav
LocalSocket /var/lib/clamav/clamd.socket
FixStaleSocket

MaxThreads 64

ReadTimeout 300
FollowDirectorySymlinks
FollowFileSymlinks

User amavis

ScanPE #PE Portable Executable anlamina gelmektedir. PE tim 32-bit Windows
#isletimsistemlerinde kullanilan executable dosya formatidir.

ScanOLE2 #Microsoft Office makrolari tarama islemi

ScanMail #E-posta tarama

ScanHTML #HTML tarama

ScanArchive #Arsiv ve sikistirilmis dosyalari tarama

#Clamuko deneyesel bir yazimdir

ClamukoScanOnOpen #Acilis sirasinda tarama
ClamukoScanOnClose #Kapanis sirasinda tarama
ClamukoScanOnExec #Execute sirasinda tarama
ClamukolncludePath /home  #Burada belirtilen tUm dosyalar taranacaktir
ClamukoMaxFileSize 3M #Bu limitin Ustindeki dosyalar taranmayacaktir
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® Clamad

Clamd: Clam anti viiris sunucusudur. TCP yada Unix soketlerinden gelen
baglantilar1 dinler ve isteme gore dosya ve dizin taramasi gerceklestirir.
Konfigiirasyon bilgilerini clamd.conf dosyasindan alir ve sadece Linux
lizerinde calisan on-access (clamuko) 6zelligine sahiptir.

Komutlar:

ping - sunucunun durumunu kontrol etmek icin
version - versiyon hakkinda bilgi almak icin
reload - virus veritabanim tekrar ytliklemek icin
quit - sorunsuz ¢ikis islemi icin

scan dosya/dizin - arsiv destegi ile dosya/dizin taramasi icin

rawscan dosya/dizin - arsiv desteksiz dosya/dizin taramasi icin

constscan dosya/dizin - arsiv destekli dosya/dizin taramasi, virus bulunmasi
halinde tarama islemine devam eder.

Stream - bu komutla clamd'yi bir port'a yonlendirip bu port
lizerinden veriyi tarama yaptirmak icin gonderilir

’ Ali Erdin¢ Kéroglu erdinc[atlerdinc.info http://www.erdinc.info _



http://www.erdinc.info/

Lags U3

! Linux Kullamailar: Dernegi

® (Clamdscan

Clamdscan: Dosya ve dizinleri viruslere kars1 ClamAYV sunucusunu kullanarak
tarama islemi gerceklestirir.

Kullamim 6rnekleri :

- Tek bir dosyayi taramak istiyorsanmiz: clamdscan <dosya_adi>
- Bulundugunuz dizinin taratmak icin: clamdscan

- Dizin icindeki tiim dosyalar tarakmak icin: clamdscan /home

Dontis karsiliklari:
- 0: Virtis bulunamadi

- 1: Viris/ler bulundu.
- 2: Bir hata olustu
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® Clamscan

Clamscan: Dosya/dizinleri viriis taramasi icin kullanilan komut satir
Clam Antivirlis sunucusunun bir parcasi olan virtis tarayicisidir.
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® freshclam

Clam Antiviriis sunucusuna ait virtis veritabanini giincellemek icin kullanilan
ClamAYV paketine dahil bir programdir. Giincelleme hakkindaki bilgileri
freshclam.conf dosyasindan alir.

/etc/freshclam.conf

DatabaseDirectory /var/lib/clamav #Veritabani dizini

UpdateLogFile /var/log/clamav/freshclam.log #Log dosyasi dizini

LogVerbose #Detayl loglama

PidFile /var/run/clamav/freshclam.pid #SUrek numarasi (PidFile) kayit dizini
DatabaseOwner amavis #Veritabani sahibi

DNSDatabaselnfo current.cvd.clamav.net #VirQs veritabani versiyonu dogrulama icin DNS kullanimi
DatabaseMirror clamav.ubak.gov.tr #Kullanilan veritabani yansisi

MaxAttempts 5 #Baglanti kurulum deneme sayisi
Checks 24 #GUnluk veritabani kontrolUu
NotifyClamd /etc/clamd.conf #Clamd konfiglrasyon dosyasi yeri
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Clam Antivirus management

Global settings

® (Clamav yonetim Web araytizii

This section gives you the ability to control content of all ClamAV configuration files. Change them
carefully.

Clamayv settings

IAIIchuppIementaryGroups ;I Add this keyl

j10M Delete

j1000 Delete

|5 Delete

I,Narflibfclamavf Delete

Delete

I;ﬁlarfrunfclama\-‘fclamd.ctl Delete

I;ﬁlarflogfclama\-‘fclamav.Iog Delete

IO Delete

Delete

Wbmclamav Project
Webmin Clamav Module

http://wbmclamav.labs.libre-entreprise.org

J15 Delete

12 Delete

I;ﬁlarfrunfclama\-‘fclamd.pid Delete

180 Delete

Delete

Delete

|3600 Delete

Rl

Delete

Freshclam settings
IH'I‘I'PProxyPassword ~|  Addthis key |

|2

Idatabase.clamav.net

Iclamav

jo

5

I;\«arflogfclama\-‘!freshclam.Iog

Ll
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® SpamAssassin, DCC, Pyzor

Sllﬂ!!!ASSHS
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_

® SpamAssassin, DCC, Pyzor

bayes path /etc/mail/spamassassin/

# How many hits before a message is considered spam.
required_hits 5.0

# Whether to change the subject of suspected spam
rewrite_subject 1

# Text to prepend to subject if rewrite_subject is used
rewrite_header Subject ***SPAM***

# Encapsulate spam in an attachment
report_safe 1

# Use terse version of the spam report
use_terse report 0

# Enable the Bayes system
use_bayes 1
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® SpamAssassin, DCC, Pyzor

# Enable Bayes auto-learning
auto_learn 1

# Enable or disable network checks
skip_rbl_checks 0

use_razor2 0

use_dcc 1
use_pyzor 1

# Mail using languages used in these country codes will not be marked
ok languages all
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® Ornek Postfix konfigiirasyonu

main.cf icine eklenecek satirlar
owner_request_special = no
owner request special: 6zel sahip istemi

message _size limit = 25000000
message size limit: mesaj blyukligi boyutu

content filter = smtp-amavis:[127.0.0.1]:10024
content filter: icerik filtresi

receive_override_options = no_address_mappings
receive override options: weqw

smtpd_helo_required = yes
smptd helo required: SMTPD merhaba istemi

disable_vrfy_ command = yes
disable verify command: Onay komutunu iptal
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® Ornek Postfix konfigiirasyonu

master.cf icine eklenecek satirlar

#===========================================================
# service  type private unpriv.  chroot wakeup maxproc command + args

# (yes)  (yes) (yes)  (never) (100)
#===========================================================
smtp-amavis unix - - y - 2 Imtp

-0 Imtp_data_done_timeout=1200
-0 Imtp_send xforward _command=yes
-0 disable_dns_lookups=yes

cok psikopatsak smtp ve Imtp icin -0 content filter yazi anlat emi

smtp inet n - y - - smtp
-0 content filter = smtp-amavis:[127.0.0.1]:10024

smtp unix - - y - - smtp
-0 content _filter = smtp-amavis:[127.0.0.1]:10024

Imtp unix - - y - - Imtp
-0 content filter = smtp-amavis:[127.0.0.1]:10024
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1 ]

y

® Ornek Postfix konfigiirasyonu Internet Mail  Local Mail

HiE smt;}d - ; ;: L
. on port 10025 &8 ::

LMTP
DCC
SpamAsassin Amavisd-new <
) on port 10024
— Unix Socket
Perl Module
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® Ornek Postfix konfigiirasyonu

/etc/crontab

#Amavis-Clamav

*[5 * * * * root nice -n 19 clamscan --remove /var/spool/amavis/virusmails
*[5 * * ** root nice -n 19 amavis-stats /var/log/mail.info

*/5 * * * root nice -n 19 erdinc-spam

0/15 * * * * root nice -n 19 freshclam

22 4 * * 0 root nice -n 19 cp /var/mail/e /var/mail/virus

#ClamavDB-Mirror
0/10 * * * * clamavdb nice -n 19 /home/clamavdb/bin/./clam-clientsync rsyncl.clamav.net

/usr/bin/erdinc-spam

rm -f /var/spool/amavis/virusmails/spam*
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® RRDTools ile Viriis Istatistikleri ..

Amavis-Stats

Amavis-Stats rrdtool kullanarak Amavisd-new log dosyalarindan istatistik
lireten bir jeneratoridiir.

Program temiz e-posta, spam e-posta ve virlis bulasmis e-postalara ait
grafikler olusturur. RRD dosyalarinin yaratilmasi ve giincellenmesi cron
tarafindan calistirilan bir perl script ile gerceklesir. Grafikler ise bir PHP
script'i tarafindan olusturulur ve bir web tarayicisi ile rahatlikla izlenebilir.

amavis-stats is Mark Lawrence (nomad.at.null.dot.net) tarafindan yazilmis
Ozgiir bir yazilimdir. Free Software Foundation GNU Kamu Genel Lisans'l
dahilinde istediginizi yapmakta 6zgiirstiniiz.
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® RRDTools ile Viriis Istatistikleri ..

if (isset($fullpage) || isset($cmd)) {
asHtmlStart();

if (asLoadStats()) {

$minsec = 60;

$hoursec = 60 * $minsec;
$daysec = 24 * $hoursec;
$weeksec = 7 * $daysec;

$now = time();

print "<h1>Gunluk Grafikler</h1>\n";
print asPGraph("$outdir/passed-day.png", $now, $daysec, "gunluk");
print asVGraph("$outdir/virus-day.png", $now, $daysec, "gunlik");

print "<hl>Haftalik Grafikler</h1>\n";
print asPGraph("$outdir/passed-week.png", $now, 7*$daysec, "haftalik");
print asVGraph("$outdir/virus-week.png", $now, 7*$daysec, "haftalik");

print "<hl>Aylk Grafikler</h1>\n";
print asPGraph("$outdir/passed-month.png", $now, 31*$daysec, "aylik");
print asVGraph("$outdir/virus-month.png", $now, 31*$daysec, "aylik");

print "<h1>Yillhk Grafikler</h1>\n";
print asPGraph("$outdir/passed-year.png", $now, 365*$daysec, "yillik");
print asVGraph("$outdir/virus-year.png", $now, 365*$daysec, "yillik");
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® RRDTools ile Viriis Istatistikleri ..
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® RRDTools ile Viriis Istatistikleri ..
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® RRDTools ile Viriis Istatistikleri ..
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® Viriis saldiris1 aninda yasananlar
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® Viriis saldiris1 aninda yasananlar
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