Eposta sistemleri
Linux Yaz Kampi 2011

Eray Aslan <eras@gentoo.org>

THAT'S ALL7/?

I WAS GONE  THAT DoES
WELCOME, FoR A WHOLE SEEM Low,
PAIGE_Fox.

=)



Eposta sistemler!

» Genel Kurallar
» Postfix
 Amavisd-new
» Dovecot

» Diger konular
e SOru cevap



Genel Kurallar

o Gizlilik Hakki

=)



Genel Kurallar

o Gizlilik Hakki
> Adlandirma



Genel Kurallar

o Gizlilik Hakki
> Adlandirma
o Guvenilirlik



Genel Kurallar

> Gizlilik Hakki
> Adlandirma
> Glvenilirlik

> Basitlik



Genel Kurallar

> Gizlilik Hakki
> Adlandirma
o Guvenilirlik

> Basitlik

- Otomasyon



Genel Kurallar

> Gizlilik Hakki
> Adlandirma
> Glvenilirlik

> Basitlik

- Otomasyon
> [zleme



Genel Kurallar

> Gizlilik Hakki
> Adlandirma
> Glvenilirlik

> Basitlik

- Otomasyon
> [zleme

> Glvenlik



Genel Kurallar

> Gizlilik Hakki
> Adlandirma
o Guvenilirlik

> Basitlik

- Otomasyon
> [zleme

> Glvenlik

o Qifreleme



Postfix
Geleneksel (BSD) UNIX mail yapisi

network —> network

ﬁﬁ e




Postfix

~ Sendmail CVE'ler: sayfa 1/ 4
O -

€ C & O cvemitreorg koy oIl : SV 8
OMFATIBLE PRODLCTS WS JANUARY 3, ¢ 3
- -
6;, :,\ - Comt:on \Mmublllths andExpos\ans
. A v anderd fiwr hibr et am Sy Fdeorminin g Vomer s
o’ Ve
TOTAL CVEw S478Y
earie Search Results cvevst |
Jments 'Mmllmmucmmumuhm search, CVE version: 20061101 l"-“;\'mﬂ"':”f’f'
LAinns s B R sods
CVE Limt Name Description Reference Ley/Maps
ASOUL CVE [2entifie CYE- 20094565 sendmal before £.14.4 does not properly handle 3 "\0° character n a2 Commaon Name (ON) field of an X.500 cartificate, which (1) allows Oata Sources
itain » CVE Sdertifiar man-an-the-middie sttackers to spoof abirary SS5L-based SMTP servers wa a orafted server certificate msued by a legtimate Vemons
" Ve Cartification Authortty, and (1) sllows remote sttackers to bypass intended acoess restrichons via & crafted diert certicate msusd by » Search Tips
st N legtmate Certhcation Authority, 3 related wsue 10 CVE-2009-2406. Edect's Comemnntany
CVE In Use L 20054027 Argument impection vuinerabity in the sendmadl implemeantation of the Mad: :Send method (Mad/sendmal php) in the Mad package 1.1.14 Obtain a CVE
Ao for PEAR allows remote attadoers 1o read and write arbdrary files via 2 crafted Sfrom parameter, a dferent vector than CVE-2009-4111 tdentifier

CVE- 2009 1450 Heap-based buffer overflow in Sendmal before 8.11.2 allows remote attackers to cause a dersal of service (daemon crash) and possibly  ditorial Policies
exeate arbtrary code wa a long X+ header, a3 demonstrated by an X Testing header. about CVE Sdentilines |

- (VE-2007-5208 hossd in Hewlett-Packard Linux Imagng and Printing Project (hohp) 1.x and 2.x before 2.7,10 allows context-dependent attackers to } !
More exects arbxtrary commands va shed metacharacters in a from address, whech is not properly handied when involong sendmad. ITEMS OF INTEREST

News & Fvents VL 2007-4560 damay-miter in ClamaV before 0,61.2, when run m black hole mode, alows remote attackers to execute arbitrary commands s shell

Caisndar metacharacters that are used n 3 cartan popen ¢, Involving the “recipient feld of sendmadl.” Terminclogy

L2007 4538 emal_m.pl in Bugaila 2.23.4 through 3.0.0 allows remote attackers to execute arbitrary commands via the  (From address) option to NVE
Community the Emad: Send:: Sendmad function, probably mvohang shell metacharacters ;

OB 2007 2360 Cross-ste sonpting (XSS) wuinerabity n SendMalSendaet in the examples web appicabon (examples/isp/mal/sendmad 15p) m Apache
Sa0ns Tomcat 4,0.0 through 4,0.6 and 4.1.0 through 4.1.36 allows remote attackers to mject arbitrary web sonpt or HTML via the From feld
Comtact Us and possibly other fieldy, redated to generation of emor messages

Tearch the St VL2007 2205 PyiMader 1.7, whaen configured to use sendmad, alows remote attackers to execute adbrary shel commands via shell metacharacters
in the SendmailSend function in dass phomailar.php.

VL 2007-2249 Unspeahed viinerabiity in MP-UX B.11.00 and B.11.11, when running sendmad 8.9.3 or 5.11.1; and M9-UX B.11.23 when runvng
sendmad 8.11.1; dlows remote attackers to cause 3 demial of serace via unknown attack vectors. NOTE: due to the Lack of detads from
HP, it i not known whether this msue is 2 duplicate of another CVE such as CVE-2000-1173 or CVE-2006-4434

L2006 7170 The version of Sandmasd §.13.1-2 on Red Mat Enterprise Linux 4 Update 4 and earker doas not reject the “locaihost localdomasn™ doman {
name for &-mad massages that come from extemnal hosts, which might Jlow remots attackers to spool messages. \ -

YE JO08 7178 The version of Sendmad 8.13.1.2 an Red Hat Enterprise Linux 4 Update 4 and carber does not allow the admmestrator Lo disable SSLv2
Snryotion, wheech could causs less secrs tharmels to be used than desred. -
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CVE-2006-4434 Use-after-free vulnerability in Sendmail before 8.13.8 allows remote attackers to cause a denial of service (crash) via a long "header -
line", which causes a previously freed vanable to be referenced. NOTE; the onginal developer has disputed the severity of this issue,
saying “The only denial of service that is possible here is to fill up the disk with core dumps if the 0S actually generates different core
dumps (which is unlikely)... the bug is in the shutdown code (finis()) which leads directly to exit(3), i.e., the process would terminate
anyway, no mail delivery or receiption is affected.”

CVE-2006-1903 Multiple cross-site scripting (XSS) vulnerabilities in UserLand Manila allow remote attackers to inject arbitrary web script or HTML (1) via
the referer parameter in sendMail, and via attnbutes of (2) the A element and certain other HTML elements in web pages edited with
the editinBrowser module, NOTE: the msgReader$1 mode attack vector is already covered by CVE-2006-1769.

CVE-2006-1173 Sendmail before 8.13.7 allows remote attackers to cause a demial of service via deeply nested, malformed multipart MIME messages
that exhaust the stack during the recursive mimesto7 function for performing 8-bit to 7-bit conversion, which prevents Sendmail from
delivering queued messages and might lead to disk consumption by core dump files.

5-1015 Argument injection vulnerability in certain PHP 3.x, 4.x, and 5.x applications, when used with sendmail and when accepting remote input
for the additional_parameters argument to the mail function, allows remote attackers to read and create arbitrary files via the sendmail
-C and -X arguments. NOTE: it could be argued that this is a dass of technology-spedfic vulnerability, nstead of a particular instance; if
50, then this should not be included in CVE.

CVE-2006-1014 Argument injection vulnerability in certain PHP 4.x and 5.x applications, when used with sendmail and when accepting remote input for
the additional_parameters argument to the mb_send_mail function, allows context-dependent attackers to read and create arbitrary &
files by providing extra -C and -X arguments to sendmail. NOTE: it could be argued that this is a dass of technology-spedfic vulnerability,
instead of a particular instance; if 5o, then this should not be included in CVE.

CVE-2006-0245 Leif M, Wright's Blog 3.5 allows remote authenticated users with administrative privileges to execute arbitrary programs, indluding shell
commands, by configuring the sendmail path to a malicous pathname.

CVE-2006-0052 Signal handler race condition in Sendmail 8.13.x before 8.13.6 allows remote attackers to execute arbitrary code by triggering timeouts
in @ way that causes the setymp and longymp function calls to be interrupted and modify unexpected memory locations.

CVE-2005-2943 Stack-based buffer overflow in sendmail in XMail before 1.22 allows remote attackers to execute arbitrary code via a long -t command
line option.

CVE-2005-2070 The ClamAV Mail fILTER (clamav-milter) 0.84 through 0.85d, when used in Sendmail using long timeouts, allows remote attackers to
cause a denial of service by keeping an open connection, which prevents Clamav from reloading.

CVE-2005-0719 Unknown vulnerability in the systems message queue in HP Tru64 Unix 4.0F PK8 through 5.18-2/PK4 allows local users to cause a denial
of service (process crash) for processes such as nfsstat, pfstat, arp, ogated, rarpd, route, sendmail, srconfig, strsetup, trpt, netstat, and
xntpd.

CVE-2004-0833 Sendmail before 8.12.3 on Debian GNU/Linux, when using sasl and sasl-bin, uses a Sendmail configuration scrpt with 3 fixed usemame
and password, which could allow remote attackers to use Sendmail as an open mail relay and send spam messages.

CVE-2003-1362 Bastille 8.02.00.00 of HP-UX 11.00 and 11.11 does not properly configure the (1) NOVRFY and (2) NOEXPN options in the sendmail.cf file,
which could allow remote attackers to verify the existence of system users and expand defined sendmail aliases.

CVE-2003-1076 Unknown vulnerability in sendmail for Solaris 7, 8, and 9 allows local users to cause a denial of service {(unknown impact) and possibly
gain privileges via certain constructs n a forward file.

CVE-2003-0694 The prescan function in Sendmail 8.12.9 allows remote attackers to execute arbitrary code via buffer overflow attacks, as demonstrated
using the parseaddr function in parseaddr.c.

CVE-2003-0688 The DNS map code in Sendmail 8.12.8 and earlier, when using the "enhdnsbl” feature, does not properly initialize certain data
structures, which allows remote attackers to cause a denial of service (process crash) via an invalid DNS response that causes Sendmail v
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CVE-2002-1582

CVE-2001-1249

CVE-2001-1075

CVE-2001-0789
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A "potential buffer overflow in ruleset parsing” for Sendmail 8.12.9, when using the nonstandard rulesets (1) reapient (2), final, or (3)
mailer-spedific envelope recipients, has unknown consequences.

g The Sendmail 8.12.3 package in Debian GNU/Linux 3.0 does not securely create temporary files, which could allow local users to gain

additional privileges via (1) expn, (2) checksendmail, or (3) doublebounce.pl.

5 IBM AIX 5.2 and earlier distributes Sendmail with a configuration file (sendmail.of) with the (1) promiscuous_relay, (2)

accept_unresolvable_domains, and (3) accept_unqualified_senders features enabled, which allows Sendmail to be used as an open
mail relay for sending spam e-mail.

The prescan() function in the address parser (parseaddr.c) in Sendmail before 8.12.9 does not properly handle certain conversions from
char and int types, which can cause a length check to be disabled when Sendmail misinterprets an input value as a speaal "NOCHAR"
control value, allowing attackers to cause a denial of service and possibly execute arbitrary code via a buffer overflow attack using
messages, a different vulnerability than CVE-2002-1337.

Sendmail 8.12.0 through 8.12.6 truncates log messages longer than 100 characters, which allows remote attackers to prevent the IP
address from being logged via a long IDENT response,

Sendmail 8.9.0 through 8.12.6 allows remote attackers to bypass relaying restnctions enforced by the 'check_relay’ function by spoofing
a blank DNS hostname,

Sendmail 8.9.0 through 8.12.3 allows local users to cause a denial of service by obtaining an exclusive lock on the (1) alias, (2) map, (3)
statistics, and (4) pid files.

compose.cgi in Mailreader.com 2,3.30 and 2.3.31, when using Sendmail as the Mail Transfer Agent, allows remote attackers to execute
arbitrary commands via shell metacharacters in the RealEmail configuration vanable, which 1s used to call Sendmail in network.cgi.

7 Buffer overflow in Sendmail 5.79 to 8.12.7 allows remote attackers to execute arbitrary code via certain formatted address fields,

related to sender and recipient header comments as processed by the crackaddr function of headers.c.

The mailconf module in Linuxconf 1.24, and other versions before 1.28, on Conectiva Linux 6.0 through 8, and possibly other
distributions, generates the Sendmail configuration file (sendmail.cf) in a way that configures Sendmail to run as an open mai relay,
which allows remote attackers to send Spam email.

55 Sendmail Consortium's Restricted Shell (SMRSH) in Sendmai 8.12.6, 8.11.6-15, and possibly other versions after 8.11 from 5/19/1998,

allows attackers to bypass the intended restrictions of smrsh by inserting additional commands after (1) "||" sequences or (2) /"
characters, which are not properly filtered or verified.

, Argument injection vulnerability in the mail function for PHP 4.x to 4.2.2 may allow attackers to bypass safe mode restrictions and modify

command line arguments to the MTA (e.g. sendmail) in the 5th argument to mail(), altenng MTA behavior and possibly executing
commands.

5 Buffer overflow in Sendmail before 8.12.5, when configured to use a custom DNS map to query TXT records, allows remote attackers to

cause a denial of service and possibly execute arbitrary code via a malicious DNS server.

Sendmail before 8,11.4, and 8.12.0 before 8.12,0.Beta10, allows local users to cause a denial of sarvice and possibly corrupt the heap
and gain privileges via race conditions in signal handlers.

poprelayd script before 2.0 in Cobalt RaQ3 servers allows remote attackers to bypass authentication for relaying by causing a "POP
login by user” string that includes the attacker's IP address to be injected into the maillog log file.

Format string vulnerability in avpkeeper in Kaspersky KAV 3.5.135.2 for Sendmail allows remote attacker to cause a denial of service or
possibly execute arbitrary code via a malformed mail message.

i Sendmail before 8.12.1, without the RestrictQueueRun option enabled, allows local users to obtain potentially sensitive information

E
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Sendmail before 8.12.1, without the RestrictQueueRun option enabled, allows local users to cause a denial of service (data loss) by (1)
setting a high initial message hop count option (-h), which causes Sendmail to drop queue entries, (2) via the -gR option, or (3) via the -
qS option.

Sendmail before 8.12.1 does not properly drop privileges when the -C option is used to load custom configuration files, which allows
local users to gain privileges via malformed arguments in the configuration file whose names contain characters with the high bit set,
such as (1) macro names that are one character long, (2) a variable setting which is processed by the setoption function, or (3) a
Modifiers setting which is processed by the getmodifiers function.

Sendmail 8.10.0 through 8.11.5, and 8.12.0 beta, allows local users to modify process memory and possibly gain privileges via a large
value in the ‘category’ part of debugger (-d) command line arguments, which is interpreted as a negative number.

sendmail 8.9.3, as included with the MMDF 2.43.3b package in SCO OpenServer 5.0.6, can allow a local attacker to gain additional
privileges via a buffer overflow in the first argument to the command.

The line printer daemon (ipd) in the ipr package in multiple Linux operating systems allows local users to gain root privileges by causing
sendmail to execute with arbitrary command kne arguments, as demonstrated using the -C option to speafy a configuration file.

The "capabilities” feature in Linux before 2.2.16 allows local users to cause a denial of service or gain privileges by setting the
capabilities to prevent a setuid program from dropping privileges, aka the “Linux kernel setuid/setcap vulnerability.”

A vulnerability in the Sendmail configuration file sendmail.f as installed in SCO UnixWare 7.1.0 and earlier allows an attacker to gain
root privileges,

mail.local in Sendmail 8.10.x does not properly identify the .\n string which identifies the end of message text, which allows a3 remote
attacker to cause a denial of service or corrupt mailboxes via 3 message line that is 2047 characters long and ends in .\n.

cron in OpenBSD 2.5 allows local users to gain root privileges via an argv(] that is not NULL terminated, which is passed to cron's fake
popen function.

Multiple unspecified vulnerabilities in sendmail 5, as installed on Sun Sun0S 4.1.3_U1 and 4.1.4, have unspedified attack vectors and
impact. NOTE: this might overlap CVE-1999-0129.

Sun0S sendmail 5.59 through 5.65 uses popen to process a forwarding host argument, which allows local users to gain root privileges
by modifying the IFS (Intemal Field Separator) vanable and passing crafted values to the -oR option.

Vulnerability in SMI Sendmail 4.0 and earlier, on SunQS up to 4.0.3, allows remote attackers to access user bin,

rdist in vanous UNIX systems uses popen to execute sendmail, which allows local users to gain root privileges by modifying the IFS
(Internal Field Separator) vanable.

Sendmail before 8.6.7 allows local users to gain root access via a large value in the debug (-d) command line option.

Sun0S 4.1.2 and earher allows local users to gain privileges via “LD_*" environmental vanables to certain dynamically inked setuid or
setgid programs such as (1) login, (2) su, or (3) sendmail, that change the real and effective user ids to the same user.

Sendmail before 8.10.0 allows remote attackers to cause a denial of service by sending a series of ETRN commands then disconnecting
from the server, while Sendmail continues to process the commands after the connection has been terminated.

Sendmail allows local users to reinitialize the aliases database via the newaliases command, then cause a denial of service by
interrupting Sendmail.

Vixie Cron on Linux systems allows local users to set parameters of sendmail commands via the MAILTO environmental vanable.
Denial of service in Sendmail 8.8.6 in HPUX.
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> Bir hata yeterli:
Istemci root hakki elde eder

> ¢ guivenlik duvari yok:
Iceri sizmak kolay



Postfix

Postfix genel yap!

network

input

16 farkl
daemon

core

network

mailbox
—> |komut

gl /do/sya

delivery

uucp
faks

pager

output m



Postfix

» On sartlar:
> Dogru hostname

$ hostname -- fqdn
green.caf.com.tr

- Baglanti

$ telnet mail.gentoo.org 25

Trying 140.211.166.183...

Connected to mail.gentoo.org.

Escape character is "],

220 smtp.gentoo.org Gentoo ESMTP Mail Server
quit

221 2.0.0 Bye

Connection closed by foreign host
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» On sartlar: (devam)
- Dogru zaman

$ date

Sat Jan 22 16:05:15 UTC 2011
$ ntpg -pn

remote refid st

t when poll reach

delay offset jitter

u 602 1024 377 0.173 1531
u 724 1024 377 4.566 -1.966

*10.0.2.23 131.211.84.189 2
+10.0.2.25 89.188.26.129 3

> Syslog
# ps auxwww| grep [s] yslog
r oot 1563 0.0 0.2 28492 1408 ?

Syslogd kullaniyorsaniz:
mail.* -/ var /log/ maillog

Sl

01:53 0:03

/ usr / sbin / rsyslogd

c4
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« On sartlar: (devam)

(@)

DNS - istemci

$ dig gentoo.org MX

;<<>> DIiG 9.7.2 - P2 <<>>gentoo.org MX

;;  ->>HEADER<< opcode : QUERY, status: NOERROR, id: 21501
;; flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 2, ADDITIONAL: 1

;; global options: + cmd

;; Got answer:

;» QUESTION SECTION:
;gentoo.org. IN  MX

;» ANSWER SECTION:

gentoo.org. 15391 IN MX
;s AUTHORITY SECTION:
gentoo.org. 58590 IN NS
gentoo.org. 58590 IN NS

;; ADDITIONAL SECTION:
mail.gentoo.org. 15392 IN A

;; Query time: 1 msec

;» SERVER: 10.0.2.23#53(10.0.2.23)
;» WHEN: Sat Jan 22 16:19:09 2011
:» MSG SIZE rcvd: 101

10 mail.gentoo.org.

nsl.gentoo.org.
ns2.gentoo.org.

140.211.166.183
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» On sartlar: (devam)

> DNS — sunucu

A record
$ dig +short mail.gentoo.org A

140.211.166.183
PTR record

$ dig +short -x 140.211.166.183
smtp.gentoo.org

MX record

$ dig +short gentoo.org MX
10 mail.gentoo.org
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Return-Path: <lkd-duyuru-bounces@liste.linux.org.tr>
Delivered-To: eray.aslan@zeplin.net
Received: from localhost (sunny.caf.com.tr [127.0.0.1])
by mail.caf.com.tr (Postfix) with ESMTP id 76F9839E374
for <eray.aslan@caf.com.tr>; Fri, 21 Jan 2011 16:32:01 +0000 (UTC)
X-Quarantine-ID: <TnPr30SIwJrx>
X-Spam-Flag: NO
X-Spam-Score: 1.604
X-Spam-Status: No, score=1.604 required=6.2 tests=[BAYES_80=2,
CRM114_CHECK=-0.286, L_POF_Linux=-0.1, T_RP_MATCHES_RCVD=-0.01]
autolearn=disabled
X-CRM114-Status: UNSURE ( 7.15)
X-Amavis-OS-Fingerprint: Linux 2.6 (newer, 3) (NAT!) (up: 3199 hrs), (distance
9, link: pppoe (DSL)), [139.179.139.185:56009]
Received: from mail.caf.com.tr ([127.0.0.1])
by localhost (sunny.caf.com.tr [127.0.0.1]) (amavisd-new, port 10024)
with ESMTP id TnPr30SIwJrX for <eray.aslan@caf.com.tr>;
Fri, 21 Jan 2011 16:31:59 +0000 (UTC)
Date: Fri, 21 Jan 2011 18:26:42 +0200
From: Recep =?UTF-8?B?S8Sxcm3EsXrEsQ==?= <recep.kirmizi@linux.org.tr>
To: Ikd-duyuru@liste.linux.org.tr
Message-ld: <20110121182642.0b96a426.recep.kirmizi@linux.org.tr>

Akademik Bili=FEim Konferans=FD 2011'de Linux Seminerleri ve Kurslar=FD

Konferans =D6ncesinde Kurslar
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Received: from postaci.linux.org.tr (postaci.linux.org.tr
[139.179.139.185]) by mail.caf.com.tr (Postfix) with ESMTP

id SF6EC39E366 for
; Fri, 21 Jan 2011 16:31:59 +0000 (UTC)

Received:

| from <heloname> |

| by <host> |

| with <protocol> ]

[ id <value> ]

 for <forward-path> ]

, date [...] optional



mailto:eray.aslan@caf.com.tr

Postfix

o Ayarlar: Email firewall

> Multi-instance postfix
Queue, data, configuration dosyalari farkli
Program ve dokumantasyon dosyalari ayni

> null client
o postfix-in
postfix-out
> [msa-in]

> [msa-out]
o [test]

0]



http://www.postfix.org/MULTI_INSTANCE_README.html
http://www.postfix.org/MULTI_INSTANCE_README.html

Postfix

» Loglar (Birinci bolim):
o Jul 15 09:02:12 debian postfix/pickup[17341]: DE0357807:
uid=0 from=<root>

o Jul 15 09:02:12 debian postfix/cleanup[17631]:
DEO357807: message-
1d=<20110715130212.DE0357807@londonO.caf.com.tr>

o Jul 15 09:02:12 debian postfix/qmgr[17343]: DE0357807:
from=<root@caf.com.tr>, size=289, nrcpt=1 (queue active)

> Jul 15 09:02:13 debian postfix/smtp[17634]: DE0357807:
to=<eray.aslan@caf.com.tr>, orig_to=<root>,
relay=mail.caf.com.tr[88.250.130.162]:25, delay 0.83,
delays=0.02/0.01/0.37/0.44, dsn=2.0.0, status=sent (250
2.0.0 Ok: queued as 8CEEE60084)

o Jul 15 09:02:13 debian postfix/qmgr[17343]: DE0357807:
removed

@
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Amavisd-new

» MTA Ile anti-virus / anti-spam arasi|
iletisim

» Yasakli icerik kontrolQ

o Karantina / Arsiv

» DKIM: iImza ve imza kontrolQ

o [zleme: SNMP, SQL log, nanny



Amavisd-new

Niye populer?
o Guvenl:
> Her islemi kontrol eder
- Hata olursa, email MTA'da kalir

» Standartlara uygun (SMTP, MIME, DSN ...)
» Nispeten hizl ve “feature-rich”

o Guvenli: perl, taint kontrolt, chroot mumkuin
e Olgun: 7+ yil duzenli geligtirme

» OSS: GPL lisansi (+ BSD lisansli araclar)



Amavisd-new

L=

O 10 20 30 40 50 60 70 80 90 100
max proc.

—Postfix

null content filter
—amavisd, null
—amvisd, clamd
—amavisd, clamd+SA

@

~

(



Amavisd-new

Performans ayarlari

e Max. proc secimi

 Komut satirindan virls tarama yapma
» MTA ve amavisd tmp icin farkli diskler
e Linux syslogd: async mail log

» Baz! kurallar vakit aliyor. Test.

» Ayrt MTA ve amavisd sunuculari
» Birkac MX sunucu



Amavisd-new

Ayarlar:

» BUtun ayarlar amavisd.conf-default
dosyasinda

o Klasorler, hostname ...
» User (uid)

» GOnderen, alan

» $max_servers

» $nanny details level=2;



Amavisd-new

Ayarlar — kaynak:

» @mynetworks, $originating
Etkilert:

* DKIM imzalama
 Disclaimer ekleme

» Bounce killer

» Pen pals

* MYUSER policy bank



Amavisd-new

Ayarlar — input:
e SMTP veya LMTP veya AM.PDP veya AM.CL

o # TCP portlar
> $inet_socket_port = [10024, 10026, 10027];
o # erisim kisitlamasi
- @inet_acl = gqw( 127.0.0.0/8 [::1] 192.168.1.1 );
» # sadece loopback
> $inet_socket _bind =127.0.0.1’;
o # karantina veya milter icin
> $unix_socketname = ‘/var/famavis/amavis.sock’;

@

S—
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Ayarlar — output:
« SMTP veya LMTP veya pipe

> $forward_method = ‘smtp:[127.0.0.1]:10025’;
> $notify _method = ‘smtp:[127.0.0.1]:10025’;

o $forward_method = ‘smtp:*:*;

> $notify _method = ‘smtp:*:10587’;
Ik yildiz : SMTP istemci adresi
Ikinci yildiz : SMTP/LMTP gelen port+1

> $virus_qguarantine_method,
$spam_quarantine method ..



Amavisd-new

Policy banks

» Programi etkileyen butun degiskenler

» Birkac tane kullanima hazir kolayca
yuklenebilen alternatif degiskenler

» BUtln mesaji etkiler (alici bazinda
degil)
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 Policy banks

Kirmizi

$a = “kirmiz1”;
$b = “4”,
$c=“ABC”;

yesil $a = “yesil”;

mavi

$a = “mavi’;

$b = 99;
@d = (88);

gecerli

$a = “siyah”;
$b = 2;

$c = undef;
@d = (1,2,3);




Amavisd-new

 Policy banks

Kirmizi

$a = “kirmiz1”;
$b = “4”,
$c=“ABC”;

yesil $a = “yesil”;

mavi

$a = “mavi’;

$b = 99;
@d = (88);

gecerli

$a = “mavi’;

$b = 99;

$c = undef;

@d = (88),




Amavisd-new

 Policy banks

Kirmizi

$a = “kirmiz1”;
$b = “4”,
$c=“ABC”;

yesil $a = “yesil”;

mavi

$a = “mavi’;

$b = 99;
@d = (88);

gecerli

$a = “yesil”;

$b = 99;

$c = undef;

@d = (88),




Amavisd-new

 Policy banks

Kirmizi

$a = “kirmiz1”;
$b = “4”,
$c=“ABC”;

yesil $a = “yesil”;

mavi

$a = “mavi’;

$b = 99;
@d = (88);

gecerli

$a = “kirmiz1”;
$b = 4;

$c = ABC;
@d = (88);
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smtp

smtp

smtp

postfix

sign-only
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Mailman
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sign-only

>| DKIM
sign

originating

incoming

RR sched.

Mailman

MLM

postfix

A
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25>

587

smtp

smtp

smt

postfix

MLM

Mailman
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sign-only

25:> Smtp originating
587 [ smtp .
= incoming
(@) N
(o :; : o

RR sched.

DKIM

amavisc

MLM
Mailman

9

\
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Ayarlar /etc/amavis/conf.d/50-user

$myhostname = "london0.caf.com.tr";
$mydomain = "caf.com.tr";
$inet_socket_port = 10025;
$forward_method = 'smtp:[127.0.0.1]:10026";
$notify _method = 'smtp:[127.0.0.1]:10026";
$log_level = 2;

$max_servers = 4;

$enable_db =1;

$nanny details_level = 2;

$enable dkim_verification = 1;
FSQUARANTINEDIR = undef;



Amavisd-new

Ayarlar (devam):

$sa_tag_level deflt = undef;
$sa_tag2_level deflt = 6.2;
$sa_kill_level deflt = 6.9;
$sa_dsn_cutoff level = undef;
$sa_crediblefrom_dsn_cutoff level = undef;
$final_virus_destiny =D _DISCARD;
$final_banned destiny =D DISCARD;
$final_spam_destiny = D_PASS;
$final_bad header destiny = D_PASS;
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Jul 15 11:17:00 debian postfix-in/smtpd[27966]: connect from unknown[178.79.138.144]

Jul 15 11:17:22 debian postfix-in/smtpd[27966]: 5SESBAB8B7: client=unknown[178.79.138.144]

Jul 15 11:17:44 debian postfix-in/cleanup[27971]: 5SE3BAB8B7: message-id=<>

Jul 15 11:17:44 debian postfix-infgqmgr[26897]: 5E3BAB8B7: from=<>, size=237, nrcpt=1 (queue active)

Jul 15 11:17:44 debian amavis[27960]: (27960-01) ESMTP::10025 /var/lib/amavis/tmp/amavis-20110715T111744-
27960: <> -> <eray.aslan@caf.com.tr> SIZE=237 Received: from london0.caf.com.tr ([127.0.0.1]) by localhost
(londonO.caf.com.tr [127.0.0.1]) (amavisd-new, port 10025) with ESMTP for <eray.aslan@caf.com.tr>; Fri, 15 Jul
2011 11:17:44 -0400 (EDT)

Jul 15 11:17:44 debian amavis[27960]: (27960-01) Checking: 9ZRNpJEOEII8 [178.79.138.144] <> ->
<eray.aslan@caf.com.tr>

Jul 15 11:17:44 debian amavis[27960]: (27960-01) p001 1 Content-Type: text/plain, size: 8 B, name:

Jul 15 11:17:44 debian amavis[27960]: (27960-01) check header: 7, Missing required header field: "Date"
Jul 15 11:17:44 debian amavis[27960]: (27960-01) bounce unverifiable, <> -> <eray.aslan@caf.com.tr>
Jul 15 11:17:44 debian amavis[27960]: (27960-01) skip local delivery(3): <> -> <bad-header-quarantine>

Jul 15 11:17:44 debian amavis[27960]: (27960-01) SPAM-TAG, <> -> <eray.aslan@caf.com.tr>, No, score=4.237
required=6.2 tests=[FH_FROMEML_NOTLD=0.18, MISSING_DATE=1.396, MISSING_MID=0.14,
RDNS_NONE=1.274, TO_MALFORMED=1.247] autolearn=no

Jul 15 11:17:44 debian postfix-out/smtpd[27975]: connect from localhost.localdomain[127.0.0.1]

Jul 15 11:17:44 debian postfix-out/smtpd[27975]: 5988078E7: client=unknown[178.79.138.144]

Jul 15 11:17:44 debian postfix-out/cleanup[27977]: 5988078E7: message-id=<>

Jul 15 11:17:44 debian postfix-out/qgmgr[26886]: 5988078E7: from=<>, size=998, nrcpt=1 (queue active)

Jul 15 11:17:44 debian amavis[27960]: (27960-01) FWD via SMTP: <> -> <eray.aslan@caf.com.tr>,BODY=7BI
2.0.0 Ok, id=27960-01, from MTA([127.0.0.1]:10026): 250 2.0.0 Ok: queued as 5988078E7 ’ '

WA
S—
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Jul 15 11:17:44 debian amavis[27960]: (27960-01) Passed BAD-HEADER, [178.79.138.144][178.79.138.144] <> ->
<eray.aslan@caf.com.tr>, mail_id: 9ZRNpJEOEII8, Hits: 4.237, size: 237, queued_as: 5988078E7, 265 ms

Jul 15 11:17:44 debian amavis[27960]: (27960-01) TIMING-SA total 130 ms - parse: 1.29 (1.0%),
extract_message_metadata: 3 (2.0%), get_uri_detail_list: 0.19 (0.1%), tests _pri_-1000: 5 (3.8%), tests_pri_-950: 1.12
(0.9%), tests_pri_-900: 1.10 (0.8%), tests_pri_-400: 0.90 (0.7%), tests_pri_0: 32 (24.3%), check_spf: 5 (4.2%),
poll_dns_idle: 65 (49.6%), check_pyzor: 0.24 (0.2%), tests_pri_500: 68 (52. O%) get_report: 1.54 (1.2%)

Jul 15 11:17:44 debian postfix-in/smtp[27972]: 5SESBAB8B7: to=<eray.aslan@caf.com.tr>,
relay=127.0.0.1[127.0.0.1]:10025, delay=32, delays=31/0.01/0.01/0.26, dsn=2.0.0, status=sent (250 2.0.0 Ok,
id=27960-01, from MTA([127.0.0.1]:10026): 250 2.0.0 Ok: queued as 5988078E7)

Jul 15 11:17:44 debian postfix-in/gmgr[26897]: 5E3BAB8B7: removed

Jul 15 11:17:44 debian amavis[27960]: (27960-01) TIMING [total 269 ms] - SMTP greeting: 4 (2%)2, SMTP EHLO: 1
(0%)2, SMTP pre-MAIL: 1 (0%)2, mkdir tempdir: 0 (0%)2, create email.txt: 0 (0%)2, SMTP pre-DATA-flush: 2 (1%)3,
SMTP DATA: 37 (14%)17, check_init: 0 (0%)17, digest_hdr: 1 (0%)17, digest_body dkim: 0 (0%)17, gen_mail _id: 1
(0%)18, mkdir parts: 1 (0%)18, mime_decode: 6 (2%)20, get-file-typel: 20 (8%)28, parts_decode: 0 (0%)28,
check_header: 2 (1%)28, AV-scan-1: 4 (1%)30, spam-wb-list: 1 (1%)30, SA parse: 4 (1%)32, SA check: 124
(46%)78, update_cache: 7 (3%)81, decide_mail_destiny: 1 (0%)81, notif-quar: 3 (1%)82, save-to-local-mailbox: 2
(1%)83, fwd-connect: 16 (6%)89, fwd-xforward: 1 (0%)89, fwd-mail-pip: 16 (6%)95, fwd-rcpt-pip: 0 (0%)95, fwd-data-
chkpnt: 0 (0%)95, write-header: 1 (0%)95, fwd-data-contents: 0 (0%)95, fwd-end-chkpnt: 3 (1%)96, prepare-dsn: 1
(0%)96, main_log_entry: 6 (2%)99, update snmp: 2 (1%)99, SMTP pre-response: 1 (0%)99, SMTP response: 0
(0%)100, unlink-1-files: 0 (0%)100,..

Jul 15 11:17:44 debian amavis[27960]: (27960-01) ... rundown: 1 (0%)100

Jul 15 11:17:44 debian postfix-out/smtp[27978]: 5988078E7: to=<eray.aslan@caf.com.tr>,
relay=mail.caf.com.tr[88.250.130.162]:25, delay=0.59, delays=0.02/0.01/0.28/0.28, dsn=2.0.0, status=sent (250 2.0.0
Ok: queued as C427560074)

Jul 15 11:17:44 debian postfix-out/qmgr[26886]: 5988078E7: removed
Jul 15 11:17:46 debian postfix-in/smtpd[27966]: disconnect from unknown[178.79.138.144]

D
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Amavisd-agent

(O days, 14:03:43.46)

sysUpTime

InMsgs
InMsgsRecips

ContentCleanMsgs
ContentSpamMsgs
ContentVirusMsgs
ContentBadHdrMsgs
ContentBannedMsgs

14490
27169

6020
7807
567
91

5

1030/h
1932/h

428/h
555/h
40/h
6/h
O/h

100.0% (InMsgs)
187.5% (InMsgs)

41.5% (InMsgs)
53.9% (InMsgs)
3.9% (InMsgs)
0.6% (InMsgs)
0.0% (InMsgs)
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mail.ijs.si - amavisd-new - Received Messages

0k
0k
0k
0k
0k
0k
0.0

messages per hour
HN oW oe U oo

Wed 00:00 Wed 12:00 Thu 00:00 Thu 12:00 Fri 00:;00 Fri 12:00
From 2009-0&6-1& 14:16:18 To 2009-0&5-19 14:1&6:18

M Received Messages Cur: 2757.53 Avg: 2311.31 HMax: 5231.48
[l Messages from inside ©Cur; 528.63 Avg: 197.32 Max: 733,00

mail.ijs.si - amavisd-new - Size of Received Messages

500 M
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=2
E 300 M
ézmmm
100 M
L]
Wed 00:00 Wed 12:00 Thu 03:00 Thu 12:00 Fri 00:00 Fri 12:00
From 2009-0&6-1& 14:19:54 To 2009-0&5-19 14:19:54
M Received Messages Cur: 295,09 M Avg: 119206 M Max: 484,72 M ’ '
A

[ Messages from inside Cur:; 190.86 M Avg: 48,66 M Max: 323.38 M . ~
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mail.ijs.si - amavisd-new - Dirty Messages g
6.0 k ]
E 5.0 k =
g 40 k =
g 3.0 k 3
E 2.0 k =
E 1.0k
0.0
Wed 00:00 Wed 12:00 Thu ©:00 Thu 12:00 Fri 00:00 Fri 12:00
From 2009-05-16 14:16:18 To 2009-0&-19 14:16:18
MW Incoming Messages Cur: 2.76 kb Avg: 2.31 k  Max: 5.23 k
O Spam cur: 1.57 k Avg: 1.74 k  Max: 4,36 k
W Banned cur: 0,00 Avg: 1.57 Max: 32.50
O Virus Cur: 91,87 Avg: &0, 78 Max: 1.77 k

mail.ijs.si - amavisd-new - Clean Messages

Ig0L f T00LTdd

434113

messages per hour

Wed 00:00 Wed 12:00 Thu 00:00 Thu 12:00 Fri 00:00 Fri 12:00
From 2009-0&5-1&8 14:16:18 To 2009-06-19 14:1&:18

M@ Clean Messages Received Cur; 1.08 k Avg: 498,42 Max: 1.31 k f L;’
MW From Inside Cur: G52&6.63 Avg: 198,14 Max: 733.00 '\\>
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mail.ijs.si - amavisd-new - Timings

%1

E

B

%

Wed 00:00 Wed 12:00 Thu 08:00 Thu 12:00 Fri 00:00 Fri 12:00
From 2009-0&5-16 14:19:54 To 2009-0&-19 14:19:54

M Total Processing Cur: 4,09 Avg: 4,96 Max ; &.33
W Time in Spam Check cur: 3.77 Avg: 4,67 Max &, 02
O Time in Decoding cur: 59,17 m  Avg: 47,20 m  Max: &B7.54 m
W Time in Virus Check Cur: 72,11 m Avg: 55,93 m Max: 118.46 m

mail.ijs.si - amavisd-new - Log Entries
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&0

40

Messages

20

W Active
M Incomi
W Deferr
M Maildr

mail.ijs.si - Postfix Queues
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ng Cur: 3.99 Avig: 3.00 Mazx: 10,91
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op  Cur: 1.00 Avg: 1.00 Max: 1.00




Dovecot

» Acik kaynak IMAP/POP sunucu

> Sadece istemcilerden mail alimi. Mall
gonderimi yok.

e llk versiyon 2002

» Yuksek performans oneml
hedeflerden biri

- Genelde problem disk i/o —> optimize



Dovecot

o Geleneksel mailbox formatlari
o Dovecot index’leri

o Dovecot mallbox formatlari



Dovecot

mbox

» Header’lardaki metadata filtreden gecer
- X-UID, Status, X-Status, X-Keywords vs

» Mall silmek icin datanin tagsinmasi
gerekir

o Kirilgan: tasinirken crash
- Eski mesajlari silmek yavas

» Devamli eklemeler ile parcall
(fragmented)

 Ama az parcali iken hizli okuma



Dovecot

maildir

» Her mesaj ayri dosyada
o BUtun dosyalari okumak yavas olabilir

» Mesa] metadata (okundu/cevaplandi vs)
dosya isminde (hame:2,<flags>)
> Bircok rename()

o Kilitsiz maildir? Pek degil

> Aksi halde rename() sirasinda gecici dosya
kaybi

Silindi mi yoksa okundu mu?



Dovecot

Dovecot Index Dosyalar

* Ana index
- Mesa] listesi
- Mesa] metadata’s| (okundu/cevaplandi vs)
- Cache kayit offsetleri

» Cache dosyasi!
- Mesaj buyuklugu, bazi metadata’lar

- Sadece istemcilerin istedigi bilgiler tutulur
Farkli istemciler farkl bilgi isteyebilir

@

C—
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Dovecot Ana Index

« |ki dosya

- dovecot.index: Yakin zamanda guncellenmis snapshot

- dovecot.index.log: Son degisiklikler

Butun degisiklikler log Gzerinden

Snapshot -> hafiza, sonra log'daki degisiklikleri uygula

o Bir kere okunduktan sonra, sadece log'daki update’ler
Uzak dosya sistemleri icin cok iyi (NFS, GFS2 vs)

Snapshot’lar arada sirada guncellenir
o Minimum /O yukune cahigilir
> Yazmak okumaktan daha pahali

Log IMAP istemcilerinin “ne degisti” sorusu icin de
kullantlir (IDLE vs)



Dovecot

Dovecot Cache
» lyi performansin sebebi
o Farkh IMAP istemcileri farkh bilgi ister
> Gereksiz bilgiyi onbellege almak 1/O ve yer kaybi
» Esnek yapi: Istenilen kayit eklenebilir
- Kayit basina karar: hayir, gecici, devamli

» Onbellek bilgileri degismez (IMAP protokoli
garantiler)

- Data kilitsiz eklenir (iki kere eklenebilir)

e Arada sirada yeniden olusturulur -> sil,
iIstenmeyen bilgiler olmadan yeniden olustur

@

C—
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Single-dbox aka sdbox
» Her mesaj ayri dosyada (u.<IMAP UID>)
» Mesajlarda degismeyen metadata
- Alis zamani vs
» Maildir'e gore avantajlar
- Dosya ismi degismiyor
- IMAP UID — dosya ismi eslesmesi gerekmiyor

» Kalan metadata’lar (okundu/cevaplandi vs)
sadece dovecot index dosyalarinda

- Arada sirada dovecot.index.backup olusturur
- Metadata’yi korumak icin 6zen gdosterir

@

C—
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Multi-dbox aka mdbox

» Birkac mesaj ayni dosyada (m.<id>)
- dbox ile ayni dosya formati

» Her mailbox'da birka¢ dosya

- Dosyalar 2MB boyutunda (ayarlanabilir)

BUyUk dosyalar -> Parcalanma az ama silmek daha
yavas

Onceden yer ayirir
> N ginde bir dondarulebilir (backup)
- Gecikmeli (her aksam?) mesaj silimi
» Guc kaybi bilgi kaybina yol acmaz
» Metadata'yl korumak icin 6zen gaosterir
- Bozuk dosyanin kopyasini alir



Dovecot

[m|s]dbox faydalari

o Alternatif mail deposu

- Kullanicilar eski mesajlarini pek
okumazlar

- Dusuk performans depo daha ucuz
 MIME bolumleri mesajdan ayri

saklanabilir

- Base64 decoded (25% daha az yer)

» Single Instance Storage

- Farkli mesajlar / ayni ek -> Tek ek
@

C—



Kerberos

Bilgisayar/Network guvenlik ihtiyaci:

» Authentication — Kimlik dogrulama
> Kim onay istiyor?

o Authorization - Yetkilendirme
> Yetkisi var mi?

» Auditing - Denetleme
> Yapilanlarin kontroli



Kerberos

Authentication — Kimlik dogrulama

* Ne biliyorsun?

o Daha
* Neye sahipsin? kuvvetl

» Nesin? v



Kerberos

 MIT ve Heimdal (ve Shishi)

 Trusted third party (TTP)

- KDC

Put all your eggs in one basket and then watch
that basket very carefully - Anonymous

 Single sign-on
o Sifreler network tUzerinden
gonderilmez




Kerberos
» Genel Yap!

Ticket Granting
Service

°‘

Kerberos-AS Istemci Sunucu




Kerberos

Varsayimlar

o Guvensiz network

- Butun paketler dinlenebllir ve yeniden
oynatilabilir

o Guvenli zaman servisi
> Yetkisiz zaman degisikligi yapilamaz



Kerberos

Varsayimlar (devam)

» Istemci kullandigi bilgisayara
guvenebillir

o Qifrelemek ve sifreleri cozmek icin guvenli
bir yer

» Bilgisayar kullanicl tarafindan kontrol
edilir
- Halka acik bilgisayarlar icin dogru degil
@

C—
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Sonug

» Karisik sistemlerde
o Windows, *nix, Solaris vs

» Olceklenebilir

e Genis destek



High - Availability
» SPOF (single point of failure)

“|“



High - Availability




Ayarlar — Postfix Ornek

# postconf -n

alias_database = hash:/ etc /mail/aliases

biff =no

broken_sasl_auth_clients =yes

command_directory =/ usr / sbin

content_filter = smtp - amavis :[127.0.0.1]:10024
daemon_directory =/ usr /lib64/postfix

data_directory =/ var /lib/postfix

debug_peer_level =2

home_mailbox =. maildir /

html_directory =/ usr /share/doc/postfix - 2.7.2/html
local_recipient_maps = $ alias_maps  unix:passwd.byname
mydestination = $ myhostname , localhost .$ mydomain, localhost
myhostname = mail.caf.com.tr

mynetworks = 1.2.3.4/32,5.6.7.8/32, 127.0.0.0/8
newaliases_path =/ usr /bin/ newaliases



Ayarlar — Postfix Ornek

parent_domain_matches_subdomains = debug_peer_list smtpd_access_maps
proxy_interfaces = 88.250.85.68, 188.59.0.34

queue_directory =/ var /spool/postfix

readme_directory =/ usr /share/doc/postfix - 2.7.2/readme
receive_override_options = no_address_mappings

relay _domains = caf.com.tr, caf.local

relay_recipient_maps = hash:/ etc /postfix/ relay_recipients
remote_header_rewrite_domain = domain.invalid
sample_directory =/ etc /postfix

sendmail_path =/ usr / sbin / sendmail

show _user_unknown_table name =no

smtp_skip_5xx_greeting = no
smtp_tls CAfile =/ etc /postfix/ cacert.pem
smtp_tls_security level = may

smtp_tls_session_cache_database =
btree :${ data_directory } smtp_tls_session_cache

P

N



Ayarlar — Postfix Ornek

smtpd_banner =$ myhostname ESMTP ${stress?(Stress condition)}

smtpd_discard_ehlo_keyword_address_maps =
cidr :/ etc /postfix/ esmtp_access

smtpd_error_sleep_time = ${stress?0}${stress:5}
smtpd_etrn_restrictions = reject
smtpd_hard_error_limit = ${stress?1}${stress: 20}
smtpd_helo_required =yes

smtpd_recipient_restrictions =
reject_non_fgdn_sender
reject_non_fqdn_recipient
reject_unlisted_recipient
reject_unlisted_sender
permit_sasl_authenticated
permit_mynetworks
reject_unauth_destination
check_recipient_access hash:/ etc /postfix/ recipient_checks
check_client_access cidr :/ etc /postfix/ client_wl_bl_byip

m

N
i



Ayarlar — Postfix Ornek

reject_invalid_helo_hostname

check_sender_access pcre :/ etc /postfix/ valid_sender.pcre
check sender_access hash:/ etc /postfix/ sender_access
reject_unknown_reverse_client_hostname

reject_rbl_client zen.spamhaus.org
warn_if_reject reject_rbl_client bl.mailspike.net
smtpd_sasl _auth_enable =yes
smtpd_sasl_path = private/ auth
smtpd_sasl _type = dovecot
smtpd_timeout = ${stress?5}${stress:300}
smtpd_tls_CAfile =/ etc /postfix/ cacert.pem
smtpd_tls_auth_only =yes
smtpd_tls cert_file =/ etc /postfix/ postfixCert.pem
smtpd_tls _eecdh_grade = strong
smtpd_tls_key file =/ etc /postfix/ postfix.key
smtpd_tls_received_header = yes

P

N



Ayarlar — Postfix Ornek

smtpd_tls session_cache_database
btree :${ data_directory

strict_rfc821_envelopes = yes

Y smtpd_tls_session_cache

tls_random_source = dev:/ dev/urandom

transport_maps = hash:/ etc /postfix/transport

unknown_local_recipient_reject_code =550

virtual _alias_maps = proxy:mysql :/etc/postfix/mysql

virtual_gid_maps = static:1001

virtual_mailbox_base =/

virtual_mailbox_domains = zeplin.cn zeplin.net zeplin.com.tr
zeplin.eu

virtual_mailbox_maps = proxy:mysqgl :/etc/postfix/mysql

maps.cf

virtual_minimum__uid = 1000

virtual_transport = dovecot

virtual_uid_maps = static:1001

- virtual.cf

- virtual
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# doveconf -—n
#2.0.9:/ etc /dovecot/ dovecot.conf

# OS: Linux 2.6.34 - gentoo -rl2 x86 64 Gentoo Base System release

1.12.14

auth_gssapi_hostname = mail.caf.com.tr

auth_krb5 keytab =/ etc /dovecot/ dovecot.keytab

auth_mechanisms = plain login gssapi

first_valid_uid = 1000

hostname = mail.caf.com.tr

listen = *

mail_location = maildir :~/. maildir

managesieve_notify capability = mailto

managesieve_sieve_capability = fileinto reject  envelope encoded -
character vacation subaddress comparator -i;ascii - numeric
relational regex imap4flags copy include variables body
enotify  environment mailbox date

@

LS
el
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passdb {
args =/ etc /dovecot/dovecot - sgl.conf.ext
driver = sql
}
plugin {
sieve = ~/. dovecot.sieve
sieve_dir = ~/sieve
}
postmaster_address = postmaster@caf.com.tr
protocols = imap pop3 Imtp sieve

service auth {
unix_listener / var /spool/postfix/private/ auth {
group = postfix
mode = 0660
user = postfix
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unix_listener auth -userdb {
group = vmail
mode = 0600
user = vmalil

}
}
service imap - login {
inet_listener imaps {
port = 993
ssl =yes
}
}
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service  managesieve - login {

inet_listener sieve {
port = 4190
}
vsz_limit =256 M
}
ssl_cert =</ etc / ssl /dovecot/ dovecotCert.pem
ssl key =</ etc /ssl /dovecot/ dovecot.key
userdb {
args =/ etc /dovecot/dovecot - sgl.conf.ext
driver = sql
}
protocol lda {
mail_plugins = sieve
}
protocol imap {

mail_max_userip_connections 50
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