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Sunum Plani

e Acik Kod Trafik Analiz Araclari
e Saldiri Tespit ve Engelleme Sistemler;
e Acik kod Saldiri Tespit sistemi Snort
e Snort'a Giris

e Snort'un (N)IDS olarak Kullanimi

e Snort'u (N)IPS olarak Kullanmak

e (N)IDS/(N)IPS Atlatma Teknikleri ve
Korunma yollari



Trafik analizi

e lletisim == Ag Trafigi == paket
e Ne ige yarar
Bilinmeyen Protokol Analizi
Ag trafigi basarimi
Anormal trafik gozleme
Firewall/IDS/IPS altyapisi..

e TCP, UDP Paketleri

e Protokoller
SMTP, FTP, P2P trafigi nasil ayirt edilir
Linux L7-filter projesi

e Bilisim suclari i¢gin adli analiz imkani




e En temel unix paket dinleme araci

e Gelismis filtreleme imkani
Tcpdump udp dst port 53

Kaynak Port

g‘amp Kaynak IP

13:24:57.100654(10.491.0.2.17969|>
SpeedTouch.lanl.telnet;| P 1:31(30) ack 1 win 16384
opsnop,timestampg /r J60067936 1212519> (DF) [tos
1

edef IP TCP Flag Protokol detayi



WireShark/Ethereal

& ethl: Capturing - Ethereal
File Edit View Go Capture Analyze Statistics Help
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] Filter: |

:J 4 Expression...‘ c‘bsglear| o App\y’

No. . JTime

] Source ] Destination ljrotocolj Info

10 000000
2 0,168823
3 0,168850
4 9, 023631
5 8.246999
6 9.247024
7 8.273554
8 9,273566
9 9.,296291
10 9, 296301
118 323575
12 9.323586

1921681 2
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64,90, 164 .206
192, ,168,1.2
64.90 164.206
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192 .168. 1.
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192,168, 1.
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192,168, 1.
64.90.164.

206
2
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2
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2
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41244 = http
http > 41244
41244 > http
Continuation
Continuation
41244 > http
Continuation
41244 > http
Continuation
41244 > http
Continuation
41244 = http

[SYN] Seq=0 Ack=0 Win=5840 Len=0 MS5=1460 TSV=207:
[SYN, ACK] Seq=0 Ack=1 Win=65535 Len=0 MSS=1460 W'
[ACK] Seg=1 Ack=1 Win=5840 Len=0 TSV=207615 TSER=.
or non-HTTP traffic
or non-HTTP traffic
[ACK] Seq=34 Ack=1441 Win=8720 Len=0 TSV=216695 T*
or non-HTTP traffic
[ACK] Seq=34 Ack=2881 Win=11600 Len=0 TSV=216721 ~
or non-HTTP traffic
[ACK] Seq=34 Ack=4087 Win=14480 Len=0 TSV=216744 ~
or non-HTTP traffic
[ACK] Seqg=34 Ack=5537 Win=17360 Len=0 TSV=216771 ~ -

> Frame 2 (66 bytes on wire, 66 bytes captured)
+ Ethernet II, Src: Intel_d8:df:c9 (00:0e:35:d8:df:c9),

n Tr+Aarnat+ Drat+a~al 107 188 1 T 107 T80 17 DY Me+ .
= Shell - Konsole
o] @ Shell
NGV eER: telnet www.enderunix.org 80
rying 64.90.164.206. ..
Connected to www.enderunix.org.
Escape character is '"]°'.

Dst:

o e Ta = e

[

<html xmlns="http://www.w3.0rg/1999/xhtml">

Content-Type" content="text/html; chars

/>
<title>EnderUNIX Yazilim Gelistirme Takimi @ TR </title>
<link href="style.css" rel="stylesheet" type="text/css" /

<table width="100 border="0" cellspacing cellpad

64.90.164.206)
(80},

USRoboti_e8:aa:7c (00:c0:49:e8 aa:7c)

Seq: 1, Ack: 1, Len: @

© Ethereal: Capture from eth o x|

Captured Packets
Total 21
SCTP ¢}

TCP a1
UDP

ICMP

ARP

OSPF

GRE

NetBIOS

IPX

VINES

Other

% of total

0.0%
100.0%
0.0%
0.0%
0.0%
0.0%
0.0%
0.0%
0.0%
0.0%
0.0%

Running 00:01:40

10030 05 hd e c3 00 OO0 01 A1 08 Na 00 03 ?a £f 5b a0

Jethl: <live capture in progress> File: /fimp/fetherXXXXSoPwMH 19 KB

JP: 231D 31 M: 0

EH =@

_\-il

j @ ethl: Capturing - I!J Shell - Konsole ' ethereal _eul.pi

4 Interface ethl -

@ Shell - Konsole | E 28 il EE"'E




Tcpreplay

e Tcpdump ile kaydedilen(libpcap format) trafigi tekrar
olusturmak icin

e Genellikle IDS, Firewall, router, ag uygulamalari test
amacl kullanihr

Tcpprep:
Tcprewrite: é
Tcpbridge:
Flowreplay: et

e Tcpopera: Gelismis Tcpreplay

# tcpreplay -i rl0 for_ab

75 packets sucessfully sent in 0.002435 seconds(30800.821355

packets per second)
5187 bytes sucessfully sent(2130184.804928 bytes per second

16.252020 megabits per second)




AN izleme: Etherape

atherape 7l

* Elle Capture View Help
g
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Computer ] | %

a7t Pause Stop Pref. Prot.

EtherApe

] EtherApe: Preferences @
Diagram Colors Names_Capture- Protocols
Protocol Stack Lewvel Diagram refresh perlod (ms)

s

Topmost recognized protocol § | 800

Node size variable Diagram Node Timeout (ms) DOMAI

Instant. traffic (Outbound) % 600000 =il

Size Mode Font

Linear *| Fant

i

Max. Mode Radius

Hide node names

¥ Group unknown ports
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Save & ok | +f Apply 3 cancel

fachschaft.infor —

! EtherApe: Protocols | Name:
I trillian.fachschaft.informatik. uni-kl.de il
Columns

- Numeric Name:
Protocol ¥ |Inst Traffic Accum Trafflc (Last H| 131.246.167.9

I DOMAIN 7.231 Kbps 55.474 Kbytes 0" ago| Instantaneous Accumulated
; o 0 bps 81,536 Kbytes
*Ij 155 0 bps BEytes 39" ag Inst. Inbound Accu. Inbound
ITCP 32,608 Kbps 218,715 Kbytes 0" ago| 0 bps 14,634 Kbytes
Inst. Outbound  Accu, Outbound
UDP-Unki Ob 508 byt 1'47"
| SR Lehns s 9 o bps 66,902 Kbytes

I WWW 351,982 Kbps 2,036 Mbytes 0" ago ToT
Read'lhg data from ppp0 in 1P mode



Tuzak Sistemler

e Yeni(?) bir konsept..
Dusmanin teknolojisini bilerek savasma

Yapilan saldirilar incelenerek onlem alma kolayligi
Honeynet Projesi

Siyah sapkalarin kullandigi yontemlerin , motivasyonlarin
incelenmesi ve sonugclarin paylasimi

http://www.honeynet.org 2002 —
Honeypot

Dusuk seviye etkilesimli - servis simulasyonu

Yuksek seviye etkilesimli — isletim sistemi simulasyonu
Sanal - Vmware, UML

Fiziksel - maliyet

e Honeyd




Basit bir HoneyPot

Drata Control
Data Capture | Honeypots
Data Analysis

Internet
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Linux/FreeBSD/OpenBSD/Windows'u destek '
Agdaki bos IP adreslerini kullanabilir £

Arpd cevap donulmeyen ipler icin mac adresi yayimlar

Eszamanli Istenilen sayida Isletim sistemi, servis
simulasyonu

Isletim sistemlerini TCP/IP stack seviyesinde simule
edebilme(nmap, Xprobe kandirma yetenegi)

Spam, worm, illegal trafik tespiti icin ideal
Script dilleri ile yeni servis, sistem tanimlama
Calistigi sistemin hacklenme olasihigi !!
Ornek Kullanim:




&= Freebsl - Securel R

File Edit ‘Wiew Options Tramsfer Script Tools Help

JULLH BEQ | BE EHY ¢ &

| OpenBSD FW' | OpenBSD P [1]| | *YubamPw_withiyPN | FreeBSD |

[rootBtest /tmp/honeyd-1.5bl# honeyd -p nmap.prints -f honeyd.conf -1 logfile.log 10.1. .252
Honeyd V1.5b Copyright (c) 2002-2004 Niels Provos

honeyd[29054]: started with -p nmap.prints -f honeyd.conf -1 logfile.log 10. . .252

Warning: Impossible SI range in Class fingerprint "IBM 05/400 V4RZMO"

Warning: Impossible S5I range in Class fingerprint "Microsoft Windows NT 4.0 SP3"

honeyd[29054] : listening promiscuously on fxp0: (arp or ip proto 47 or (udp and src port 67 and
port 68) or (ip and (host 10. . .252))) and not ether src 00:04:23:0c:5d:b8

Honeyd starting as background process

cat. honeyd..con

create cisco

set cisco personality "Cisco 1601R router running IDS 12.1(5)"
add cisco tcp port 23 "perl scripts/router-telnet.pl”

set cisco default tcp action reset

set clsco uild 32767 gid 32767

set clsco uptime 1327650

[rootBtest /tmp/honeyd-1.5b]% |




Network Data carving

Ham veriden orijinal veri elde etme yontemi
Ag trafiginizde neler akiyor?
Ornek:

#tcpdump —s0 host www.enderunix.org -w
enderunix

arkasindan wget ile EnderUNIX altindan bir gif dosyasi
Indiriyoruz ve chaosreader ile enderunix dosyasina
kaydettigim trafigi okutuyoruz, sonuc?

$perl chaosreader0.94 enderunix
Araclar

Chaos Reader, tcpflow, Driftnet..



Driftnet Kullanimi

X driftnet <> Shell - Driftnet
lyze Statis ~a| @ Shell

Adjunct mode is designed to be used by other programs which want to use
driftnet to gather images from the network. wWith the -m option, driftnet will
silently drop images if more than the specified number of images are saved

in its temporary directory. It is assumed that some other process is
collecting and deleting the image files.

166 437 033846 192,168,1.2 driftnet, copyright (c) 2001-2 Chris Lightfoot <chris@ex-parrot.com=
167 437 .249180 64,233,183 ,104 home page: http://www.ex-parrot.com/~chris/driftnet/

169 437.283191 64,.233,183.104 This program is free software; you can redistribute it and/or modify
170 437.283208 192.168.1.2 it under the terms of the GNU General Public License as published by
171 437 289048 64.233,183.104 the Free Software Foundation; either version 2 of the License, or

172 437 .289080 192.168.1.2 = : i
173 437 300346 192 168 1.2 (at your option) any later wversion.

174 437.540939 64,233,183 . 104
bash-3.00#

r Frame 3 (66 bytes on wire, 66 bytes c& bash-3.00# driftnet -i ethl
L/ o0t/ . kde/share/config/gtkrc:37: error: unexpected identifier ‘gtk-alternative-

o Trhtarmeat Deatamal Cr~, 10D TEQ 1 T 1
= Shell - Konsole

Ao| = Shell S ror
root@slax:—# telnet www.enderunixp, ¢4 e S € @& [T roon . = — ~| @ co [0
Trying 64.90.164.206. .. = O O G e e googie coms [ (=8
Connected to www.enderunix.org.

Escape character is '~]1°'. 3
; | | _search | §EENS
<html xmlns http://www.w3.0rg/1999/x (

<head=

<meta http-equiv="Content-Type" conte

et=iso0-8859-9" />

<title>EnderUNIX Yazilim Gelistirme T| Search the entire web from the Google home page!
<link href="style.css" rel="styleshee

+) =Bsd> - Google Search - Mo a Firefox
File Edit Miew Go Bookmarks Tools Help

L Rexploit milworm.cormn  # Metasploit £ SecurityFocus [ | Xfocus <S&FrsiRT @B [ packet storm ]

Google Home - Advertising Programs - Business Solutions - About G

center"> ©2006 Google
center">
<table width="100%" border="0" cell

]E-)E-)?.,G 05 b4 Ge c3 00 00 01 01 08 0a 00 03 Za
|ethl: =live capture in progress=> Filae: ftmpietherXXX)I‘I

| vl
@ = =] @ethi: c [=ishell - ||=ethere. | interfa. |=iShell - || = Shell - i|Oshell - ([@ <Bsd- Xdrifnet | Flagl 2 4] Bh A




Snort-Reply

f JSrnort -q -w =% -r telnet.bin I




Tehdit ?

e Saldirr:
e Saldirgan:
e Ic Tehditler

e Dis tehditler




Sinir Koruma Evrimi

Routerler Uzerine yazilan erisim kontrol listeleri(ACL)
Guvenlik duvarlarinin gelisimi

Durum korumasiz guvenlik duvarlari

Durum korumali(Stateful packet inspection)

Saldirl Tespit Sistemleri(IDS)

Pasif , sensor tabanli , kompleks, false positive orani
yuksek.. Sonucg?.

Saldiri tespit ve Engelleme (IDP) Sistemler
Aktif, Protokol analizi, anormallik sezinleme,




Durum Korumali Guvenlik duvarlari ile
Koruma

_————
P 4 T

e Kaynak: «
Paket nerden geliyor? .&
\ |mmm Y
b
e

e Hedefe:
Nereye gidiyor?
e Servis:
Hangi servis/port icin incelenecek?

e Oturum:
e Oturum baslatan kim? Gelen paket hangi oturuma ait?
o TCP Bayraklari baglanti asamasina uygun mu?..

??Sonug ?7?




(N)IDS, (N)IPS, Inline, Active Response Tanimlari

e |[DS — Intrusion Detection System
Pasif Koruma

Active Response
NIDS, HIDS, WIDs, DIDS

e |PS — Intrusion Protection System

Aktif Koruma —Inline Sistem
NIPS, HIPS

e False Positive, False Negative
e Sensor, Agent, Korelasyon,




IDS/IPS Yerlesimi

Agin durumuna gore yerlesim onemli

Firewall On(
YuklU miktarda uyari, gereksiz trafik
Tehditleri daha iyi belirler

Firewall arkasi
Sadece FW’an gecgen paketler, trafik yogur Poeted S
Tehditleri daha az belirleyebilir.

Switch Span portu, 0zel network tap cihazlari(Internal)
Linux/BSD yuklu saglam sunucu




Snort: Acik Kodlu Atak Engelleme Sistemi

Acik Kaynak Kodlu, Ozgir Lisansa Sahip
'98 yilinda hobi amacli baslangi¢

unumuzde: akademik, askeri, ticari kullanim alanlari

niffer & Logger
IDS/(N)IPS/(N

)IDP

orensic Analiz Araci

iInux/UNIX/Wind
Stateful Packet T
Hedef tabanli IDS ozelligi

Oows
racking

Dosya Digen GErundm  Gegmis Yer Imleri

FSnort - the de facto standard for

trusion detecti

Araclar
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Sterting December 13t 2006, changes to the subscription service wil make access to realting
Soureefire VRT Rule updates affordable to svery user inthe community. more

I Sourcefire VRT Certified Rules Subscriptions Upcdlate

WRT Cerlified Rules Update Avaisble

Beta-Test Snort 2.7 and Get Free Snort Stuff] Steve Kane - January 22, 2007 17:29:42

0Z3EC HIDS v1.0 avaishle Daniel Cid - January 17, 2007 16:45:18

KCSUG - Mesting Tomartaw Russ Starr - January 17, 2007 11:33:43

Nitel Houghton af (554 New York Feb &

Mike Guiterman - January 17, 2007 09:43:25

BETA

Work with Snort Full Time!

Sourcefire is groving, and we:
need & few good Sno-Hearls

Snort 2.7 Beta Available!

Bie & Snort beta tester and get
some free Snort stufl

2007 Snort Calendars!

Get Snarty in all his
cinematic clory, along

Sourcefire URT - January 22, 2007 17:37:41

Latest VRT Rules

2007-01-22
BrightStor ARCserve buffer
overflows and Specific

Threats additions:

© Vuin: Movable Tyse Comments
HIML Injection Yulnerabity

© Vi Ghix Photon MicroGU)
Cliphoard Insecure Data
Storage Vulnerabilty

© Vuin EarthLink Totaldcoess
ActiveX Cartrol Unsats
Methods Weakness

©Vuin: Microsott Word 2000
Unspecified Code Execudion
Vulnerabilty

© Bugtrag FaScript <= v1.3.2
Remote Fils Disclosurs
Vulneratilty

password Latect job operins: Getthe filee | Hiw to Test With key industry L] :Egs F'E‘:’ Iebee o T Ot
i everts! Support Snort st SRIRauE
© hlews: Bug brokers offering
. figher bourties
NOT Project Spotlight © News Vulnerabilty talies -
Tamam




Snort IDS Mimarisi




Snort Bilesenleri -Detay

Libpcap : Snort'un Ethernet kartindan ham verileri almasina
yarayan bilesen.

Decoder: Libpcap’in gonderdigi 2. katman verisini ayristirarak(2.
katman icin Ethernet, 802.11, 3. katman i¢in IP, ICMP ,4. katman
icin tcp/udp gibi) ve bir Ust katmana sunar.

Preprocessor: Cozumlenmis paketleri Snort'un anlayacagi daha
anlamli parcalar haline getirir. Snort yapilandirma dosyasindan
aktif edilebilir ya da devre disi birakilabilir.. Mesela port tarama
pre.'ini aktif hale getirilirse Snort port tarama islemlerini basari ile
yakalayacaktir.

Detection Engine: Snort’'un kalbi olarak da nitelendirilebilecek bu
bilesen paket decoder ve prep. bilesenlerinden gelen paketleri
detection pluginlerini ve dnceden belirlenmis saldiri imzalarini
kullanarak 4. katman ve Uzerinde isleme sokar.

Output: Snort tim bu islemler sonucu bir uyari verir ve bu uyariyi
kaydeder. Output plugini bu uyarinin nasil olacagi ve nereye
kaydedilece@i konusunu yonetir. Cesitli output pluginler: Mysql,
Oracle , syslog , ikili dosya formati ve text dosyadir

-
—/

Detection
Engine

Preprocessor | 1

-\
—/

Packet
Decoder

Libpcap




Snort Kurulumu

Isletim Sistemi, donanim segimi 6nemli..
Kurulum igin on gereksinimler
Libpcap, pcre ...

Klasik UNIX Kurulum adimlari
(./configure && make && make install)
--enable-flexresp
--enable-inline
--with-mysq|
Windows icin hazir ikili paketler (WinSnort Projesi)

SnortVM : Snort ,BASE, MySQL on CentOS 4.3
Vmware imaji



Snort Calisma Modlari -Sniffer

e Tcpump benzeri yapi

e Bpf filtreleri ile esnek kurallar yazma imkani
o L2-L7 trafik analizi
o
o

Isnort -v E T N L D —
L2 bilgileri igin
Isnort —v —e
e Veri kisminin sniff edilmes
snort -v -d




Snort Calisma Modlari — Packet Kaydedici

e Cesitli formatlarda paket kaydetme
e Ornek,
snort -dev -1 ./log -h 192.168. 0.0/ 24
e Loglama secenekleri
-d paketin veri kismini da kaydetmek icin
- e Layer2 basliklarini kaydetmek igin

-| Loglamanin hangi dizine yapilacagini belirtir)




Snort Calisma Modlari -NIDS

Saldin var!
Saldiri var!
Saldiri var!
Saldiri var!
Saldiri var!
Saldiri var!
Saldiri var!
Saldin var!

Intrusion Detection
system(IDS)

-H"-..
~d_
H"-\.
N

SPAN Portu A

Imzasi Tasiyan zararli

paket

FTP
Shnuzy Web sunucu Mail Sunucu

—

Source
Ports

Dastination Port

(SPAN)

Interface

Monitoring ~ Command and

Control Interface



Snort Calisma Modlari -NIPS




Temel Snort Yapilandirmasi

e Tum yapilandirma tek dosyadan: Snort.conf

Degiskenler
Onislemciler
Cikis Eklentileri

Kurallar




O n I § I e m CI | e r(Preprocessors)

Packet Decode =2 FPreprocessors ->Detection Engine

Amac: Paket normallestirme
lp defragmentation
Portscan Algilama
Web trafik normallestirme vs

Temel Kullanimi
preprocessor <name>: <options>

Sik Kullanilan On islemciler: Frag3, Stream4,
Portscan, Telnet Decode, HTTP Inspect, SSH, DNS vs




Stream4 &Frag3 On islemciler

e Stream4 : Tcp Stream Reassembly
e Frag3: Hedef Tabanli IP Parcalama modull

preprocessor frag3 global: prealloc_nodes 8192

preprocessor frag3 engine: policy linux, bind to 182.168.1.0/24

prepraocessar fragl3_engine: palicy first, hind_te [10.1.47.0/24,172.16.8.0/%4]
preprocessor frag3d engine: policy last, detect_anomalies




Sfportscan On Islemcisi

e Ag tarama araclarinin korkulu ruyasi A—

e Nmap’in gerceklestirdigi tum tarama turlerini
yakalaybilme kapasitesi Tine: 0510150731 503660
TCP/U DP/I P Portscan ;agrlgﬂcli?dSDb 192 168.169.5 (portacan) TCP Fittered Portzcan
TCP/UDP/IP Decoy Portscan popneclion Gourt. 200
TCP/UDP/IP Distributed Portscan ... ortnoto Coung g 9288158
Port/Proto Range: 20047557

preprocessor sfportscan: proto <protocols> scan_type
<portscan|portsweep|decoy_ portscan|distributed portscan|all>

sense_level <low|medium|high> watch_ip <IP or IP/CIDR>

ignore_scanners <|P list> ignore_scanned <IP list> logfile <path and
filename>



HTTP Inspect On islemcisi

HTTP protokolu icin yaziimis
HTTP baslhgi ve veri alani icin normallestirme
Stateless Calisiyor (paket basina kontrol)

URL Normallestirme
[foo/fake\_dir/../bar
[foo/bar

alert tcp SEXTERNAL_NET any -> SHTTP_SERVERS
$HTTP_PORTS (msg:"WEB-IIS unicode directory
traversal attempt"; flow:to_server,established;
content:"/..%c0%af../"; nocase; classtype:web-
application-attack; reference:cve,CVE-2000-0884;
sid:981; rev:6;)




Ftp/Telnet On islemcisi

Genel

preprocessor ftptelnet: global inspection_type stateful
encrypted_traffic yes check encrypted

Telnet protokolu igin

preprocessor ftptelnet: telnet ports { 23 } normalize \
ayt attack thresh 6 detect anomalies

FTP icin
preprocessor ftp_inspect_server: ftp server default ports { 21 }

preprocessor ftptelnet: ftp server 10.1.1.1 ports { 21 } ftp_cmds {
XPWD XCWD }




IDS Kurallarini Anlamak

Oldukga Esnek kural yazma imkani
Hazir kurallari kullanma

BleedingEdge

SourceFire Kurallari

Kurallari Guncelleme -OinkMaster
Kural = Kural Basligi + Kural Secenekleri

Telnet uzerinden root kullanicisi ile giris algilama
kurali

alert tcp $TELNET _SERVERS 23 -> SEXTERNAL_NET any
(msg:"TELNET root login"; content:"login\: root";

flow:from_server,established; classtype:suspicious-login; sid:719;
rev:5;)




Kural Baslig!

e alerttcp ! $EXTERNAL_NET any -> $TELNET_SERVERS 23
Kural bashigi: paketin nerden gelip nereye gittigine ,
cesidine(tcp, udp, icmp, ip vs) ve kurala uyan
paketlerin akibetine karar verir.
Alert/log/pass/activate/dynamic/drop/sdrop/reject.
Tek bir IP adresi, CIDR, gruplama kullanilabilir

Analiz amacli Kullanim: Activate/Dynamic

activate tcp '$HOME_NET any -> SHOME NET 143 (flags: PA; \
content: "|ESCOFFFFFF|/bin"; activates: 1; \
nsg: "IMAP buffer overflow!";)
dynamic tcp !$HOME_NET any -> $HOME_NET 143 (activated by: 1; count: 50;)




Kural Secenekleri

Detection Engine’nin kalbi sayilir

() arasina yazilir ve birbirinden “;" ile ayrilir

Meta-data, payload, non-payload, post-detection
alanlari

Meta-data: Kural hakkinda cesitli bilgiler vermek icin

Msg, reference, sid, priority vs
Payload: Veri kisminda icerik kontrolu
Non-Payload: Cesitli protokol alani 6zellikleri kontrolu
Post-detection: Kuralin ne aksiyon alacagi

(msg:"P2P Napster Client Data"; flow:established; content:".mp3";
nocase; classtype:policy-violation; sid:564; rev:6;)




Kural Yazma- |

e Paket veri alaninda spesifik icerik tarama icin kullanilir
content: [!] "<content string>";
e Binary(ikili) icerik icin | 00 OF| kullanilir

alert tcp SEXTERNAL_NET any -> $HOME_NET 53 (msg:"DNS zone
transfer TCP"; flow:to_server,established; content: "|00 00 FC|™; ...)

alert tcp SEXTERNAL_NET any -> $SHOME_NET 143 (msg:"IMAP login

brute force attempt"; flow:to_server,established; content:"LOGIN™;
nocase;

Nocase: buyuk kucuk harf ayrimi yapma
Ofset: icerik aramaya nerden baslanacagini belirtir.
Depth: kac¢ bytelik alan aranacak




Kural Yazma -l

e Uricontent: (http inspect onislemcisi aktif olmali)

alert tcp SEXTERNAL_NET any -> $HTTP_SERVERS $HTTP_PORTS
(msg:"WEB-CGI /wwwboard/passwd.txt access"; flow:to_server,established;
uricontent:"/wwwboard/passwd.txt"; nocase; reference:arachnids,463;
reference:cve,CVE-1999-0953; reference:nessus,10321; reference:bugtraq,649;
classtype:attempted-recon; sid:807; rev:7;)

PCRE Kullanimi

alert tcp SEXTERNAL_NET any -> $HTTP_SERVERS $HTTP_PORTS (msg:"WEB-
PHP gallery arbitrary command execution attempt"; flow:to_server,established;
uricontent:"/setup/"; content:"GALLERY_BASEDIR=";

pere:"/GALLERY BASEDIR=(http|https|ftp)/i"; reference:nessus,11876;
reference:bugtraq,8814; classtype:web-application-attack; sid:2306; rev:2;)




Kural Yazimi-NPD

Protokollerin basliklari ile ilgilenir
TTL Alani kontrolu ttl:<3;

IP Tos Alani kontrolu tOS:S; (Minimize Delay )
Ipopts Alani Kontrolu

Record route, IP security option , Loose source routing , any IP options are set
Fragbits
IP parcalanma alanini kontrol eder

Flags: TCP Bayraklarini kontrol eder
(msg:"SCAN nmap XMAS"; stateless; flags:FPU,12;




Kural Yazim Secenekleri

e Flow: kuralin sadece belirli yone bakmasini saglar
(msg:"WEB-IIS asp-dot attempt";flow:to_server,established;..)

e Sameip: kaynak-hedef IP ayni olmasi durumu

alert ip any any -> any any (msg:"BAD-TRAFFIC same SRC/DST";
sameip; reference:cve,CVE-1999-0016;
reference:url,www.cert.org/advisories/CA-1997-28.html;
classtype:bad-unknown; sid:527; rev:4;)

e Icmp_id, ipopts, ack, window, rpc vs




Kural Aksiyonu Belirleme

Session: TCP oturumlarinda veri ¢cikartmak igin
kullanilir

Sistemi yavaslatacagi icin dikkatli kullaniimall
log tcp any any <> any 23 (session:printable;)

React: Web kullaniminda kullanicinin browserina uyari
cikartip bloklama yapmak igin.

alert tcp any any <> 192.168.1.0/24 80 (content: "bad.htm"; \
msg: "Nol [or children'™; reacl: block, Iﬂ.l:lg;j

Resp: Baglanti bloklama




Aktif Yanit sistemi Saldiri Bloklama

Zararli Baglanti

Saldirgan Hedef sistem

Lol ] . TCP RST

Active Response IDS
Sistemi




Flexresp Kullanimi

e Kurulumda --enable-flexresp ile derlenmeli

alert tocp $H0]:-[E_HET 2401 - EEKTERHBI._HET any {(msqg:"HMISC CV¥S invalid repository
response" ; 1 owr: :Erum_server ,established; content:'"error "; content:"\: no such
repository"; content:"I HATE YOU";: classtype:misc-attack; =id:2009;: rev:1;)

e Dikkatli Kullaniimali! Dos tehlikesi
e Bloklama Secenekleri

Option Description

r=t_snd Zend TCP-RET packets to the zending socket

rEt_rov Zend TCP-RET packets to the receiving socket

rst_all Send TCP_RET packets in both directions

icmp net ||Senda CWMP_MET_UMREACH to the sender

icmp_host || Send & ICP_HOST_UNREACH to the sender

icmp_port | [Senda ICWMP_PORT_UNREACH to the sender

icmp_all ||Sendall above ICMP packets to the sender




SnortSam ile Saldiri Engelleme

SnortSam -> Snort output plugin + Snortsam Agent
Active Response Ozelligi != IPS

BeyazListe |IP Desteqi

Ajan Snort arasi sifreli iletisim

Olaylar i¢in loglama ve mail ile bildir

Zamana bagli bloklama desteqi

Iptables, PF, Cisco Router,

Checkpoint, Microsoft ISA..




SnortSam ile Bloklama

e Snort.conf
output alert_fwsam: firewall/idspassword

alert tcp any any -> SHTTP_SERVERS 80 (msg:"WEB-MISC http directory
traversal"; flags: A+; content: "..\\";reference:arachnids,298; fwsam:
dest, 15 minutes;)




Performans

e Kotu performans=Paket Kaybi=False negatives

e Performansi Etkileyen noktalar
Output(cikis) eklentileri
Preprocessors(Onislemciler)
Rules(Kurallar)




Dusuk Performansli IDS icin

e ASCII| formatinda Loglama

e Onislemcilerin yanls/eksik
yapilandiriimasi

e Gereksiz kural fazlalig!
e Kalitesiz(yavas) donanim kullanimi

e Cikis plugininin performansi(database,
unified)




Yuksek Performansli IDS icin

e Binary(ikili) Loglama formati secimi
e Denetlenmis kural seti
e Gereksiz Onislemci iptali

lp defragmentasyonu router yapiyorsa ids
yapmamali

e Hedef sistemlere uygun kural yazimi!
e Portscan thresholdlarin dusurulmesi




Unified Output Eklentisi

/

ySQL:

text

Unified Alert Unified Log Spooll
Spool
BarnYard



NIPS Olarak Snort

llk olarak Honeynet Projesinde kullanildi

2. Katmanda calisabilme ozelligi

Linux/BSD Bridge fonksiyonu
. #/usr/sbin/brctl addbr brO

. #/usr/sbin/brctl addif br0 eth0
. #/usr/sbin/brctl addif brO eth1
. #/sbin/ifconfig brO up

Saldiri engelleme, antivirus korumasi , p2p engelleme,
pishing vs amacli kullanim

Linux -> Iptables, Libipg
freeBSD -> IPFW, Divert Sockets
OpenBSD -> PQ




Snort_inline

e Kurulum igin gereksinimler
Iptables, Liblpq destedi icin tekrar derlenmeli(make instai-dever )
Libnet Kurulumu

e Hangi Portlar icin devreye alinacak
iptables -D INPUT -p tcp --dport 80 -j QUEUE
iptables -D INPUT -p tcp --dport 23 -j QUEUE

drop tcp any any -> any 80 (classtype:attempted-user;
msg:"Port 80 connection initiated";)




Snort-Inline Drop Mode

& !

Sno Inline

IP ables

Firewall —

Snort-Inline
Snort Rules=Drop




Snort-Inline Replace Mode

g U

Saldirgan ) Snort Inline
T IPTables

Firewall

Snort-Inline bin/sh->ben/sh
Snort Rules=Replace

Ip queue e




Yonetim Araclari

&' IDS Policy Manager

File ©Opkions  Help

’-Pulicy Manager |

sy
= ] |

&' Rule - WEB-MISC carbo.dll access

| WEB-MISC carbo dll access Group | web-misc » |

Enabled Signature 1D | 1001 | Fevizion | v |
== settings | GY Web References |

Auztion Protocol Clazsification Pricrity

| alert e | | tcp b | |attempted-re-:-:un b | ! 2

Source |F/Mazk Source FPaort Direction Destination |P/Mask D estination Port

| $EXTERMNAL_MET w | | any ~v | |» o~ | | $HTTP_SERVERS ~ | | $HTTP_PORTS v |
Fule Options

| flove:bo_zerver.establizhed:uricontent: "' /carbo. dii' ;content:icatcommand=""nocaze; |

References
Type alue
bugtrag 2126
Cwe 19939-10639
lﬁ':" = ol




Log Izleme Araglari- BASE

. File Edit View Go Bookmarks Tools
Py Ik I

Most recent Alerts: any protocol, TCP, UDP, ICMP
Today's: alerts unique, listing; IP src / dst

Last 24 Hours: alerts unique, listing; IP src / dst
Last 72 Hours: alerts unique, listing; IP src / dst
Most recent 15 Unique Aleris

Last Source Ports: any , TCP . UDP

Last Destination Ports: any , TCP , UDP

Most frequent 5 Alerts

Most Frequent Source Ports: any ., TCP , UDP
Most Frequent Destination Ports: any , TCP , UDP
Most frequent 15 addresses: source, destination

Queried on ; Thu October 14, 2004 B
ort_log@localh (schema versio 106)

Time window: [2004-02-02 16:05:42] - [2004-10-08 11:25:41]

Search
Graph Alert data
Graph alert detection time

Unique Alerts: 14 TCP (96%)
categories:5

UDP (0%6)

Sensors: 1 Traffic Profile by Protocol

Gl Nl sbr et e 1

# Src IP addrs: 5 ]
Dest. IP addrs: 9 :
Unigue IP links 13 ICMP (4%)

Source Ports: 68 '

o TCP ( 68) UDP ({ 0) Portscan Traffic (0%6)
Dest. Ports: 12

o TCP (12) UDP (0) ]

by Kevin Johnson and the BASE Project Team
Builton ID by Roman Danyliw )




Log Izleme Araclari- Aanval

Bemebte Assessment: . Aarmval Cefiole

RAS Feedds (91 = Woohoo = Standard =

BES-SH#: 2185
Datrray Ty, (DR
Country s,

[P 07202006 05251
145254 230,73

| EchE Lheer Pyl

g RIS tR T

| Consche Time 07202006 025763

TLIR3AT. 204
TLIAT17.30
TLALIATI0H
71.013.17 304
TLARTAT.ZH

efoahuale

Y_ T
el Pt
Tl

prw_ il il iy o
i

181
Bk

O7F1 2000
G716/ 2006
0713/ 2008

[ Events by Day w15 (Graphh 3

i

Asklorg] Cha s o Grpghe

Agregl 2.2 {Kbram ) - Bald: 70260 | Copyright 20048-2008 b & [ Lse Lhcerise {01 -FRATHOE )
S

Tesponse tema: 031 - Stasnpc 115338985802 .00 - Gat: 105 - Sci: 3 - M: 5633 K8 In90
ShatCache used | coched datn resadty lor performascs - Rgload padge without SepliCctey
EEEOns

Gate [ Time:

OF 20006 855748
OF 2002006 O1:-5T:45
O R0 O1-57:27
0702004 O:57:25
OF RI006 05539




IDS/IPS atlatma aracglari ve korunma yontemleri

Telnet cirl seq Telnat cixl seq
Shelicode Shellcode

IE lr:l.l'iﬂ'ing
Dietected Evaded Zero prefix Dretected Junk char mmsertion
Shellcode
Detected Detectad Detected HTTP evazion

DCOMEPC Detected Detectad Dietected
ITSTIMI Detected Evadsd UEL encoding Detected HTTF evasion

ISSNSLOG Dietected Dietected Dietected HITF evazion

ISSTSAPT Dietected Deteczad Detected HITF evazion

Dietected Evaded Telnet el seq Dretected Telnet cirl seq
IP sphtung
Detected Evaded 55L Mull record Detected 55L Mull record

K Dietected Evaded HTITP evasion Dietected HITP evaszion

Black Hat Briefings




IDS/IPS Testleri

e IDS/IPS fonksiyonlarini denetleme
Performans, kural seti, alarm mekanizmasi

e Sonuclar..
False positive orani
False negative orani
e Test Araclari:

Fragroute, ftester, Metasploit, Nessus,
Nmap, Tomahawk, idswakeup




Istemci-Sunucu IDS Test Yapisi

Client

IDS/IPS Monitoring




Ftester — IDS Test Araci

Istemci-sunucu Mimarisi(ftest- ftestd)
Firewall Testleri

IDS Testleri

IP Fragmentation / IP Spoofing

IDS Atlatma teknikleri
Snort Kurallarinu kullanabilme yetenegi =

ids-conn=192.168.0.10:23:10.1.7.1:1025:PA:TCP:0:to su root
ids-conn=192.168.0.10:1025:10.1.7.1:80:PA: TCP:0:cmd.exe
ids-conn=192.168.0.10:1026:10.1.7.1:80:PA: TCP:0:ftp.exe
insert /etc/snort/exploit.rules 192.168.0.10 10.1.7.1 0
insert-conn /etc/snort/web-misc.rules 192.168.0.10 10.1.7.1 0




e Egitim Sart ;-)
e Turkiye Guvenlik egitimleri
e Kitap, Belge, Yayinlar..

Acik Akademi Yayinlari — Guvenlik Kitaplari
Ag guvenligi ipuclari
TCP/IP Guvenligi
e Olympos Security(www.olympos.org)
e www.EnderUNIX.org

e hitp://netsec.huzeyfe.net — Netsec Listesi




Sorulariniz




