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Guvenlik Testlerinde Acik Kodlu
Araclarin Kullanimi

Huzeyfe ONAL
http://www.lifeoverip.net
huzeyfe@lifeoverip.net




Sunum Plani

e Neden guvenlik testleri?
e Acikkod guvenlik test standartlari

e Zayiflik Tarama ve Degerlendirme
Araclari

e Router/Firewall/IDS/IPS Test araclari
e Yerel Aglarda guvenlik analizi
e Kablosuz Ag Guvenligi Testleri




Guvenlik Testlerinde Ama

e Korumakla sorumlu oldugumuz sistemler
1000 UNIX server? 100 Linux? 1 Windows? Kredi Kartlari?

e Korunma icin onlemlerim yeterli mi?
Firewall, ips, SSL vs
Kullanici bilinc seviyesi

e Baska bir gozle bakmak
® %99 guvelik = %100 tehlike olabilir




Tanimlar

e Penetrasyon Testleri
Black-box
White-box
Gray-box

e Vulnerability Assessment
e Audit

e False Positive/Negative
e PCI, S-O-X vs




Test Standartlari...

e The Open Source Security Testing Methodology Manual
(OSSTMM)

e National Institute of Standards and Technology Penetration
testing in Special -Publication 800-42

e Information Systems Security Assessment Framework (ISSAF)
e Open Web Application Security Project (OWASP) Framework
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Test Asamalarl..

e Planlama ve Hazirlik
e Degerlendirme(aksiyon sureci)
e Raporlama & Artiklari kaldirma




HERIEINEREER

Teste dahil edilecek uygulamalar ve ip
araliklarininbelirlenmesi

Test esnasinda olusabilecek problemlere karsi ilgli
birimlerin yoneticilerinin bilgilendirilmesi

Saglam, sartlari kesin NDA imzalamak

Test oncesi gereksinimleri net belirleyen bir RFP
hazirlanmasi

Test yapan firmanin beceri degerlendirmesi icin
honeypot sistemler kurulabilir

Pentest firmasi sec¢imi




Degerlendirme Sahfasi

e Bilgi toplama

e Network haritasi cikarma

e Zayiflik ve acikliklarin belirlenmesi

e Penetrasyon

e Sisteme erisim ve hak yukseltme

e Detayli arastirma

e Erisilemeyen sistemlere atlama(kopru modu)
e Yapilan erigsimleri yonetme

e |zleri temizleme
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(3) Reporting, Clean Up and Destroy
Artifacts




Acikkod Test Araclar
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Kesif Sureci

e Pasif Kesif

E-posta listeleri, ilan siteleri, netcraft , arama motorlari

e Aktif Kesif

Samspade, dig/nslookup, whois, nmap, mail basliklari

Port Closed

@ FIM
RST @




Ag Haritasi Cikarma

e Aktif IP adreslerinin belirlenmesi
e Isletim sistemleri belirlenme siireci

e Calisan servislerin bulunmasi
Servis surum numaralari
Nmap —sV , amap

e Nmap, Xprobe2, tcptraceroute




Zayliflik Tarama :Nessus

e '98 yilinda Renaud Deraison tarafindan GBEL
olarak baslatildi

e |stemci sunucu mimarisine gére calisir

e Uzak ve yerel sistem guvenligi kontrolu

e KB(Knowledge Base) Desteqi

e Web, GUI, konsol ile kolay yonetim

e Guncel zayiflik veritabani(gunluk)

e Bulunan aciklar icin detayl bilgi ve referans
e 15000~ aciklik tanima imzasi

e NASL ile zayiflik tanimlama ozelligi
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Iceriden Gelen Saldirilar

e Yerel Ag bilesenlerinin zayifliklarindan

yararlanilir. (Switch, Hub, Router)
IP spoofing, Mac Spoofing, DNS spoofing
Agda izinsiz giren(Wire/less) saldirgan..
Sifresiz Iletisimleri izleme, miidahele

e Potansiyel suclu kitlesi!
Patronuna kizan calisan!
Merakli, bilgili bilgisayar kullanicilari

e Korunma Yontemleri..
Mac security, VLAN Yapisi, Sifreli iletisim




LAN Saldir1 Araclari..

e Trafik Dinleme Araclari: Wireshark, snort,
tcpdump

e Jifreli, sifresiz oturumlara mudahele
Ettercap

e |svicre Caki
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HTTPS Trafigi Degistirme
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HTTPS Trafigi Degistirme
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Parameter Name
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PPFT

ITabuIar Wil Y‘I I¥ Traprequest [~ Trapresponse Continue | Drop I

1 GET hitprhotmail.comf HTTRM .1 == HTTP# .1 302 Redirected [1.622 g]
3 GET hitp:Me2 bay0. hotmail. passport.comifcgi-binflogin HTTRM .1 == HTTPM .1 302 Redirected [0.711 5]
6 GET hitprwnen hotmail.cormf HTTRM .1 == HTTFM .1 302 Found [0.391 5]
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Firefox/Internet Explorer?

Sunucu Sertifika Son Tarihi x|

"Paros" , iletisim esnasinda bilgileri sifreleme icin bir glwvenlilk
sertifikas! kullanan bir bélgedir, Fakat sizin sertifikanz
0F.11.2002 11:50 tarihinde gind gecmis,

Bilgisayar saatinizin ( su anda 14 Mawis 2006 Pazar 03:09:58 )
dodrulugunu konkrol edin,

Buna radmen devam edelim mi 7

Sertifikay gister | i Devam et Wazger

Aqg sayfasi bilinmeyen bir yetkili tarafindan onaylannms

Paros giivenli site olarak kabul edilemivar,

Clasi hata sebepler:

- Tarayiciniz sertifika hazirlayicisinin hazirladid savfa sertifikasin tammyor,

- Savfa sertifikalarinin avarlan vanhs wewa sertifikarn zamanin gecmiz olabilir,

- Szel bilgilerinize ulasabilecek ve kendini Paros gibi gsteren bir siteyve badlandinz.

LitFen savfa wineticisine bu sorun haklunda bilgi werin,

Bu sertifikayr kabul etmeden dnce sayfanin sertifikacisin arastinp konkrol etmelisiniz, Paros
kimlikli sertifikayw kabul etmeve hazir nisiniz?

Sertifikaw denetle, ..

™ Bu sertifikay kalo olarak kabul et
' Bu sertifikayi sadece bu okurum igin kabul et
" Bu sertifikayi kabul etme we bu ad sayfasina badlanma

Vazger

Security Alert x|

M Information you exchange with thiz site cannat be viewed of
changed by athers. However, there iz a problern with the site's
zecurity certificate.

The securty certificate was iszued by a company pou have
niot chosen o truzt, View the certificate to determing whether
you want to trust the certifying autharity.

& The zecurity certificate has expired or is not pet valid.

The name on the securnity certificate is invalid or does not
ratch the name of the site

Do pou want to procesd?

Yes Wiew Certificate

Giavenlik Hatasi: Alan ismi birbirini tutmuyor

"login. ive. com® ile badglant kurmayt denediniz, Bu sayfayla
kurdugunuz iletigimi gizlice izlemeyve cahzan sertifika, "Paros"
sUnUCUsIna ait dedil,

Gisterilen Sertifikanin login.live. com sunucusuna ait olmadigim
digiiniyorsaniz, bu sayfavla olan baglantiniz kesin ve ag yianetici
ile: ilekisim kurun,

Serkifikaw gisker Vazge:




LAN Trafik Analizi
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L2 guvenlik testleri-yersinia

e Bilesenleri: Libnet, libpcap ve ncurses
e Linux, Solaris, *BSD sistemlere asina

e STP, CDP, DTP, DHCP, HSRP, VTP
protokollerini destekler

e Cisco benzeri CLI, Ncurses arabirimi
Yersinia —D  12000/tcp portunu dinler
Yersinia —| Ncurses arabirimi




hnE Shell - Konsale

— wersinia 8.7 by Slay & tomac - STP mode
RootId BridgeId Port Iface Last seen

200, 0012446B7004A 2000, 001244 GETO0A 3021 etho @4 May 09:16:16
ZOOE, DO1L2A460TEH0N 20 2081 ethd @4 May ©9:16:19

[0 B ST N o

sending conf BPDLU

sending tcn BPOU

sending cont BPDUs

sending tcn BPOUs

Claiming Root Role

Claiming Other Role
Claiming Root Role with M1iTH

&3]

Total Packets: ———— STP Packets: 20 MAC Spoofing [X]

0O:12:DA;89:9C:DE i 01:80:C2:00; 00: OO

olalal 1o 00 | tId 20008.0012446E70DA
2000 . 0012446B70048 Port ge 0OBO Max D014 0O02 OBOF




DNS Protokolu Guvenligi

e Zone transferi
$ dig @<dns_sunucu_adresi> -t AXFR huzeyfe.net

e [p -> isim cozumleme
Passive DNS replication, PTR

e # dig @nsl.tekrom.com version.bind chaos txt

;; ANSWER SECTION:
version.bind. 0 CH TXT "9.24"




DNS Cache Snooping

e Gercek kayitlarin arasina sahte dns kayitlari eklemek

e Bu sunucuya sorgu yapan tum istemci ve cache dns sunucular
zehirlenir...

e Dig +trace www.lifeoverip.net
e Dnsa ile gergeklenebilir




irewall/IDS Performans Testleri

par e

VWPA libpcap-0
security 8.1
Haome wep_crack
demo
=R Shell - Konsole [ =] Shell - Konseole <=2= ==
bt tcpsic -s rand -d 10.1.10.189 -p 10020 -F 1@ -I -t 09:51:17.794659 IP 135.99.33.70 = 10.1.10.109: tcp
Using random source IP's 09:51:17.794865 IP 132.64.96.252 = 10.1.10.189: tcp
Compiled against Libnet 1.1.2.1 P9:51:17.795094 IP 154.218.113.104 > 10.1.10.109: tcp
Installing Signal Handlers, 09:51:17.795279 IP 125 .47.187.239 > 10.1.10.109: tcp
Seeding with 21879 09:51:17.795527 IP 200.214.191.191 = 10.1.10.109: tcp
No Maximum traffic limiter 09:51:17.795728 IP 14.90.175.188 = 10.1.10.109: tcp
Using random source ports. 09:51:17.795962 IPO 198.169.210.24 > 10.1.10.109: tcp
Using random destination ports. 09:51:17.796190 IP 226.109.112.116 = 1.1.10.109: tcp
Bad IP Version = 10% IF Opts Pcnt = % 09:51:17. 796424 IP 248, 208.66.139 = 10.1.10.109: tcp
Frag'd Pcnt = 100% Urg Pcnt = 168 09:51:17. 796655 IP 244, 252.78.160 > 10.1.10.109: tcp
Bad TCP Cksm = 1% TCP Opts Pcnt = 106 09:51:17. 796889 IP 91.202.102.251 = 10,1.160.109: tcp
09:51:17. 797098 IP 64.80.114.133 = 10.1.10.109: tcp
10068 @ 3981.0 pkts/sec and 2531.5 kis 09:51:17. 797276 IP 67.107.156.91 = 10.1.10.109: tcp
2000 @ 4048.0 pkts/sec and 2627.6 kis 09:51:17.797500 IP 214.117.172.96 > 10.1.10.109: tcp
30080 @ 3819.8 pktss/sec and 2550.3 k/s 09:51:17.797727 IP 102.78.240.34 > 10.1.10.109: tcp
4008 @ 3761.5 pkts/sec and 2494.3 k/s 09:51:17.797930 IP 148 .209.9.283 > 10.1.10.109: tcp
5000 @ 1781.8 pktss/sec and 1098.0 k/s 09:51:17.798134 IP 235.175.240.64 = 10.1.10.109: tcp
BO0O @ 2732 .4 pkts/sec and 1B877.8 k/s 0%:51:17.798335 IP 94.140.14.102 > 10.1.10.109: tcp
7008 @ 2530.0 pkts/ssec and 1843.6 ks 09:51:17.798520 IP 1.153.8.148 = 10.1.10.109;: tcp
2000 @ 2436.2 pkts/sec and 1610.7 k/s 09:51:17.,798768 IP 222.242.223.96 > 10.1.10.109: tcp
9008 @ 2520.7 pkts/sec and 1692.8 kis 09:51:17. 799000 IP 56.10.146.113 = 10.1.10.109: tcp
09:51:17.799207 IP 111.172.244.129 = 10.1.10.189: tcp

Wrote 10002 packets in 3.52s @ 2838.61 pkis/s 09:531:17.799389 IP 252.244.241.81 = 10.1.10.109: tcp
bt D 09:51:17.799640 TP 2.153.235.35 > 10.1.10.109: tcp

09:51:17.799845 IP 160,150,22 230 > 10,1.10.109; tcp
09:51:17.800077 IP 147.102.40.27 = 10.1.10.109: tcp
09:51:17.800306 IP 146,.215.192.3 = 10.1.10.109; tcp
02:51:17. 800508 IP 115.228,238.178 = 10,1.10.109: tcp
09:51:17.800737 IP15 57.151.242.59 = 10.1.10.109: tcp
09:51:17.800970 IP 95.195.248.236 > 10.1.10.109: tcp
09:51:17.801212 IP 171.176.248.77 = 10,1.10.109: tcp
09:51:17.801443 IP B86.241.123.9 = 10.1.10.109: tcp
09:51:;17.801673 IP 122.137.125.131 = 10,1.10.109: tcp

L



WLAN Guvenligi

e Kesif Araclari

e WEP guvenlik testi

e WPA guvenlik testi

e Sahte AP koumlandirimi
e \WLAN Pentest araci




Pasif Kesif: Kismet

ipw-Apr-30- lilo.conf

2006-1.dump

i . Kismet ethl

iDwW-. -30- Metwork List—({Autofit)
ipw-Apr-30 i’ i - x

2006-1.gps

ipw-Apr-30- ipw-Apr-30-
2006-1.net... 2006-1.csv

ipw-Apr-30-
2006-1.xml
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IP 144,122 4 .23 for misafiry100313:CE127 120121 wia TCP
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tery: unavailable

o JERREAR
CORBR RO

3

58
§
e
g

Size DI
1248

L

000000000

000000000 E

hostap
Ch: B8

Elapsd

HO0r02:21
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Kismet — AP Kesfi

Hetwork List—(55ID)
Network Details
Mame : mizafir

551D mizafir
Server localhost 1 2501
ESSID 0031312157 1F8:FD
Manuf Urik.riome
Max FRate: 36,0
BSS Time: 4b7F7F1181
First Sun May 14 12:23:22 20086
Latest Sun May 14 123273113 2008
Clients 30
Type Access Point (infrastructure)
Info
Charnel )
Privacy Mo
Encrypt. Mone
Beacon 2oE00 (26,214400 sec)
Packets=
Data
LLC
Crypt
Weak
Tupe IV o]
Data : 13k (14187E)
Signal 3
Power -26E (best -2GE)
Moize : —266 (best —2GE)
IF Type THCF
IF Range: 144,122,5,183
Min Loc MsA
Max Loc M<A
Range MA

Found IP 169,254 250,97 for mizafirii00:0E;ZL:EE:X4F:5F wia TCP
Battery: unavailable




|IP araligini Bulma

Metwork List— (551D}

Client List—{Autofit)
HAC

T
F
F
F
F
F
F
F
F
F
F
F
F
F
F
F
E
F
F
F
F
F
F
F
F
F
F
F
F
F
F
F
F
F
F
F
F
F
F

ALERT: Suspicious client Q0:13:CE:0OB:CF:EE - probing networks but newver participating,

Qa10Er28:A8: 04105
003135 CEs181E2:C2
Oold:Clal:20:AD
00:1E:EF 102 :CC1EL
00313:CEX93:8E136
Qa312:FOrEE: ¥ ZE
O0:1Z2sFOs80317 46
Qa3113:CE:SF :ES DY
00313 CEL27 1 2A21
Q03150035005 38
Q311309398 :6A153
Qo0E:35:0F tA91A4
Qa1ON:FOr1C: 45103
O031Z:r49310300:94
00150040 395F3
0030124 :FOrAATEO
0oil4:Ad4:3C0: 05163
Q315 00r2S 47195
QOOCyFLy0C S0:90
Qa0l:F4:2h:04114
0012 FOs02r7ATES
Ool12:FOrE5:14:31
003133 CEsED:OBES
OOi0E:33:F1:31 42
Qa312:BF 6V 132108
00313 CEzOAT9ATE1
Q3112 CE:DD: 04194
00315306124 14F 1B
ool2:FOrE1:91: B3
Qa312:For31:205FD
oiC0:r49:F3:FEISF
Qa310Er 251 3E:BEIEE
00:1Z2:rForAZ:9h: 80
o0g3iAl:Sh: 3941
o0:ldrASsdEERTET
QoA 4BEF AL 102
Qa3B0rADO8 A4 A5
Qorol:F4:25:01:14

Battery: unawvailable

Cizco
Unkriown
Unkriown
Unkriown
Unkriown
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IntelCor
Unkriown
Unkriown
Unkriown
Micro-5t
Intel
Unkriown
Unkriown
Unkriown
SHC
Unkriown
Unkriown
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Unkriown
IntelCor
IntelCor
Unkriown
Cisco
Unkriown
Unkriown
Unkriown
Unkriown
IntelCor
IntelCor
Unkriown
Intel
IntelCor
ChetTech
Unkriown
Unkriown
Unkriown
Urk.rowm
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Hizli WEP Key bulma:aircrack-ptw

(=

File

root@wirelessdefence:/

Edit View Terminal Tabs Help

root@wirelessderence:/

File Edit Miew Terminal Tabs Help

root@wirelessdefrence./tools/wifi/aircrack-ptw-1.0.0
File Edit Miew Terminal Tabs Help




WPA Crack — auth. paketi
akalama

:l = Shell - Kﬂnﬁjﬁ___

CH 11 ][ Elapsed: 17 mins ][ 2007-02-24 14:55-11 2007-02-24 14:38

B55ID PWR Beacons # Data CH MBE ENC ESSID
OE:13:64:22:39:41 135 5122 ge7e9 11 54. WPA S-Guard
BSSID STATION PWR Packets Probes

BErE3ebd 1 223941 00: 13:03:73:81353 135 97829

airodump-ng --channel 11 --write wpa crack athof




WPA Crack — Agdan dusurme

Shell - Konsole <3= mE X

aireplay-ng --deauth 1 -x 1008 -a 00:13:64:22:30:41 -c 00:13:03:73:81:53 athof]




WPA Crack — PSK kirma

Shell - Konsole

Alrcrack-ng 0.6.2
00] 46 keys tested (48.861 k/s)

KEY FOUND! [ testl234 ]
Master Key : s 77 7F DE S0 E4 11 Bl 8E 94 6D ADQ 17 DD 3E
A7 B4 1B B4 A3 60 19 B2 93 BE AA B3 34 30 AE
Transcient Key : 47 26 62 58 79 F2 A5 BF Al BD 47 4A 26 50 47
ol 6F 32 BC DO 2E E3 E3 B4 68 90 OB 1C JA FB O3
23 A S5A B5 CB 56 88 FF BA F5 1B 890 S5F B8 98B /b
30 FF 49 71 FF CE 6B A5 2F D9 E6 BB FD 2E 29 56

EAPOL HMALC + CE BA 13 7A CC 42 2C 38 D1 5C DB 63 BOE1 BD D&

huzeyfe-laptof aircrack-ng -a 2 -b 0@:13:64:22:39:41 -w /tmp/wordlist wpa_cr
ack-01.cap




Sahte AP(Erisim Noktalari)

MAL | 551D | Char | Speed | Tupe | Erc...

(@) DO0OCEBED54F BAMAMA 1 11 Mbps AP WwEP
(&) N0000CESF 2R BAMAMNA, 1 11 Mbps AP WwEP
(&) N0000C72FFCA BAMAMNA, 1 11 Mbps AP WwEP
() O0000CAAE 489 BAMAMA, 1 11 Mbps AR WEF
() 00000C361C75 BAMAMA, 1 11 Mbps AR WEF
(@) N0000C1 FAA04 BAMAMA 1 11 Mbps AP WwEP
(& DOOOCEOZ2FCY BAMAMNA, 1 11 Mbps AP WwEP
(@ OOOOCCEEDDE  BANANA 1 11 Mbps AP WEP
{@) 0000CES7IRE? BAMAMA, 1 11 Mbps AR WEF
(@) 00000CBECO3C BAMAMA, 1 11 Mbps AR WEF
(@) D0000C7EDE 04 BAMAMNA 1 11 Mbps AP WwEP
(&) N0000CEO7 399 BAMAMNA, 1 11 Mbps AP WwEP
(@) O000CE 61 28FE BAMAMA, 1 11 Mbps AP WEP
() 00000C37.40 95 BAMAMA, 1 11 Mbps AR WEF
(@) DOO0CET1EFT4 BAMAMNA 1 11 Mbps AP WEP
(@) DO0OCESATACE BAMAMNA 1 11 Mbps AP WwEP




Wi-fi Pentest - Wicrawl

wicrawl

File Edit YWiew Wicrawl Tabs

" SSID Filter
P P e 3

Interfaces Profiles Minimize

AP Information Plucg r rrmation

SsID SSsID Time Packets Plugin Timestamp Encryption Power Channel

linksys 00:06:25:54 @6 Q DHCZP = ociate 3-F-2006 13:17:8 Mone Q oo

Qutput

[-]1 Found ne new APs in discowvery, I'll wait a bit more...
(last count [4] new count [4])
[-]1 Found no new APs in discovery, I'll wait a bit more ..
(last count [4] new count [4])
[-1 Found no new APs in discovery, I'll wait a bit more...
(last count [4] new count [4])
Stop was pressed
Killing child [25481]
Child [25481] dead

Discovery and plugin-engine finished




icrawl| Eklentileri

wicrawl plugins

Please feel free to add a new row with the status set to "Requested” if you have a good idea or a request for a plugin.

plugin name description status

aircrack-wep-cracking Crack “WEPF encryption with the use of aircrack-ng Diane

check_internet Checks internet connectivity (by way of icmp) Done

check_speed Checks latency of your connection Done

cowpatty-wpa-psk-bruteforce||Uses coWPALty to try to brute force the pre-shared-key for WHPA Diane

dhcp Uses DHCP to get an address on the local network Done

example-bash Example (template) plugin written in bash Done

example-perl Example (termplate) plugin written in perl Diane

example-fortran Example template) plugin written in fortran ;) Done

ext_ip Checks to see what your external IP is Dione

gpsd Gets your GPS coordinates through GPSd Done

hald_internet Tries to hald your internet connection. Diane

isassociated Checks to see whether you're associated or not Dione

woonfig_associate uses wconfig to see whether you're associated to an AF or not Done

nessus Runs nessus against the AP (or default gw) (requires configuration) Diane

nmap_plugin Runs nmap against the network to see what hosts are up Done

pickupline Attermpts to bypass captive portals by assuming the identity of a local network user Done

randorm_mac randomizes your mac address before you connect Diane

rogue_ap_check Checks to see if this AF is connected to your netwaork by connecting to a known server||Done

text_to_speech Announces new access points or internet connectivity Dione

weplab-bruteforce Tries to bruteforce the YWEP password Diane

FAC Manuf Detect Gives the manufacturer of the Access Paoint In CW5S

Amaaa fui Plugin for LML (| Text UI Incomplete

aircrack-ptw Crack "WEP encryption with the use of the new ptw attack Requested
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