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Motivasyon I

 Cok hizhh gelisen teknoloji!!!

 Her gecen gun pek cok kurum ve kurulus,
gercek hayatta yaptiklan islerini sanal
dunyaya tasiyarak, guvenli(!) bir sekilde
islemeye bashyor.

e QOlabildigince buyuk olcude, gunluk hatta
anlik hareket verilerini toplamaya ve
saklamaya calisiyorlar.




Motivasyon II

* Bu veriler genelde web sunucular
taratindan otomatik olarak toplanmiyor ve
sunucuya erisim kutuklerinde biriktiriliyor.

o Uretilen bu loglarin analizini yapmak, bize
cok degerli bilgiler kazandirabilir.

« orn. reklamin hedef kitleye ulasmasu.
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Log(Gunluk) Kutugu Nedir?

e Meydana gelen ~tum haraketlerin tutuldugu
dosyalardir.

* Web sunucusuna gelen her “hit” (.html, .
png, .php vb.) log kiitugunde bir kayit
olusturur.




Neden Log Analizi

Siteyi bugun kac kisi ziyaret etti?
Ziyaretciler siteyi ne kadar sevdiler?
En cok ziyaret edilen sayfa hangisi?
Ziyaretci siteden neden ayrildi?

Siteye kimler link vermis?

En ¢ok hangi sayfadan sonra site terk
edilmis?

Siteyi Internette bulabilmek i¢in hangi
anahtar kelimeler kullanilmis?
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WEB'deki Veri Siniflarn

Icerik : Gercek hayattaki veriyi tanimlayan
veriler. Html, resim, ses dosyalari vb.

Yapr : Icerigin organizasyonu ( linkler )

Kullanici Profili : Uyelik asamasinda
cikarilan demogratfik veriler.

Kullanim : Web saytfalarinin kullanim
oruntulerini tamimlayan veriler. IP adresleri,
referans sayfalar vb.
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Veri Kaynaklari

Kullanic1 Davranislari internet

Paket Sniffer loglan Site igerigi

istemct Bilgi icerik sunucusu
stemci Bilgisayar
gisay ISS sunucusu web sunucusu loglan

1 |

Istemci Seviyesindeki Loglar .
Vekil Sunucu Web Loglan

(Proxy) Loglan
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Gunluk Tipi

 Erisim (Access)
* Referans (Referrer)
e Hata (Error)

e CLF
- common log format. "%h %l %u %t \"%r\"
%>s %b", Hostname, Identity, Userid,
Time, Request, Status code, Bytes.

e ECLF
- extended/combined common log format.
clf + "%Referer \ %Agent\".
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Sunucu Erisim Loglar

T
T [
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Sunucudaki tipik bir kayit

Ip Adresi

Sunucu Adi
Kullanici1 Adi

Zaman

Istek tipi

Url

Protokol

Statusu

Boyut
Referansi

Araclan

Log Analizi

04.12.51.xxx
www.uluer.com

[05/Nov/2003:14:53:48 +0300]
GET /

http://www.uluer.com
HTTP/1.1"

200-Basarili, 300-Yonlendir
400-Basarnisiz, 500-I¢ Hata

2270

http://www.cs.baskent.edu.tr/
~muluer

Mozilla/5.0 (Linux 2.4.18-
27.8.01686) Opera 6.12 [en]
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Bilgi Kesif Sureci

BILGI

CYorumlama )

C Analiz )

C Indirgeme )

C Onisleme )

Indirgenmis Veri

C Secim )

Onisleme Yapilmis
Veri

Orneklem Kumesi
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Onisleme

e Veri temizleme: Hata, tutarsizlik, tekrar ve
eksik verilerin ayiklanmasi/duzeltilmesi

» Hareketlerin (transactions) teshis edilmesi;
kullanici oturumlarinin bulunmasi

- Icerik verisi (bagint1 kesfi) @ma@
- Gezinti-Icerik verisi (yol analizi)
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On islemedeki zorluklar I

+ Ham verinin soyut veri tiplerine
donusturulmesi ( ham veri ¢ok buyuk!!! )

+ 1 IP adresi, >1 kullanici

Ayni1 zaman diliminde pek cok kullanici bir
proksi sunucusu uzerinden islem yapabilir

+ 1 Kullanici, >1 IP adresi
Aymni kullanici farkli adreslerden islem yapabilir

Log Analizi 13/45 Mehmet ULUER.




On islemedeki zorluklar II

+ 1 Sunucu oturumu, >1 IP adresi

Bazi ISS ler veya guvenlik sunuculan istek
tipine gore ayni oturum icinde farkh IP ler

atayabilirler

+ 1 Kullanici, >1 Arac

Aymni kullanici ayn1 anda birden fazla tarayici
kullanabilir
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Cozum Onerileri

+ Cerezler: Istemci tarafinda tutulan kiicuk kod parcalar:
++ Aym kullaniciy1 birden fazla oturum icin takip

edebilir
--- Guvenlik gerekcesi ile kabul edilmeyebilir veya
silinebilir

+ Login / Logout : Kullanici ad1 ve parola kullanarak siteye

erisimin saglanmasi
++ Makineden ve tarayicidan ziyade her kullanicinin

farklh bir kimlik bilgisinin olmasi
--- Her kullanici kayit yaptirmak istemeyebilir

+ Zamana gore oturum sonlandirma...
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Oturum Bilgisinin Tamamlanmasi

IP Zaman URL Referans Aracg

1 |www. ul uer.com| 08: 30: 00 A # Mozil | a
2 |www. ul uer.com| 08:30: 01 =] = Mozil |l a
3 [www. ul uer.com| 08:30: 02 C B Mozil | a
4 www. ul uer.com| 08: 30: 01 B # Y sYARRIE
5 [www. ul uer.com| 08:30: 03 C B Mozil | a
6 |[www. ul uer.com| 08: 30: 04 F # Mozil | a
7 |[www. ul uer.com| 08: 30: 04 =] JA Mozil | a
8 |[www. ul uer.com| 08: 30: 05 G B Mozil | a
Tanimlanan Oturumlar:

S;: #==>A==>B==>0G 1,7, 8

S,: E==>B==>C 2,3

S, # ==>B==>C 4,5

S, # ==>F 6

Log Analizi
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Analiz Yazilimlan

» Ticari yazilim kullan
» Kendi kodunu kendin yaz
» Acik kaynak kodlu yazilim kullan




httpd.conft

HostnameLookups Off
ErrorLog /usr/local/apache/logs/error log

LogLevel warn
- debug, info, notice, warn, error, crit, alert, emerg

LogFormat "%h %l %u %t \"%r\" %>s %b \"%{Referer}i\" \"%
{User-Agent}i\"" combined

LogFormat "%h %l %u %t \"%r\" %>s %b" common
LogFormat "%{Referer}i -> %U" referer

LogFormat "%{User-agent}i" agent

CustomLog /usr/local/apache/logs/access log common
#CustomLog /usr/local/apache/logs/referer log referer
#CustomlLog /usr/local/apache/logs/agent log agent
#CustomLog /usr/local/apache/logs/access log combined
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Analog

5.32
23 Mart 2003
5dk -> 1GB (266 Mhz)

- 56 milyon log kaydi(satir) 35 dKk.

100GB

33 farkli dil destegi (Turkce)
Ayar vermek kolay

AWStats X %15 daha hizlh
http://www.analog.cx/




analog.ctg

LOGFILE logfilename

OUTFILE outputfile.html

HOSTNAME "LKD"

HOSTURL http://www.lkd.org.tr/
SEARCHQUERY ON

LANGUAGE TURKISH

LogFormat "%h %l %u %t %v \"%r\" %>s %b" myformat
CustomLog /var/log/apache/access.log myformat
CASE SENSITIVE

FILEINCLUDE /cgi-bin/script.pl*

FILEALIAS /football.html /soccer.html
HOSTALIAS tymith tymith.uluer.com
REQLINKINCLUDE pages, *.pdf
SEARCHENGINE http://*google.*/* q
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Analog Raporlari (saat)
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Analog Raporlarl (ref. & arac)

end, org, Uk

Ither

The wedges are plotted by the number of requests,

The wedges
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Analog Raporlarl (kelime & 0s)

analog

The wed

The wedges are plotted by the number of reguests for pages
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AWStats

analog++

6.2

Haziran 2004

Perl

Web/FTP/e-posta

Unique (benzersiz) ziyaretci
Session (oturum) uzunlugu
Giris/Cikis sayfalari

CGI sayfalarini taniyabilme
http://awstats.sourceforge.net/
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AW S tatS (saat)

Ziyaret Saatleri (Sunucu saati)

| H I H H | H | ||||H 1l ||\||[|H [ |||||
3 . 12 15 20

g 9 10

3

4 &
] ‘-I'Iiilﬂllritl‘ﬁﬂ'l’-lliﬂ

Ziyaret Saatleri
{Sunucu saati) {Sunucu saati)

5.08 MB

4.50 MB
179 MB
4.44 MB
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WS tatS (ulkeler & unique ziyaretci)

Countries (En syk kullanylan 10) - Tim liste

= = 3 i

Unites : 40,00 MB

European Union
Germany
Australia

Japan

Metherkands

b
LA K

Great Britain

China

Didarkeri For 37EE 41 .95 MEB

Hosts (En sik kullanilan 10) - Timlste - Sonziyaret - Coziemeyen IP Adreskeri
Hosts : O Known, 4715 Bilnmeyen (gazilemeyen ip) - 4641 Ayn Ziyaretci “ Hit
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AWStatS (ekran & digerleri)

B ronw

Browse
Browse
Browse

E riciv

Miscellaneous

elaneous

s with Macromedia Director Support
vith Flash Support
vith Real audio plying support
s with Quictime audio playing support
5 with Windows Media audio playing support

5 with PDF support

Screen sizes (En sik kullanilan 5)

1600 1200

Digerkri
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AW S tatS (referanslar)

Siteye baglanh yapanlar

Kdken

Dogrudan adres / Yer imi
Links from a NewsGroup
internet arama motorundan baglanti - Tom liste
- Google 1123 1123
- Yahoo 5 BB
- Baidu 23 23
- MSM
- Alexa
- Lycos
- Metscape
- Unknown search engines
- AllTheWeb
- Excite

Digerkeri 7
[ns sayfalardan baglantilar (arama motorlan haric diger veb siteleri) - Tim liste
- hitpiisourceforge. net/projects/awstats/ s 117
- hitpedfhenaner Ssky com/awsfwawiawstats waww. key phrases html =S .
- hitp:/isarikata.comicgi-bin/awstats. pl &1 81
- hitpedfhanener. postfic .org/addon . html @ 39
- hitp:fwnena thefreecountry .com/we bmaster/ioganalyzers shtml s 38
- hitpedfhananer S ky com/aws fwawiawstats waww. keywords html i 36
- hitpitaiwan.cnet.comicomputer/networkfeatures/0 2000068858 20... 36 36
- hitpuifjir.ns2go.com/cgi-binfawstats/awstats . pl i 36
- hitp:iawstats .org iz 3z
- httpufsourceforge. netforumforum. php x 2B
- Digerkeri 2739 27ie

Kékeni bilinmeyen
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Webalizer

2.01
Nisan 2002
C

* http://awstats.sourceforge.net/docs/awstats compare.html

- Athlon 1GHz
- AWStats X 3 daha hizh
Temiz kaynak kodu

http://www.mrunix.net/webalizer/

Log Analizi

Mehmet ULUER.




Web Gunluk Madenciligi Sistem Mimarisi

(Veri TemizlemeXHareket Tanim)Veri indirgeme),_ Donusum ) € Orinti Kesfi ) (Oriinti Analizi)

Sunucu Temiz Hareket Bilcil_nlizfnd.iri
Loglan Log Verisi mis Veri
Yol
=»| Analizi
Indirgenmis 5
Veri R Bagint1
Kurallan
Kullanici I i
Kayit Blg1S1
Ardisik
»l  Orintiiler
Kullanim ve m
].)oku.man' S Simiflama
Ozellikleri orgu Kitmel
Dili Kiimeleme
Oruntuleri
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WUM

e Web Utilization Miner
- Java

- Web Madenciligi
- Sirali Oriintil Analizi
- MINT
- WUMprep
e Perl
* Veri Onisleme

e Oturum tanima
e Robot

Log Analizi 32/45 Mehmet ULUER.




WU M (Yol Analizi)

+ /firma/urunler/urun2.html sayfasini ziyaret
eden kullanicilarin %70’i, ilk once /firma
arkasindan /firma/duyurular, sonra

/firma/urunler daha sonrada

/firma /urunler /urunl.html yi ziyaret etmisler
(zahmet oldu size de!)

+ Site ziyaretcilerinin 80%’i /firma/urunler/
baglantisindan giris yapmas!

+ Site ziyaretcilerinin 65%’i 4 veya daha az
sayfa ziyaret etmisler!
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WUM

File Analvzer Repaoarts Queries Yisualizer Toals Help

Welcome to WUM 6.0 Beta:
A Web Utilization Miner

a=[8.html1:7]  [G.html11] b= [H.html 1]
0————§ ————0O

[F.html;1;3] b= [ html1:2]
[ ] m|

b= [A.html;1;1] SELECT +
g FROM NCODE AS a' b, TE::
WHERE a.url = "S.htm:
AND 'b. support > 3

Humboldt-University Berlin; Germany — X
Institute of Information Systems

: i Name: Cemo
Leipzig Graduate School of Business -

We b Server: |http://www. demo.org
Directary: fusersfkwinkler/WUM vED/data/demoWehsite
Lag Fi les: fusers fkwinkler/WUM vE0/datafdemaoWebSite

Remarks: small demeo mining hasel
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& WUMgui [Demo] - Import Log File

[Lag File [Exclude List rlnclude List iVRepIace List i/Cuncepts|

Filename: ! Jusersjfkwinkler/\WUM wva 0D /datajdemoWwebsite/

Format; ® Commaon ' Extended ) Caakie ) MS-118
Advanced: [ Truncate HTML Anchars {(#) [v Truncate CGl Parameters (?)

[l Conversion to Lower Case [ |Skip Data Cleaning Phase

| Impart | Cancel

= WUMgui [Demo] - Import Log File i

|/Lug File [Exclude List rlnclude List [/Replace List | Concepts |

Hast, Reguest, Status Code must nat cantain any Substring from this List

i f WUMgui - Import Log File { Summary) .4

.ipg
.i1peg

i a8 lag file lines were successfully imparted.
L 0 lag file lines were skipped due ta usear's chaice.
0 lag file lines were skipped due 1o syntax errars.

oK

Cancel
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=8 WUMgui [Demo] - Create Visitors® Sessions

Maximal Session Duratian = WUMgui - Create Visitors® Sessions

v Maximal Page View Time )
- 22 sessions were successfully created.

Threshaold:

= WUMgui [Demo] - Comprehensive Summary

Iv.'-_-r',."".'."LIr'-1.'-.rE""'lata,."der'ru:l"-'."ehSite,.""'"l.JrTlFtE[:nur‘t.htmI|| | |

Report Section [ |
|Mc|::1: Requested Pages |
Most Requested Directories
|Lv.=_-a~_:t Requested Pages ‘
Least Requested Directories
Top Entry Pages |
Top Exit Pages 7 |
Single Acc Fages |
Most Active Top-Level Domains |
II"--1|::|::t Active 2nd-Level Domains |
[Tep Visitors
iTop Referrer Sites ‘
|T::|r:| Referrer Pa
[Most Used Brow
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WUM

& WUMgui [Demo] - Aggregated Log

|""Tree Graph [Tree ¥iew |

[Root;22 [H.html;1;12]  [S.html; 1;6] [¥.html; 1;4] [S.html;2;2 [H.html;2;1]

| [D.html; 1;2] [¥.html; 1;1]
| ]

[5.html;1;1]
[ |

[D.html; 1;1] [D. html; 1; 1] [*.html; 1;1]
| |
[Z.html; 1;1] [H.html;2; 1] [ html; 1;1] [0 html; 1; 1]
| = =
[F.html; 1; 4] [¥.html: 1;4] [F.html;2:1] [¥.html; 1;1]
| = ]
[D.html; 1;1]

[D. html; 1;1] [5.html; 1;1]
[

[5.html; 1;1] [T html; 1;1]
=]

[5.html; 1;8] [G.html; 1;1] [¥.html; 1;1] [G.html;2;1]
= O =

]
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WUM

a WUMgui [Demo] - MINT Ad Hoc Processor (Database)

[ actin .
Question: paths between our home page and product x page

MINT Query: |_.1..¢ ¢
from node as a b, template a * b as t
where a.url = "H.html"
and b.url = "X.html"

Query File:

| Fages | Execute
| Clase | Help |
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& WUMgui [Demo] - MINT Ad Hoc Processor (Database)

f(::l,u«ar:ur rPrucessing |/Re5ult5 rVisuaIizer |/Repurt |

Please wait: Your MINT query is5 being executed.

l=ing standard algoerithm and Togging in file fusers/kwinkler/WUM,.va0/data,
demowehb5i te/WUM.Mininglog.txt. ..

START select t
from nede as a b, template a * b as t

where a.url = "H.html"
and b.url = "X.html"

5TOP 0:00:00.815 |

= WUMyui [Demo] - Result Aggregated Tree 172 >

rTree Graph rTree View |

a=[H.html;1;14] [F.html;1; ] bh = [¥X.html; 1;4]
O | O
[G.html;1; ] bh = [¥X.html;1;4]
a

MNodelnfao
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LOGML

Log Markup(isaret) Language (Dili)
LOGML DTD
LOGML Schema

http://www.cs.rpi.edu/~puninj/LOGML/

<!ELEMENT logml (graph, hosts?, domains?, directories?,
userAgents?, hostReferers?,

referers?, keywords*, summary?, userSessions?)>
<!ATTLIST logml
%global-atts;
%xml-atts;
start date  %date.type; #REQUIRED
end date %date.type; #REQUIRED
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ROBOTIarrr

e Crawler, Spiders, Arama motoru botu
- Dizinleme

- HTML / link dogrulama
- Yeni ne var?
- Mirroring (Yansi)

e http://www.google.com/bot.html
- Surekli dolasiyor

- <META NAME="googlebot" CONTENT="noarchive,nofollow">

Log Analizi 41/45 Mehmet ULUER.




Robots.txt

e rapid-fire (Bir bot gordum sanki!)
# [robots.txt file for http://webcrawler.com/
# mail webmaster@webcrawler.com for constructive criticism
User-agent: webcrawler
Disallow:
User-agent: lycra
Disallow: /
User-agent: *
Disallow: /tmp
Disallow: /logs
e Tum siteyi kapat
- User-agent: *
- Disallow: /

e <META NAME="robots" CONTENT="noindex">

e <META NAME="robots" CONTENT="nofollow">
e <META NAME="robots" CONTENT="noarchive">
e http://www.robotstxt.org/
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Analiz Sonrasi

e Zlyaretci
- {Kim, Neyi, Ne zaman}, istemis

- Profil

* Sunucuyu eniyilestirme
- Bandwidth

- Guvenlik
- Kaynaklarin dogru kullanimi

e Saytfalalar )
- Prefetching (Onyukleme)

- Dinamik Link(Bag) Tavsiyesi
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Tesekkurler..




